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Safety Requirements

RF Energy Exposure Awareness and Control Information, and
Operational Instructions for FCC Occupational Use Requirements

Before using your portable two-way Radio, read this important RF Energy Awareness
And Control Information And Ogrational Instructions tensure compliance with the
FCC's RF exposure guidelines.

Note This radio is intended fanse in occupational/controllecbnditions wheraisers have full
knowledge of their exposurecnan exercise control overdin exposure to meet FCC
limits. This radio device is NOT authorizéd general population, consumer, or any
other use.

This two-way radio uses electromagnetic enéngihe radio frequency (RF) spectrum to
provide communications between two ormmasers over a distance. It uses radio

frequency (RF) energy or radio waves to send and receive calls. RF energy is one form of
electromagnetic energy. Other forms inclullet, are not limited to, electric power,

sunlight and x-rays. RF energy, however, shagldbe confused with these other forms of
electromagnetic energy, which when usegrioperly can cause biological damage. Very
high levels of x-rays, for examplean damage tissues and genetic material.

Experts in science, engineering, medicine, health and industry workrgéhinations to
develop standards for exposure to RF energy. These standards provide recommended
levels of RF exposure for both workerglahe general public. These recommended RF
exposure levels include substial margins of protection. All two-way radios marketed in
North America are designed, manufactured tsted to ensure they meet government
established RF exposure Ié&dn addition, manufactars also recommend specific
operating instructions to users of twoynadios. These instructions are important
because they inform users about RF energy exposure and provide simple procedures on
how to control it. Please refer to the follogiweb sites for more farmation on what RF
energy exposure is and how to contraliyexposure to assure compliance with
established RF exposure limits.

* http://www.fcc.gov/otrfsafety/rf-fags.html

* http://www.osha.gov/SLTC/radirequencyradiation/index.html

Federal Communications Commission Regulations

The FCC rules require manufacturers to clymypth the FCC RFenergy exposure limits

for portable two-way radios be®they can be marketedtime U.S. When two-way radios

are used as a consequence of employmenEQGlaerequires users to be fully aware of and
able to control theiexposure to meet occupational requirements. Exposure awareness can
be facilitated by the use ofpgoduct label directing usets specific user awareness
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Safety Requirements

information. Your EFJohnson Technologies two-way radio has a RF exposure product
label. Also, your EFJohnson Technologies user manual, or product manual,ratesepa
safety booklet includes inforrtian and operating instructiomsquired to control your RF
exposure and to satispmpliance requirements.

Compliance with RF Exposure Standards

Your EFJohnson Technologies two-way radio is designed and tested to cathply w
number of national and inteational standards and guidedg(listed below) for human
exposure to radio frequenejectromagnetic energy. Thiagdio complies with the IEEE
and ICNIRP exposure limits for occupational/controlled RF exposure enviro@nent
operating duty factors of up to 50% tsamitting and is authorized by the FCC for
occupational use only. In terms of measuifitigenergy for compliance with the FCC
exposure guidelines, your radio radiatesasurable RF energy only while it is
transmitting (during talking), not when itisceiving (listening) or in standby mode.

Note The approved batteries supplied with this radio are rated for a 5-5-90factiyr (5%
talk-5% listen - 90% standbygyen though this radio complies with the FCC occupational
RF exposure limits and may operatadaty factors of up to 50% talk.

Your EFJohnson Technologies two-way radio complies with the following RFyenerg
exposure standards and guidelines:

» United States Federal Comnications Commission, Cod# Federal Regulations; 47
CFR 881.1307, 1.1310, 2.1091 and 2.1093

* American National Standards Institute (ANSIpstitute of Electrical and Electronic
Engineers (IEEE) C95. 1-1992

* Institute of Electrical and ElectranEngineers (IEEE) C95.1-1999 Edition

RF Exposure Compliance and Control Guidelines and Operating
Instructions

To control your exposure and ensure compliance with the occupational/cantrolle
environment exposure limits, always adhere to the following procedures.

Guidelines
» Do not remove the RF Exposure Label from the device.

» User awareness instruction®skd accompany the device whiers transferred to other
users.

» Do not use this device if the operational requirements described hereot aretn
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Safety Requirements

Operating Instructions

» Transmit no more than the rdtduty factor of 50% of theme. To transmit (talk), push
the Push-To-Talk (PTT) button. To recenals, release the HTbutton. Transmitting
50% of the time, or less, is importanthease this radio generates measurable RF
energy exposure only when transmitting (in terms of measuring for standards
compliance).

» Hold the radio in a vertical position in froot face with the miaphone (and the other
parts of the radio, including the antennaleaist one inch (2.5 cm) away from the nose.
Keeping the radio at the proper distance is important because RF exposures decrease
with distance from the antenna. The aniz should be kept away from eyes.

» When worn on the body, always place the radio in an EFJohnson Technologies
approved clip, holder, holster, case, or bbdyness for this product. Using approved
body-worn accessories is important beesatle use of EFJohnson Technologies or
other manufacturer’'s non-approved accassanay result in exggore levels which
exceed the FCC’s occupational/contrdllEnvironment RF exposure limits.

* If you are not using a body-worn accessorg are not using the radio in the intended
use position in front of the €&, then ensure ttatenna and the radio are kept at least
one inch (2.5 cm) from the g when transmitting. Keeping the radio at the proper
distance is important because RF exposdeesease with increasing distance from the
antenna.

» Use only EFJohnson Technologies approved supplied or replacenmamias)t
batteries, and accessories. Use of nodeBRson Technologiegpproved antennas,
batteries, and accessories may exabed-CC RF exposure guidelines.

» For a list of EFJohnson Technologies apyad accessories, see the service manual or
marketing accessory lists orrtact the E.FJohnson Company.

Contact Information

Toll-Free: 1-800-328-3911

Fax: 972-819-0639

E-Mail: customerservice@efji.com. You can also e-mail a persoatlgiieyou know
their first initial/last namégexample: jsmith@efji.com).

You may also contact the €&iomer Service Department by mail. Please include all
information that may be helpful in sohg your problem. The mailing address is as
follows:

EFJohnson Technologies
Customer Service Department
1440 Corporate Drive

Irving, TX 75038-2401
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Safety Requirements

Battery Disposal

Dispose of the nickel metal-hydride (NiMH) bithium-lon (Li-lon) battery used by this
radio in accordance with local regulations. BOT dispose of it in fire because it can
explode. Also, do not short the ténals because it may become very hot.

Usage Compatibility

Do NOT operate the unit in areas that areitigado RF energy sucas aircraft, hospitals,
blasting sites, and fuel storage sites. Angdls potentially flammable atmospheres are
usually, but not always, clearly posted. Thesgy include gas stations, fuel and chemical
storage and transfer stations, below daclboats, and areas where the air contains
flammable chemicals or particles swhgrain dust or metal powders.

Electromagnetic Interference

This device complies with Part 15 of th€E rules. Operation is subject to the condition
that this device does not cause harmfulrfetence. In addition, changes or modification
to this equipment not expressly approvedhsy E.F. Johnson Company could void the
user’s authority to operate this epgoient (FCC Rules, 47CFR Part 15.19).

Note This equipment has been tested and fourmdnaply with the limitor a Class A digital
device, pursuant to part 15 of the FCCl€xu These limits are designed to provide
reasonable protection against harmful intedace when the equipment is operated in a
commercial environment. This equipmgaherates, uses, and can radiate radio
frequency energy and, if not installed and uisegiccordance with the instruction manual,
may cause harmful interference to radio comrations. Operation of this equipment in
a residential area is likely to cause harmifuierference in whiclcase the user will be
required to correct the interference at his own expense.

Xil ES Series Models Il/1ll Portable Radio Operating Manual



Features

This manual is applicable to the ES Series Models Il/111dhbetradios, software 6.14.x or
later. The availability of many of the followgrfeatures is controlled by the model of your
radio, factory coding of your radio, installed options, firmware version, and field
programming. Refer to Section 9 for more information.

Note As of January 2013, the FCC has mandated all UHF/VHF radios shall not allow
wideband (25 kHz) mode. Federal frequescare not under FCC jjisdiction; therefore,
Federal customers can continteeorder wideband in VHF and UHF. This mandate does
not affect 800 MHz and can continue to have wideband after Januadi d., Phis option
shall prevent UHF/VHF radiobought after January 1, 20¥8m operating in wideband
mode.

1.1 General Features

The following operating modes are programmable:

» Conventional analog

» Conventional Project 25 (digital)

» Trunked Project 25 (digital)

SMARTNET", SmartZon@ trunked (analog or digital)

Multi-Net® Project 16 (analog) trunking

The ES Series Model 11/11l portable radio has the following features:

e 32 zones with 16 channels (512 chantatal) are standard. faximum of 54 zones
with 16 channels each (86fhannels total depending on the option selected) may be
enabled.
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1-2

Note

Note

Large graphic display with backlight

16-position channel select switch

Three-position rotary option switch

Up to nine (limited keypad) or 21 (DTMF keypad) programmable option keys/buttons

Each option key/button programmable wétllifferent function for each operating
mode (Conventional, SMARTRIT/SmartZone, Trunked P25)

Menu mode

AES 256-bit FIPS 140-2 approved encryption available on P25/digital channels
(Encryption is currently not ailable on Multi-Net channels.)

The 51SL ES Series radios are dual encryptitither DES or AES encryption is available
(not both). Single key DES is standard when P25 is ordered.

Either DES encryption or AES encryption igiopal for the 51FIRE ES Series and may be
purchased from EFJohnson Technologies.

DES 64-bit encryption available on analogochels, DES-OFB on digital channels (see
Section 11). (Encryption isurrently not available on Multi-Net channels.)

Emergency calls for high priority system access
Priority (standard) and Radio Wide scan modes with user programmable scan lists
User selectable high and low power output
Surveillance mode

Time-out timer

Keypad lock to prevent accidental key presses
Power up password to prevent unauthorized use.
Programmable and user adjustable tone volume
Programmable minimum volume level

Soft power down to prevent accidental power off
Operates on both wide and narrow band channels
Adjust Contrast values of LCD display

Over the Air Programming (OTAP) opti@mables you to program radios without
connecting them to a computer

Easy radio programming and featurelafing for portable and mobile radios

The availability of manyeatures is controlled by fielsrogramming and by the options
ordered. See the EFJohnson Technologiesipet description and the following sections
in this manual fomdditional information.
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1.2 Conventional Features

Up to 864 channels or talkgroups programmable
Repeater talk-around

Carrier or Call Guard® (CTCSS/DCS) carited squelch on analog channels, NAC
and talkgroup IDs on P25 channels

Normal/selective squelch selectable by option button or menu

Monitor mode selectable by option button or menu

Time out timer penaltand conversation timers

Dual priority channel sampling when scanning (analog and digital channels)
Busy channel lockout (tresmit disable on busy)

Unit calls on P25 channels

Telephone calls on P25ahnels with over dialing.

Cloning capability using a cable orngfess connection (see Section 5.13)
Emergency alarms and calls to akedispatcher of aemergency condition
Single tone encoder controllable by user on analog channels

Two tone encoder controllablg/ user on analog channels

Five tone encoder on analog channels

Automatic Number Identifidgon (ANI) on analog channels

MDC1200 ANI and Emergency Alert support

Call Alert™ on P25 channe(send and receive pages)

Predefined messages (up to 16) can be sent to a dispatcher (P25 mode)
Predefined status conditions (up to eigiah be sent to a dispatcher (P25 mode)
Over-The-Air-Rekeying (OTARompatible (P25 channels).

Keypad programming with password asséFederal Government users only)

Text message send & receive (Project 25 digital)

1.3 SMARTNET / SmartZone Features

The following SMARTNET/SmartZone features are available:

Up to 864 talkgroups programmable (channels select talkgroups)
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Features

Group, Enhanced Private Conversatigrstandard Private Conversation, and
Telephone calls

Emergency alarms to alert asgatcher of emergency conditions

Emergency calls for high priority system access

Failsoft operation on a predefined centional channel ifrunked system fails
Priority group calls detected while lisieg to other group calls when scanning
Call Alert™ (send and receive pages)

Predefined messages (up to 16) can be sent to a dispatcher

Predefined status conditions (up8pcan be sent to a dispatcher

Dynamic regrouping (dispatcher can autocelly gather users on a channel to receive
a message)

Roaming (SmartZone only)

1.4 Project 25 Trunked Features

1-4

The following P25 Trunked features are available:

Up to 864 talkgroups programmable (channels select talkgroups)

Group and Unit Calls

Telephone calls with overdialing

Emergency alarms to alert asgatcher of emergency conditions

Emergency calls for high priority system access

Failsoft operation on a predefined centional channel ifrunked system fails
Priority group calls detected while lisiag to other group calls when scanning
Call Alert™ (send and receive pages)

Predefined status conditions (upeight) can be sent to a dispatcher

Dynamic regrouping (dispatcher can autocelly gather users on a channel to receive
a message)

Roaming
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1.5 Multi-Net Features

Up to 864 channels or talkgroups programmable

Up to 32 RF sites per system

Up to 16 systems (home repeaters)

Roaming with auto or manual registration

Call indicator (future release)

Telephone, Unit (Unique ID), and Directed Group calls
Receive priority 1 and 2 IDs

Block ID code detect

Status message transmission

Transmit Inhibit

Any zone/channel of a systeran be designated to be dynamically re programmable
over the air

Enhanced emergency button operation (@wye/channel can be designated as the
emergency channel with auto transmit)

Site search lock
Site select
Receive unique ID display

Busy queuing (future releaselgghone and unit ID calls only)
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Controls and Display

2.1  Front Panel Controls

The locations of Front Panel coois are shown in Figure 2.1.

Figure 2.1 Front Panel Controls

Up/Down S
Menu Mode:
<F1> = Exit Menu/Option

Buttons
<F2> = Select/Menu / \

Enable
-4——Option Buttoags—— %

-~ Microphon(y

DTMF Keypad——

Speake\>
-«

Limited Keypad Model DTMF Keypad Model
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2-2

Note The appearance of tftelFIRE ES Model Il and Il radioare identical to the 51SL ES

Model 11/11l radios except for the Ylew casing for the 51FIRE radios.

Microphone - The microphone is located behind the small opening shown in Figure 2.1.
For best results, hold the radio 2-3 inches from you mouth and speak at a normal
conversational level. Do notalit since it distorts your voice and does not increase range.

Display - This is a graphical LCD (Liquid CrystRisplay). The display backlight can be
programmed to turn on when any key/button is pressed (or pressed and held ndependi
upon programming), or when the Backligiption button is pressed or menu parameter
selected (see Section 3.5).

Up/Down Buttons- Select zones when multiple zengre programmed (see Section 3.3).
Pressing the up button selects the next higherber and pressing the down button selects
the next lower number. These buttons alsavigle up/down select in the menu mode and
in other modes when udn select is required.

<F1> - In menu mode (see Section 4.4), functions as a step back and exit b utigm
mode is not used, it isprogrammable option button.

<F2> - Selects the menu mode when thatie@ enabled by programming. Also
functions as an Enter or Select button inrttenu and other modes. If menu mode is not
used, it is a programmable option button.

<F3>, <F4> - Programmable option buttons.

DTMF Keypad - The full keypad DTMF models inatle the 12 keys required to dial
telephone and unit ID numbers.

Speaker- The radio speaker is located neartibtom of the front panel. When a speaker/

microphone is used, it is amatically detected when the Opt Sel 1 line of the accessory
connector is pulled l@. The logic then automaticalljisables the internal speaker.
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2.2 Top Panel Controls

Controls and Display

Note When the 54 channel/16 zone feature is enabled in a portable radio, the zarteanel
controls will be swapped on the radio. Thawhel select knob will select the zones, and
the up/down buttons will select the channels.

Figure 2.2 Top Panel Controls

Power ON-OFF/ Antenna
Volume Adj Connector

\

/4

Multi-Function Option ~ Channel ~ Emergency
Indicator Switch Switch (Option)
Button

Note The 51FIRE Series ES radios are available with Blade knobs or Rounsl. knob

Multi-Function Indicator - Indicates the following conditions:

Table 2.1 LED Indicators

LED Color |LED Duration Description
Red ON Txlear
Red 12msON Tx: CLEAR with low battery Tx: trunking system
125 ms OFF busy
Red 12msON Rx: Secure Group
125 ms OFF
125 ms ON
750 ms OFF
Red 75sON Rx: Secure individual call
125 ms OFF
Green ON Rx: cleangentional or trunking
Green 75MsON Rx: clear individual call
125 ms OFF
Orange Continuous until Self Test | Self Test state
complete
Orange ON TRecure
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Table 2.1 LED Indicators

Orange

125 ms ON
125 ms OFF

Tx: SECURE with low battery

Orange

Blinking (1 to 10 times)

Startup Failure. See Table 2.2

Note This indicator is disabled the Surveillance nue is programmed (see Section 4.10).

Certain failures encountered during radiotsamare indicated by blinking of the Orange
LED. The Type of failure is indicated by themher of times the LED blinks (1 to 10) as
described in Table 2.2

Table 2.2 LED Startup Failure Indications

Orange LED

Blinks Startup Failure Indicated |Description

1 Incorrect Software Boot Loader is not the expected version

2 Bad File Format Parameter file version doe not match radio’s
software

3 Parms Fail Invalid backup abpgrameters stored in SPI
Flash device

4 Bad Band Radio band stored in parameter file does not match
the radio band in the tuning parameters

5 Corrupt Parms Parametersdiiliains an error, although
parameters checksum is valid

6 EEPROM Fail Self test timed out without successful read/
verification of parameter file

7 DSP Fail PowerPC never received Power-up message from
the DSP

8 Cycle Power Communication failure between DSP and back-end
ADC on the RF Deck

9 HCO08 Init Fail HCO08 was not initialized correctly and cannot be
accessed

10 Zone Fail Number of zones exceeds the number of zones for

which the radio was optioned

ON-OFF/Volume - Turning the knob clockwise turpswer on and sets the volume level.
Turning it counterclockwise to the detent ipower off. The minimum volume level can
be set by programming. Soft power down can be programmed as described in Section
3.1.2, and the volume control can be disabled as described in Section 3.1.3.

Channel Switch- This 16-position switch selects tp16 channels in the current zone.
Additional zones can be programmed to allow up to 864 channels to bedblethés
switch. This control can be dideld as described in Section 3.3.

Rotary Option Switch - This is a three-position swit¢hat can be progmmed to control
various options. The “A” position is “ordnd the “B” and “C” positions are “off” (see
Section 4.2). When this swités programmed to select zones, “A” selects Zone 1, “B”
Zone 2, and “C” Zone 3 if applicable.
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Antenna Connector- This is the connection point ftre antenna. Make sure the antenna
is tight before using the radio.

Emergency Buttont This button or some other option button can be programmed as an
Emergency button to alert a dispatcher oearergency condition. Rer to Sections 5.9

and 6.8 for more information. If not programmed as an Emergency button, this darto
also be programmed for other functions.

The user can set an external line by pregssie emergency button. External devices can
trigger off of the radio’s external lindf the “Ext Emergency” Option is enabled by
programming and the user presses the emeygeutton, the Aux B line on the accessory
connect shall be set to low (0V). It remsiow until the External Emergency Time has
passed or the user exits the emergencyeliger presses emergency during the External
Emergency Time, the timer starts over. If tiser exits emergency before the External
Emergency Time has passed, thgpatline returns to Vbatt.

Note If the radio is so programmed, a single buttonthe external microphone can be used as

the Emergency Button in place of a buttorttmradio. Operation is identical to that
described above.

2.3 Side Controls

Figure 2.3 Side Controls and Jacks

Option Buttons

PTT Switch
Accessory /
Connector

Battery Pack

PTT (Push-To-Talk) Switch- This switch is pressed to tuttme transmitter on to transmit
a message. It is then reledgo listen. Transmitting is indicated when the top panel
indicator is constant red (f' is displayed (surveillance molje see Section 4.10).
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Option Buttons 1, 2, and 3 Each of these buttons can be programmed to control a
specific function (see Section 4.2). In &dxh, they can be programmed for soft power
down (see Section 3.1.2). These buttonsatam be temporarily disabled by the keypad
lock feature (see Section63.or permanently disabled.

Battery - To remove the battery, press thiease button on the bottom and pivot the
bottom of the battery outward.

Accessory Connector This is the connectiopoint for optional accessories such as a
speaker/microphone or earphone. It is &@connection point for the computer when
programming the radio or for data equipmehtn the P25 Packet Data feature is used
(see Section 5.14.14). Details of operations through the connector (such aa extern
microphone signal routing, the functions of any microphone-mounted buttonsreetc., a
determined by programming).

If a Speaker Microphone (that has an Emeeogebutton) is attached, the “One Button
Mic” may be enabled. If “One Button Mic” is enabled, the programmed buttdin sha
operate in the same fashion as the buttons on the portable including press and hold
functionality using the Pressa@iold Timer. If an accessohas not beeprogrammed,
the button on the mic uses the ExternalkEgency Switch/Button factionality and timer
to trigger Emergency operation.

2.4 Display

2-6

Note

Note

The display supports both the Classic Single Line display mode or enhancedrigual L
functionality. In Classic Single Line mode, display shows zone and channel (as
programmed). In the enhancgat dual line) functionalitythe following aliases can now
be programmed for ufp 16 characters:

» Favorite zone alias
* 54 Channel/16 Zone configuration zone aliases
» Zone aliases

e Channel aliases

Even though 16 characters can be pragraed, only the first 12 are displayed on
portable radios.

Radios are capable of displaying messages in English, French or Bp@pisnding upon
the language programmed for the radio.

The user can select what information Wi displayed on the second display line:

» Zone - the second display line will only shtlve zone alias during normal operation
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» Event Messages - the second display Wilkonly show event messages, such as
“EMERGENCY - Call Revd”, “Site Trnkg” dring normal operation. When no event
message is to be displayed, the second display line will be blank.

» Zone and Event Messages - tlsiss combination of the previous two options. Event
messages will retain priority, but during idime, the zone algawill be displayed.

An option may be programmed to disable ploetable LED. If enabled, the radio’'s LED

will not light for transmit/receive/error coderatitions. During transmit, the Tx icon will

be displayed to provide some indication to the user that the radio is transmitting. Because
error code conditions will not be displayedhé option is enabledt,is recommended that

this option not be usefdr Model 1 radios.

2.4.1 Standard Portable Display

For portable subscribers, standard display mode indicates that the radio will function with
a row of icons at the top of the LCD and a rovientt in the middle of the LCD. This is the
mode of operation in which the radio has @ped in all prior software releases. Certain
12-character aliases are now supported.

Figure 2.4 ES Series Portabled®aStandard Display
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2.4.2 Enhanced Portable Display

Enhanced display mode on the portable indicates that an additional rowisfadded to
the standard display. This secondary row gf ig used to display the zone and/or event
message.

Figure 2.5 ES Series Portable Radio Enhanced Display

2.4.3 Portable Icons

The layout of the front panel display isosin below. Icons are typically shown in the
upper part of the display and text messages in the lower part.

LED displays may be disabled by programming. If so programmed, the radio’s WIED w
not light for transmit/receive/error code cdrahs. During transmit, the Transmit icon

will be displayed to provide some indicatitimthe user that the radio is transmitting.
Because error code conditionglwot be displayed if this option is enatleEFJohnson
recommends that this option not be used for Model | radios.

Figure 2.6 Graphical Display
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The icons are as follows:

Figure 2.7 5100 Icons

Icon

Description

Low Battery

Keypad programming/edit mode — Displayée wdwio ts in a mode where the user can edit
radio parameters

Monitor enabled

Repeater talk-around enabled

Scan enabled

HON A T o

Security enabled

L5

The current channel is in the enabled scan list (ondnvighen sc when in scan edit mode)

The current channel is the priority channel in the enabiédrdgavhlen scan is on or when
in scan edit mode)

The current channel is the priority 2 ¢chahaednabled scan list (only when scan is on or
when in scan edit mode)

H =

Interconnect mode enabled

Private call mode enabled

Roaming (only used Wthtinet trunking)

P25 Data Context enabled -o Radtady for data operations

P25 Data Channel Grant -oRaidperating on a data channel

Site Lock (P25 Trunk8rgartZone, Multinet trunking)

Multinet trunking group scan enabled

Transmit — Displayed while radio isittamgswhile surveillance mode is enabled

Signal strength — Indicates the strength of the currently received signal

e

GPS link active

T % dw N B R E

Call history — used in conventional call atal, onitext messaging when selecting a unit ID

Ahbc

Text message mode active

"z

Radio Wide Scan Enabled. This icondisplaged (along with the edit mode icon) when
Radio Wide Scan Edit is active.
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Note Under certain environmental coitidns (such as iold and/or dry areas), electrostatic
discharge (ESD) can cause the display to go blank. Pressing and holding théolittpt
for at least three secondéll reset the display andestore its normal operation.

2431 RSSI Tistld Indications

In conventional mode only grogrammed, the user can seediymal strength of the last
call displayed as a signal strength indicatonicAt the start of every call, the radio will
take an RSSI measurement and set a corregmpsitjnal strength d@icator icon. The call
must be long enough for a full measurement (40 m#)eomeasurement will be ignored.
The signal strength indicator icon from tlast call will stay displayed until a new call is
received. The icon signifies the strengttitd last received call not the current signal
strength. If the radio goes out of range hisesit did not receive a beacon within the
Inactivity Duration, it will automatically set ¢hsignal strength indicator to Out Of Range.

Table 2.3 RSSI Threshold Indicators

RSSI Range Portable Icon
No Measurement Taken T

< Out of Range T

Out of Range < Fair T

Fair < Good T,

Good < Excellent T

> Excellent Tl

2.5 Signaling Tones

Information is communicated tesers of the ES Series Potaladio using signal tones
and alerts and by LED signaling. Tabld 8hows the information and signaling tones
supported by the ES Series Portable rdflipou are viewing a PDF of this manual on a
computer equipped with a sound card, double-click on the Horn e} ( ) next to the
Message Name to hear the tone.

Table 2.4 Tones for the ES Series Portable Radios

Tone
Message Name Message Description Audible Description Category
Action Performed ‘)» An action has been performed Suoh laigh pitched beep, one | Keypress
selecting an item in List medium pitched beep and one
high pitched beep
Alert ‘)» TX Warning Timer for Group, UnitiagtdPitched Beep Action
Interconnect Calls
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Table 2.4 Tones for the ES Series Portable Radios (Continued)

Tone
Message Name Message Description Audible Description Category
Alert Site Trunking ‘)» RadioS#énTrunking High pitched beep Action
Alert Tone Adjust ‘)» Al L{s_lt_ad when adjusting the Volurivetbom pitched tone Keypress
ert Tones
Analog Signaling Side<)>> Occurs during Conventional Analdgedium pitched continuous tone  Action
Tone Pre ANI Signaling
Automatic Call Back <)>> A Voice Channel is available fonedigh pitched beep, one | Action
previous request medium pitched beep and one
high pitched beep
Bad ‘)» Invalid Key Presses, Inadequate Short Low Pitched Tone Action
Permissions / Self Test Fall
Call Alert ACK <))> Call Alert Acknowledgement haSikeaadium pitched beeps Action
Received
Call Alert Received <))> Call Alert Padgmbafkeceived Six medium pitched beeps | Action
repeated every 6 seconds
Channel Busy ‘)» System is currenyly bus Group of 4 Low Pitched Tones Action
Clear Alert Tone ‘)» Radio receives a Secure call wMledium Pitched Beep Action
Clear Mode - PCC Option
DTMF Keypress ‘)» DTMF Keypress uriipiiched continuous tone  Action
Dynamic Regrouping<)>> « Dynamically Regrouping Cofaorghed Action
has been received
» Talk Permit Tone while Dynamic
Regrouped
Emergency Alarm AC“») S Emu:ylAlarm Acknowledged | A group of 5 medium pitched tones Action
uccessfu
Emergency Button ‘)» Emergency button has been Pressed  Medium pitched long tone Action
Press
Emergency Canceled‘») Emergsizanceled Medium pitched very long tane Action
Enhanced Unit Call <))> Enhanced UnitRzadkised Three medium pitched tones Action
repeated 4 times every 6 secands
Error Timeout States, Change Keyset Eaily Pitched Continuous Tone Action
"» TX Timeout, Attempt to TX Clear when
Strapped Secure and vice versa
Failsoft ‘)» Trunking SystemHzaled Two medium pitched beeps | Action
repeated continuously
Feature OFF ‘») Binary Feature has beed OFF Medium pitched beep followeHdygress
a lower pitched beep
Key Fail ‘)» After channel change, Radio doe&inptedium pitched long tones Action
have the assigned key
Key Fail PTT <)>> After PTadiRis in Secure mode Continuous medium pitched lodgtion
but does not have the assigned kegnes
Keyloader/Menu Ente“)» Enter Menu Mode, Keyloader Medium Pitched Beep followedkmypress
Mode Attached a higher pitched beep
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Table 2.4 Tones for the ES Series Portable Radios (Continued)

Tone
Message Name Message Description Audible Description Category
Keyloader/Menu Exit <)>> Exit Menu Mode, Keyloader Detached High pitched beep followaslypyeas
Mode medium pitched beep
Low Battery <)>> The battery strength is getting |Gwo medium pitched beeps Action
Charge or replace the battery
immediately
Message / Status AC Message / Status Acknowledd@&irmergdium pitched beeps Action
))> has been Received
Multi-Net Talk Permit ‘)» Multi-Net Directed Talkgroup TalkMedium pitched long beep Action
Tone Permit Tone
Non-Enhanced Unit Cd)» Non EnhancedlisRé&zeived| Two medium pitched beeps Action
repeated every 6 seconds
OTAR ‘)» OTAR Hello Acknowledgement | High Pitched Beep Action
Acknowledgement Received
Out of Range <))> Trunking Radio is in an Out of Ramgpitched, very long tone | Action
State repeated
Priority Call Received‘») Radio hasaeeeeRriority Call Two low pitched beeps Action
Radio Self-Test Pass<))> Self TeRdesed Medium Pitched Beep followgddypress
a higher pitched beep
Return to Normal <))> « Dynamic Regrouping has bedfedium Pitched Beep followedAntion
Canceled a higher pitched beep
* Voltage has returned to Norma
» Temperature has returned to Normal
» Conventional: TX Penalty Timer has
Expired
Ring Radio has received an interconndatlephone Ringing Action
"» and is waiting for Unit Call target
subscriber to respond
System Retry ‘)» Tone that occurs after the 2nd|ISéntinuous low pitched tone Action
ISW retry
Talk Permit Tone ‘D) (Whem Biitton is Pressed) Three medium pitched beeps Action
verifying that the system is accepting
transmissions
Temperature Change<))> Temperature has changed frofwo medium pitched beeps Action
Normal to Hot or Too Hot
Unprogrammed Radio is turned to an Unprogramphes Pitched Continuous Tone Action
)
Channel Channel
Valid Keypress / Featu“))) Valid Key Press or a Feature has idedium Pitched Short Tone Keypress
ON turned on
Volume Boundary Volume boundary reached whéiwo medium pitched beeps Action
"» adjusting the volume with VVolume Up /
Down Buttons

2-12
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General Operation

3.1 Turning Power On and Setting Volume

Power is turned on and off byethop panel ON-OFF/Volume switch.

3.1.1 Power Up

When power is initially turnedn, the following events occur:

The EFJohnson Technologies logo is displayed
The firmware versiomumber is displayed.
A self test is performed.

If the Radio ID feature is enabled, the adiill display the (up to ten-character) Radio
ID alias in place of the Self Testessage during startup. Radioitientifies the
personality file used to program the m@dihe service area for which the radio is
programmed, or functional grouping for whithe radio is programmed. The Radio ID
alias display will be includedith the Radio Info display itas in both button/scroll and
menu modes. If disabled, the Radiortiznu mode will display a blank line.

The currently selected zone is displayed.

The Individual (Unit/Unique) ID programedl for the currently selected system is
displayed.

A tone sounds (if tones are enabled) andhttaes of the selected talkgroup is displayed
continuously.
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Note

Programming determines if the radio powepson the last selected zone or the pre-
programmed home zone. Refer to Sectiédhf@t information orthe channel that is
selected. The minimum volume level maydet by programming. This can prevent
missed messages resulting from inadvertently turning the voluareit@audible level.

3.1.2 Standard and Soft Power Down

To turn power off, rotate the ON-OFF/Vohe control counterclockwise until a click
occurs. Power may remain on fam instant after turn-off occurs.

A soft power down feature can be programmed to prevent radio power from being turned
off by accidentally turning the on-off/volume control. Any side button can be progedm

for this function in addition to its normal futh@n. To turn power off, press this button

during or after power is turned off ingmormal manner (there is no time out).

The enhanced soft power dodeature adds a “standby” mode which mutes audio, turns
off lights, and can block a combination of buttons and switches.

Enhanced Soft Power Dowras two modes of operation:

Normal Mode. If the power/volume knabturned off noting happens until the
programmed side button is pressed.

Standby Mode. When the power/volume knob is turnedioé,radio displays
“Standby”,audio is muted, and the indicator liglkitre turned off. The radio remains in
“standby” until the poweknob is turned back on or the user presses a button that has
not been disabled.

No hardware is shut down during standffis means that power savings while in

standby are negligible allowinttpe user to have immediate access to the system since they
do not have to power components back up.

The volume is set to half of maximum wherr#uio exits standby due to a button press or
switch change.

3.1.3 Setting Volume Level

The volume level is adjusted by the top gammdume control knob or by option buttons
programmed for the Up/Down ltome function. When the ltons are used, the volume
control function of the knob idisabled (it is still used tewitch power). Volume buttons
may be used instead of the knob, for exanipéegcidental turning of the volume knob is a
problem.
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When the volume contrbuttons are used, the numberstdps (ticks) required to change
the volume from the minimum level to mendim level is programmable for 2-50. For
example, if “20” is programmed, theaee 20 adjustment steps from minimum to
maximum volume. Only one volume control button can be programmed if desited a
wrap-around then occurs after theximaum or minimum level is selected.

The radio can also be programmed so that volume control is also bledibg the
Keypad Lock feature.

The minimum volume level théhe volume control can select can be programmed. This
can be used to prevent missed messagesdaay unintentionallyurning the volume

down too far. Relative levels of 0-255 candat in steps of 1 (“0” sets the lowest
minimum volume).

Note This setting is applicable t&1xx and Ascend portable radios

The relative volume level can bletermined by the positiaf the index on the volume
knob or by a reference signal as follows:

» If a key press tone is enabled, a shaneteounds when a key is pressed. Tones and
audio can differ depending on how it is programmed.

« If a conventional channel is selected and the Monitor option battorenu parameter
is programmed, pressing that button unstfuest the receiver and either voice or
background noise is heard (see Section 5.2). If a SMARTNET/SmartZone or P25
Trunked channel is selected, the reeecannot be manually unsquelched.

3.2 Power-Up Password

The power-up password feature prevents uraited use of the radio by disabling it
when power is turned on untiie proper password is enteréthis feature is enabled or
disabled by programming.

When this feature is enabled, “Enter Pswdbiiefly displayed when power is turned on.
The password can be 1-8 digits in lengthd aansists of digits 0-9. It is entered as
follows. If an incorrect password is enterdgcorrect” is displayed and it must be re-
entered.

DTMF Keypad Models - Enter the password using the 1-8 keys and then press the
Enter 2> button when finished. If a mistakensade, the last digit can be erased by
pressing the 1> (Clear) button.

Limited Keypad Models - Select the proper numberrfeach position by pressing the
Up/Down buttons. When the proper numbardgosition is displayed, select it and
move on to the next position by pressing th@>(Enter) button. If the password is
less than eight digits, presE2> twice after the last digit.
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An enhanced password scheme allows Upuo power-on (user) passwords, download
and upload passwords, and a magtesword to be programmed.

The current User password can be changed if the “Set User Password” option button or
menu parameter is programmed. Selecting this function gispl@mpts for entering and
confirming a new password. It is recommended that a number key not be used for this
function because the password mode is exitdtht key is pressed to enter a number.
Refer to Section 10 for moreformation on passwords.

3.3 Zone and Channel Select

The selected zone and channel are selectibdiaplayed as follows. For more information
on zones and channels, refer to Section 3.9.5.

3.3.1 Zone Select

The front panel Up/Down buttons briefly display the alias of the current zone. When not i
special modes such as the menu mode, presghey the up or down button once displays
the alias of the current zone. Then quicklggsing it again changestbelected zone up

or down. The rotary A/B/C switch on the top panel can also be programmed for zone
select. The “A” position then kxts Zone 1, “B” Zone 2, and “C” Zone 3 (if applicable).

After the highest programmed zone is digpld wrap-around to the lowest programmed
zone occurs and vice versa. The selected moalso displayed briefly on power up. If the
selected zone alias needs to be displayedraanisly, it must be programmed as part of
the channel alias.

The Up/Down buttons on the front of the ESi€g portable are typically used to scroll
through the various Zones that a usexdseto access. To eliminate inadvertently
switching Zones if the radio is accidentabymped and an Up/Down button is pressed, a
Zone Lock function is implemented. Thig/Down button will not scroll through zones
unless the Zone Lock button is first presdéthe Zone Lock button is pressed, the Up/
Down buttons are available for scrolling. Upon five-ten seconds of inactivity, the Up/
Down buttons again are not usable foesghg a Zone. The Zone Lock function is
programmable for any progranable button on the radio.
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3.3.2 Channel Select

Channels are selected by the rotary b6ion switch on the top panel. The alias
(identification) for the seléed channel/group displayed continuously during normal
operation.

When an unprogrammed channel is selectddprogramd” is displayed and a tone
sounds (if tones are enabledjhen conventional channedse selected and the Display
Information option button or menu parateeis programmed, either the channel
frequency or alias can loisplayed (see Section 5.8).

The channel selector knob can also be disabeprogramming. Channels must then be
directly selected as described next (if apgdtie). It may be desirable to disable the
channel select knob when direct selectionsied in order to prevent confusion since the
channel knob then may notdicate the selected channel.

The radio can also be programmed so thatiianel select control &so be disabled by

the Keypad Lock feature (Section 3.6) simiathe volume control described in Section
3.1.3.

3.3.3 54 Channel/ 16 Zone Feature

This is an optionally purclsad programmable feature tlaiows for more than 16
channels in a zone. When enabled, the radidearonfigured with up to 16 zones and 54
channels per zone.

3.3.4 Direct Zone / Channel Selection

The Direct Channel Select feature is avadabthe Channel Select option switch or menu
parameter is programmed. Théeature allows channels to be directly selected using the
DTMF keypad numeric keys (DTMF models only) or Up/Down buttons (all ishde

For direct selection purposes, channels arsbared sequentially starting with the lowest
zone. Each zone can be programmed withou}6 channels, so Zone 1 channels are
numbered 1-16, Zone 2 channels 17-32, and so on as shown below. For example, Zone 1/
Channel 16 is selected by Channel 16, ameZ/Channel 16 is selected by Channel 32.
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Seq. Ch. No. Zone Channel
1 1 1
16 16
17 2 1
32 16
33 3 1
48 16

Proceed as follows to seledtannels using this mode:

1 Enable the direct Channel Select modeimssing the Channel IBet option with or

selecting the “Chan Selct” menu parametdre alias and sequential number of the
current channel are alternately displayed.

Select the desired channel using the Up/Dbwttons or directly enter it using the 0-9
keys (if available). If using the 0-9 keyhe radio attempts tdisplay the entered
number after the 3rd digit is entered opayximately 2 seconds after the last key is
pressed.

To exit the this mode and select the erderlgannel, press the Channel Select switch
again or the E2> button. To exit without chaying the channel, press thEX> button.
This mode is also exited automaticalijthout changing the channel after
approximately one minute of no activity.

Other features of this mode are as follows:

* When using the Up/Down buttons, wrap-arotmthe lowest zone/channel occurs after

the last channel in the highest programrpede is displayed and vice versa. For
example, if Zone 1/Channel 5 is the highestgrammed channekrap-around occurs
after Zone 1/Channel 16 is displayed.

When an unprogrammed channel is digeth the sequential channel number and
“Unprogramd” are alternately displayed.

If an invalid channel number is temed using the 0-9 keys, or thEZ> or Channel
Select option switch is pressed with “Unpraxgimed” displayed, aarror tones sounds,
“Invalid” is briefly displayed, andhe displayed channel does not change.

The rotary Channel Select switch may not correctly indicate the selected cttamel a
direct channel selection is used. Howevethig switch is enabled and rotated, it selects
the channel it is indicating. Fexample, if the switch inaes pointing to channel 3 and
channel 15 of the current zone is being ldiged, rotating it to ciinnel 4 selects channel
4 of the current zone.
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« If the rotary Channel Select switch is eleah the radio always powers up on the
channel it is selecting.

If it is disabled, the radio can be programmed to power-up on the h@meetmumber

of the home zone, which witlverride whatever is selext with the Channel Select
switch. With the “Last Zone"/“Home Charlii€onfiguration, the programmed home
channel number of the laattive zone is selecteld.it is not programmed,
“Unprogrammd” is displayed. With earlier models, the last selected channel is
displayed when powering up on the lasesedd zone, and channel 1 is displayed when
powering up on the home zone.

3.3.5 Combined Zone and Channel

If the Combined Zone/Channeption is enabled, the flexllty to accommodate different
number of character combinations foméoand Talkgroup is implemented. The
implementation for Combined Zott&hannel Display is as follows:

» Characters to Display Zone - (1-7)
» Space Between Zone / Talkgroup (optional)

» Characters to Display Talkgroup - This isadculated field. (10 minus the number of
Zone Chars minus 1 (if Space) or O (if No Space).

The radios use the specified number @relsters from the Zone and Talkgroup Alias
fields to create the combined display text.  #one or Talkgroup Adis is larger than the
number of characters specified, the radimtates the alias to the specified number of
characters so that both the zone ¢he talkgroup fit into the display.

3.3.6 Favorite Zone

The Favorite Zone feature provides users thiéato setup “Favorite Channels” in one
Favorite Zone, and allowsdhuser to edit the channelithout impacting any of the
channels already pragmmed to the zone.

A menu item or programmed function button o #S Series Portable radio allows user to
add channels to the Favorite Zone. If Favorite&s enabled, the user has the ability to
change the channels that arénig favorites list, as follows:

1 Select the zone / channel to be placed k#worites, using the zone/channel selectors.

2 Press the “Favorites” button or menu itemtfog ES Series Portable radio (the radio
remembers the current zone/channel).

3 Press the up/down button to the location (1\bBgre you want to store this favorite.
The radio will automatically start at the first unprogrammed chamelf all channels
are programmed, the radio will start at Channel 1.
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4 To store the new channel in to the favoligg press the Select button which B2 on
the portables. The radio will remain on thehel that was just added to the Favorites
list.

5 To exit without saving, press the programni@dorite button (the button you pressed
to enter this mode). On the ES Series &we radio, you can also press the Cancel
<F1> button.

6 Upon exit, the radio will returto the channel that was justided to the Favorites list.

3.4 Battery and Accessory Connector

The following provides Battery anikccessory Connear information.

3.4.1 Battery Removal / Installation

To remove the battery from the radio focharging or replacement, press the release
button (see Figure 3.1) and then rotaigpitvard to the appraxate point shown and
remove it from the radio.

Figure 3.1 Battery Removal

Battery Release
Button
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3.4.2 Low Battery Indication

Note If the radio contains encryption keys anah@t programmed for infinite key retention, be
sure to reattach a battery within approximat&0 seconds to previthe loss of these
keys (see following).

A low-battery condition is indicated by tt |:] oitin the display. Té battery should be
recharged or replaced as soon after this inidic@appears. Once this indication appears, it
stays on until power is cycled.

Note The signal strength indicator normally ogxes the location used by the Low Battery
icon. If the radio enters low batty mgdbke Low Battery icon takes priority.

The following additional lovbattery indications and coitibns may be enabled by
programming:

» A chirp sounds once a minutetime receive standbgnd transmit modes.
» A chirp sounds each time the PTT switch is pressed.
* The top panel LED indicator flashesirevery 30 seconds in the receive mode.

* Low power is selected when transmitting.

As indicated in the preceding note, the radiy meed to be connected to a constant power
source to preserve the encryption keysiamory. This is required if “infinite key
retention” is not programmedo allow the battery to be ahged without losing the keys
with this feature disabled, storage capacitoasntain the supplyoltage to memory for
approximately 30 seconds without a battergated. Therefore, be sure to reattach a
battery within that time. Refer to Semti 9 for more information on encryption keys.

There is a battery saver feature thatlsarenabled by programming. This feature

functions on trunked channels, and it autbosdly selects low snsmit power when the
receive signal strength (RSSI) indtes that the site is nearby.

3.4.3 Battery Charging

Note When a battery is charged whi¢tached to the radio, make sure radio power is off (see
following).

The battery can be charged separately or vatisched to the radio. When it is charged
while attached to the radio, radio power shdgdurned off. If it is not, the battery begins
slowly discharging when the charger enties trickle charge mode. This mode is
indicated by a green Ready indication, and dritered automatically when the battery is
nearly fully charged. Gradual discharging awcin the trickle mode because the charge
current is less than the radio stag current (of approximately 200 mA).
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Be sure to read the instructions for operatibthe battery charger, and follow all of them
carefully.

Be sure, especially when using nickel metalride (NiMH) batteries, to put new batteries
(or batteries that have been inactive &significant time) through at least three full
charge/discharge cyes initially. Otherwise the battes may not provide the number of
operating hours thathey are rated for.

Do not transmit in close proximity the charger base (see following).

Do not expose the charger base to high IRFekignals while a battery is being charged
because this may cause a charger fuseoiw f@specially in the UHF range). Radios
programmed for SMARTNET/Smiatone operation, for exanmglmay affiliate while in
the charger which causes them to automatidadly Therefore, do not leave radio power
on while charging as described above.

3.4.4 Beltclip Installation

Remove the battery antide the beltclip into the slot on the battery until it locks into place
(see Figure 3.2). To remove the beltclip, spesthe tab on the end of the beltclip and
slide the beltclip out.

Figure 3.2 Beltclip Installation

Beltclip

Beltclip
Locking Tab

3.4.5 Connecting an Accessory

To connect an accessory to trensceiver, proceed as follows:
1 Remove the protective cover over the acagsgek on the side of the transceiver.

2 Insert the hook on the lower@of the accessory connector itk slot on the side of
the transceiver.
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3 Rotate the latch open, press the connectainagthe transceiver, and then release the
latch to lock theconnector in place.

4 Install the included locking screw the latch tab in the location shown.

Figure 3.3 Accessory Connector
Install Lock

ﬁ Screw Here

-§——— Accessory Connector

K Latch

3.5 Backlight

The backlight for the display and option butt@as be programmed to automatically turn
on when any key/button is pressed. If this@pis not enabled, the backlight can be
programmed to turn on for a specified périvhen the backlight button is pressed. The
specified period, set by programming, carblie 7.5 seconds or 0 to 75 seconds. After
this period, the backlight will automatically turn off. letliser presses the backlight
button again before the specified period has elapsed, the backlight will turn off
immediately.

Note If the backlight is programmed for 0.0 seds ON time, pressing the backlight button
toggles the backlight on or off.
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3.6 Keypad Lock

The Keypad Lock feature temporarily disabies front panel keys to prevent keys from
being accidentally pressed. This feature iilable if the Keypad Lock option button is
programmed. To lock the keypad, simply press the Keypad Lock option buttantdrhe
unlock the keypad again, press dnadd this button until a tone sounds.

Disable Toggle during Keypad Lockout da@ programmed for customers who do not

want the portable toggle switch to be functional while the radiokeypad lockout mode.
When enabled, if the radio is in keypgadkout mode the todg switch will not be

functional. Upon exiting keypadckout mode, the radio wiliot update to the current

toggle position. Unless the toggle switch is programmed for the Keypad Lockout function,
changing the toggle positiauring keypad lockaumode will display "Kypd Lockd". If

the toggle switch is prograned for the Keypadlockout function, it will perform that
function as expected.

Permanent Keypad Lockout calso be programmed. Theyad is then permanently
disabled and cannot be enabledly user. Additional information on this feature follows.

» A global “Front Keypad Lockout Only” function can be selected by progiiagrithe
front panel keys but not the side panel ophattons are then disabled by the preceding
Keypad Lock and Permanentdlofunctions. If this functioms not selected, both the
front and side panel buttons are disablgae PTT switch is wslly not disabled.
However, if enabled in programming, tfaglio will ignore PTT attempts when an
external microphone is attached.

» The Channel Selector and Volume controls ba programmed so that they are locked
by the Keypad Lock function.

» The “Channel Selector Enabled” functioan be programmed globally. If this is not
selected, the channel selector is always tishtegardless of tHeermanent Lockout or
Keypad Lock status. Channelan then be selected only fiyect channel select (see
Section 3.3).

» The volume control is permanently disadblif a Volume Up/Down option button is
programmed regardless oktRPermanent Lockout or Keypad Lock status. Refer to
Section 3.1.3 for more information.

» There is the option to enable the backlighen a key is pressed in the Keypad Lock
mode. There is also the option when prograng conventional channels to disable
DTMF dialing.
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3.7 Setting Squelch

Note

The user can program a menu item, or fiamcbutton, for squeltadjust. While on a
conventional analog channeltiout emergency or scan active, the user can select the
programmed button or menu item for sqbedaljust. The currersguelch setting will

show on the display. Using the up and down buttons on the portable radio, tbaruser
adjust the squelch setting to a desired levehfrd to +7. Increasinthe value towards +7
causes the squelch to open sooner for wesigaals while decreasing towards -7 has the
opposite effects. Pressing the select buttdinstore the new squelch setting and return
the user to the main display.

The squelch level is preset and may not megeadjustment. However, if the squelch
threshold needs to be changed on a conveait@nalog channel, it nédbe changed in the
same way as though using keygadgramming if availablelThe squelch level is preset
during alignment. If the keypad programmingtigre is available (seégection 5.15), the
squelch threshold can be changed by #& on each conventional analog channel.

The Keypad Programming feature is dahle to Federal Government users only.

3.8 Transmit Disable

Transmitting can be disabled on each cotieeal, SMARTNET, SmartZone, and P25
Trunked channel so that theactnel is monitor-only. Wheimansmitting is attempted on a
receive-only channel, “Rx Only” is displead and an error tone sounds. This is
programmed for each radio.

3.9 Radio Operating Modes

Note

Each selectable channel can be programimethe conventional (analog or Project 25
digital), SMARTNET/SmartZone, or Proje2b digital trunked operating mode. For
example, Zone 1/Channel 1 could be a conventional channel, Zone 1/Channel 2 a
SMARTNET channel, and san. More informatioron these modes follows.

All operating modes utilize certain functionatlare activated/dedivated by pressing
and holding a particular key/button or swhitcThe “hold” interval is preset. When
instructed to “press and hold'flo so until the desired acti@mtcurs. For other operations
(not specified “press and hold”) only momentary pressswgequired.

The user has the ability to use two eliént timers for Emergenegode (Conventional
system) - one to enable and one to disable emergency mode, preventiegtatci
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enabling and disabling of emergency mode. With Emergency Press and Hloleiden
emergency mode is enabled when the Buttesd?Hold Duration Timer expires. In both
cases, emergency mode is cancelled wiheButton Press/Hold Emergency Cancel Timer
expires.

3.9.1 Conventional Mode

This is a non-trunked operating mode whidtesses independent radio channels. There is
no automatic access to several chani@dtecting a conventional channel selects a
transmit and receive frequency and other channel parameters such as squelch control
coding.

Conventional channels can be either stan¢@mdlog), Project 25 (digital) or mix mode.
With digital operation, the Digital Signal &aessor (DSP) converts the audio signal to
digital data packets. Another difference iattanalog channels use Call Guard (CTCSS/
DCS) squelch control and Project 25 ahals use a Network Access Code (NAC) and
talkgroup ID codes.

With Project 25 operation, a NAC is transmitted which must match the NAC programmed
in the repeater or base station equipmedttae radio(s) being called for communication

to occur. In addition, to receive standgrdup calls, the receiving radio must be
programmed to detect the transmitted talkgroup ID code.

With conventional opeten, a busy channebndition is detected automatically if the
busy channel lockout (transmit disable on bdegjure is programmed. Otherwise, it must
be detected manually. An Baf-range condition isiot indicated by special tones or
messages as with trunking opgon because there is notial data exchange with the
repeater that allows this condition to detected. Operating features unique to
conventional channels are described in Section 5.

3.9.2 SMARTNET / SmartZone Mode

This is a trunked operating mode in whaaitomatic access is provided to several RF
channels. ID codes are used to select what radios are being called and iw/laa¢ cal
received. Monitoring is performed automaligand special messages and tones indicate
busy and out#range conditions.

SMARTNET and SmartZone operation and programming is very similar. Basically
SMARTNET operation is limited to a singlepeater site and SmartZone operation allows
automatic roaming between sites. Enft@h8 MARTNET/SmartZone features include
roaming (SmartZone only), telephone, pi®, and emergency calls, Call Alértand
messaging. Either analog or digital siding may be used (digital is optional).

ES Series Models Il/llldbtetRadio Operating Manual



General Operation

When a SMARTNET or SmartZone channel iss&d or the radio is powered up on one
of those channels, the alias (name) of the selected channel &ydispls the radio
searches for a control chann@hce a control channel isuiod, the radio attempts to
register on the trunked system. If a contrarhel could not be found (because of an out
of range condition or the system ID is not cotréor example), “No Sys” (early units) or
“Out Of Rnge” (later units) is displayeddithe radio continues to search for a control
channel.

The control channel transmits and receives system information to and from all radios
registered on the system. Tafare, once a control channelf@ind, it is continuously
monitored for incoming call information andused to make call requests. The radio
automatically changes to a traffthannel to place and receive calls and then returns to the
control channel when the call is compldBperating features unique to SMARTNET/
SmartZone channels are described in Section 6.

3.9.3 P25 Trunked Mode

The P25 Trunked operating features are venylar to the SmartZontype just described.
Since SmartZone features are also simdsBMARTNET features, all three modes are
described in the Section 6. Some differes between the P25 Trunking and SmartZone
modes are as follows:

« Digital signaling is always used with P28lIsaEither analog or digital signaling may
be used for SmartZone calls.

» Calls made to a specific radio in tR&5 mode are called Unit Calls. In the
SMARTNET/SmartZone mode they are called Private Calls.

* Messaging is not available with P25 calls.
» Telephone calls are available

» The P25 control channel data rate is 960@dbend the digital voi data rate is also
9600 baud. With SmartZone operation, the rardhannel data rate is 3600 baud (both
digital and analog calls) and the narrowband digital voice data rate is 9600 baud.

* The P25 mode uses a system ID, WAdea Communications Network (WACN) ID,
and RF Subsystem ID (RFSS). The Sman& mode does not use the WACN and
RFSS IDs.

e P25 Unit IDs can be 1-16,777,215 (00QGOFFFFF hex) and SmartZone Unit IDs can
be 1-65,535 (0001-FFFF hex).
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3.9.4 Multi-Net Mode

Multi-Net® is a proprietary EFJohnson Techrgés trunked radio protocol with

enhanced features including roaming, statessages, and special calls. The types of calls
that can be placed with Multi-Net operation include stan¢{znalp) and special. Special
calls include telephone, unit (unique ID), and directed group. Standard grtsugreal
described in Section 7.9, and specklls are described in Section 7.10.

The Multi-Net operating mode provides automatic chasekection (trunking) and
monitoring before trasmitting. Special tones and displaygssages indicate busy and out-
of-range conditions, and telephone calls caplbeed almost as ngeniently as with a
home telephone.

Selecting a Multi-Net channellsets a Multi-Net System, transmit and receive group 1D
codes, and other information. The Group IDs determine the group of radios being called
and what calls are received. There may bksgriority and block ID codes programmed
that allow additional calls tbe received. Special callscduas telephone and unit are
initiated by pressing option butte programmed for thatiction, not by selecting a
system/group as with other Multi-Net radios.
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The basic building blocks used to programlifiANet operation in the Ascend portable are
Sites, Systems, and Channels. The relatignisetween these panaters is shown in
Figure 3.4.

Figure 3.4 Site, System, Channel, and Zone Relationships

The Sites of the Multi-Net Radio Systevhioh subscriber unit calls can roam

SITES
Status and Home Repeater
Frequencies, System Key

Up to 30 Rptrs Up to 30 Rptrs  Up to 30 Rptrs Up to 30 Rptrs

Site 1 Site 2 Site 3 Site 4

| |

| |
SYSTEM | |
Home Rptr No. Unit ID, Emer tr-— 74 - === —|=-— — — - - — — -
Zone/Ch, Grp Scan List, Site
List, Fixed Priority 1Ds,
Transmit Inhibit IDs, Block
Decode IDs, Timers, Dynamic
Reassign Group, Tx Power

System 1 System 2 System x
Hor)r/1e Rptr 1 Home Rptr 2 —®  |Home Rptr x

CHANNEL

Tx and Rx ID codes, Access Priority,

Talk Permit (Proceed) Tone | | | |

Ch 1 Tx/Rx Ch 2 Tx/Rx Ch 3 Tx/Rx Ch 4 Tx/Rx Ch x TX/Rx
Grp IDs Grp IDs Grp IDs Grp IDs Grp IDs

Ch1l Ch2 Ch3 Ch4 Chx

ZONES

Each zone can include up to
any combination of 16 Multi-
Net, conv analog, conv P25, ’_‘ \_‘

Zone 1

trunked P25, SMARTNET,
and SmartZone channels .
(modes except conv anald Multi-Net| |Conv Analog Conv P25 |Trunked P25 SMARTNE
are optional). Ch1l Ch2 Ch3 Ch4 Ch5

T SmartZon
| chi6

11%

3.9.5 Systems, Channels, and Zones

A zone and channel are selected to pkme receive calls. The following describes the
relationship between systems, channels, and zones.

3951 Conventional, Trunked Systems

A system is a collection of channels or talkgroups belonging to the same repealter site
defines all the parameters and protocol infation required to access a site. Up to 16
systems of any type can be programmed.

The maximum number of channels assignabkesgstem is limited t864. Channels may
also be limited by available memory spasedescribed in the following information.
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3.9.5.2  Multi-Net Systems

Multi-Net systems are structured somewdifferently than norMulti-Net systems.
Characteristics of Multi-Net systems as used with this radio are as follows:

» Each system is programmed with a site liat thcludes all the sites into which the radio
can roam. Up to 32 sites can be specified per system.

» A system defines the characteristics siragle home channel for all of these sites.
Therefore, one system must be programfoedach home channel to which group calls
are placed. Up to 16 systems can be mogned. Channels are linked to a system
which determines the home reger of the group calls.

» Some other system parameters are unifuidque ID), fixed priority, block, and
transmit inhibit IDs; emergency zone/chahtelephone and unit call priority and
permissions; and group scan list.

3.9.5.3 Channels
A channel selects a radio (R€)annel or talkgroup as follows:

Conventional Analog Mode- A channel selects a specific radio channel, Call Guard
(CTCSS/DCS) squelch coding, and otharameters unique to that channel.

Conventional Project 25 Mode- A channel selects a specific radio channel, NAC
squelch coding, talkgroup ID, and other parameters unique to that channel.

SMARTNET/SmartZone and Trunked Project 25 Modes- A channel selects a
specific talkgroup, announcement groemergency group, and other parameters
unique to that talkgroup.

A maximum of up to 864 channels can be programmed with the preceding modes
depending on the option enabld@these channels can belon@tsingle system or multiple
systems. The maximum number is alsatiém by the available memory. For example,
since more memory is required to praxgp a SMARTNET system than a conventional
system, the total number of channels dases as the number of SMARTNET channels
increases.

3.954 Zones

A zone is a collection of up to 16 channefany type. For example, a zone could include
12 conventional channels and four SMARTNE&annels. One use of zones may be to
program the channels used for operatiodifferent geographical areas. The maximum
number of zones is 32 or 54 depending upon the option selected.
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4.1 Viewing Radio Information

The ES Series Portable radio has functiottdou‘Radio Info”. When this button is
pressed, the following information is displayed.

* Band

* SEM version

* File format version

« ESN

» Bootloader version

» DSP version

* SNDCP IP address

» Encryption key information
» Unit ID (which is tied to the stem that is auently active.)
* Radio ID

* Memory type

« Software version

As the user cycles through items, they scraibas the display. The user may pause and/or
move text back and forth using te@me controls as in text messaging.
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4.2 Option Keys / Buttons

Most of the keys/buttons dhis radio are programmable (see Table 4.1) as follows:

* On the side panel, the three buttons above the PTT switch (see Figure 2.3).

» On the front panel, buttons <F3>, <F4>, and all DTMF buttons.

* On the top panel, the rotatlyree-position switch anddtorange button (see Figure 2.2)

The functions that can be controlled by option buttons are shown in Table 4.1. Bach opt
button can be programmed to control a déferfunction in each dhe three operating
modes. For example, <F3> can contro¢ danction when a comntional channel is
selected, another when a SMARTNET/Smar&channel is selected, and still another

when a Project 25 trunked channel is selected.

Table 4.1 Programmable Option Button and Menu Mode Functions

X = Available in Mode:
Project 25

Function Conventiong Trunking | SMARTNE SmartZon¢ MultiNet | Menu Display
Activate OTAP X Actv OTAP
Alert tones On-Off X X X X X Tones
Auto Site Search X X X Auto Site
Backlight On-Off X X X X X Backlight
Call Alert Select (Paging)| X X X X Call Alert
Call Response Select X X X X Gl Rsp
Cancel Dynamic Regrou X X X Cancel DR
Change Keyset (OTAR) X X X X Chg Keyset
Channel Select X X X X X Chan Selct
Clear/Secure Encryption | X X X X Scurity
Select
Clone Programming SelecX X X X X Clone
(51xx menu only)
Contrast X X X X C Contrast
Data Modes X Data Modes
Digital (Project 25) talkgrg X Select TG
Select
Display GPS X X X X X es
Display Information SelegtX Display
(frequency or channel display)
Emergency Mode Select | X X X X X Emergency
Emergency Clear X X X X X Emerg Cir
Erase Keys, OTAR X X X X X Hase Keys
(menu only with 51xx53x
Favorite Channels X X X X X Favorites
Group Scan X Grp SCan
High/Low Power Select X X X X X Tx Power

Shaded features support the secondagngrésdd function on the portable radios.
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Table 4.1 Programmable Option Button and Menu Mode Functions (Continued)

X = Available in Mode:

Function Conventiong 'I?rrSJnek?aéS SMARTNE| SmartZon¢MultiNet | Menu Display
Home X X X X X Home Zone
Home 2 X X X X X Hmme2

Key Select, OTAR X X Key Select
Keypad Lock Select X X X X X (Opt sw only)
Keypad Programming Select X Keypad Prg
Messaging Select X X X X Message
Monitor Mode Select X Monitor
Mute/Unmute X X X X X Audio Mute
Normal/Selective Squelch X Squelch

Select

OORI Tone X (status) OORI Tone
P25 Packet Data X Data Modes
Phone Call Select X X X X X Phone

Priority Channel Select X Priority

Private Call Select X X X Priv Call
Radio Information X X X X X Radio Info
Radio Wide Scan Select X X X X X RW Scan
Rekey Request X X Rekey Request
Repeater Talk-Around Select X Talk Arnd
Request to Talk X RIT

RWS List Edit X X X X X RWS Edit
Scan Mode Select X X X X Scan

Scan List Edit Select X X X X X Scan Edit
Scan List Select X (5100 0only) X X X X Scan Selct
Set User Password X X X X X Set Paswd
Site Lock Select X X X Site Lock
Site Search Select X X X Ste Sch
Squelch (Code) Select List X Sqlch Code
Status Select X X X X X Status
Surveillance Mode Select X X X X X Surv Mode
Talkgroup Lock X

Text Messaging X Text Msg

Tone Volume Edit - Alert X X X X X Alert Vol
Tone Volume Edit - Keypad X X X X X Keyprs Vol
Transmit Power X X X X X X P

Unit Call Select X X X Lhit Call
Unprogrammed X X X X X

(NoteThe button is not

used

Volume Down X X X X X (Opt sw only)
Shaded features support the secondagnorésdd function on the portable radios.
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Table 4.1 Programmable Option Button and Menu Mode Functiord) (Continue

X = Available in Mode:

Project 25
Function Conventiong Trunking | SMARTNE SmartZon¢ MultiNet | Menu Display
Volume Up X X X X X (Opt sw only)
Zone Select X X X X X Zone Selct

Shaded features support the secondagnurésdd function on the portable radios.

4.3 Feature Enable / Disable

One of the function buttons may be progrardrnieenable/disable certain features. These
features have binary ON/OFF states, ancgtibgrammed button toggles the feature to the
alternate state. Figure 4.2 identifies featuthat may be enabled or disabled using the
programmed button. One short beep indicttiedeature is ON; two short beeps indicate

the feature is OFF.

Table 4.2 Features which May Be Enabled/Disabled using the Function Button

Function

Conventional

SMARTNET
SmartZone

P25 Trunking

Multi-Net

Alert Tones

X

X

X

X

Backlight

X

X

X

X

Clear / Secure

X

X

X

High / Low Power

Keypad Lock

Monitor

Mute / Unmute

Radio Wide Scan

Repeater Talk Around

Scan

Selective Squelch (ON) /
Normal Squelch (OFF)

Site Lock

Surveillance Mode

Zone Lock

a. For Multi-Net, Group Scan.
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4.4 Menu Mode

Most functions that can be controlled byaption button can aldoe controlled by the
menu mode. The functions that can be cdletiidoy the menu mode are shown in Table
4.1. Functions can be controlled by both an option button and a menu paramesiegdf de

When the menu mode is used, thel= and 42> buttons become dedicated menu mode
control switches (see following illustration). ThEXx> button is Back/Clear, and the

<F2> button is Menu Select/Enter. If the manode is disabled, these buttons can be
programmed for other functions.

Figure 4.1 Menu Mode Buttons

Menu
Back/ Menu
Exit Select/
\ / Enter
Menu
- Scroll
Up/Down

Only the enabled menu ites which apply to the selected channel type are displayed. For
example, if a conventional channel is selectetdly the enabled functions for conventional
channels are displayed.

When in the menu mode, messages contiale received on the selected channel.
However, the display does not indicate whaealling. Pressing the PTT switch exits the
menu mode and keys the transmitter.

The menu mode operates as follows:

1 To select the menu mode, press thk@><button. Up to three nmel parameters are then
displayed as shown ingtpreceding illustration.

2 To scroll up or down through the menugmaeter list, press éhUp/Down buttons. The
selected parameter is indicated by a dark bar.

3 To display the available modes fonighlighted parameter, press thexs button. The
currently selected mode is indicated by an asterisk.

4 Press the Up/Down buttons to highlight the desired mode. Then pregs2thbutton
to select that mode.

5 To step back to the previous level or exit the menu mode, presElhgBack)
button.
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4.5 Function Recall

Note

A function recall button or menu item cangfregrammed so that if the user presses this
button or activates its menu item, the raglimers Function Recall mode, and the display
flashes “Fnc Recall”. Pressing any button ligp the function assigddo that button for
a specified period. If that same button is pegsagain during the specified period, the
radio performs the function assigned to taton and then exitSsunction Recall mode.

Function Recall mode can also be exigdoressing the Function Recall button once
(without pressing another function button).

If the user presses a function button pragraed for Emergency while Function Recall is
activated, Function Recall is aborted. The radio will proceed to pertbenprogrammed
Emergency function.

4.6 Time-Out Timer

The time-out timer disables the transmitter iSikeyed continously for longer than the
programmed time. It can be programmed6-225 seconds or it can be disabled by
programming 0 seconds.

If the transmitter is keyed forger than the programmed tintlee transmitter is disabled,
a continuous tone sounds, and “TX Timeasttlisplayed. Five seconds before time-out
occurs, a warning beep sounds to indicatetthe-out is approaching. The timer and tone
are reset by releasing the PTT switch.

A different time can be programmed for eagistem, and the timer can be enabled or
disabled on each conventional channel. Withventional channels, a penalty time may
also be programmed that prevents transimmssfor a certain time t&#r the transmitter is
disabled (see Section 5.5).

One use of this feature is to prevent a chbfiom being kept busy foan extended period

by an accidentally keyed tramitter. It can also prevent possible transmitter damage
caused by transmitting for an excessively long period.
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4.7 Home Channel Select

Note

If the Home option button is programmedegsing it selects the preprogrammed Home
channel. This provides a quick way of returning to a frequentlyalsmthel. Pressing and
holding this button until a tone soundskea the currently selected channel the new
Home. (The radio can be programmed to igribig press-and-hold function). The radio is
also programmed so that either the Homlasirselected channel is automatically selected
when power is turned on. A secondalyme, Home2, may also be programmed.

The radio can be optionally programmed so that pressing and holding the Haore opt
button causes the radio to switch to the taxisHome or Home 2 instead of making the
current selection the new Home.

4.8 Power Output Select

Each conventional channel and SMARTNET/$@ane and P25 Trunked system can be
programmed for high, low, or switchable power. If the High/Low Power option batton
menu parameter is programmed and sedetpower is programmed on the current
channel or system, high and low transmigiewer can be selected. All models support
high and low power. The low power level is typically 1 watt and the high plewel the
rated power output of the radio (3 - 5 watts, depending on frequency band).

The new level is flashed in the display @bker “Hi Power” or “Low Power”. If selectable
power is not permitted on the current channel, “Fixed Low” or “Fixed High” is flashed
and no change occurs. The selected power fewvel channel or system is permanent until
it is manually changed again. The low powerd@&may be automatically selected during a
low battery condition (see Section 3.4.2).

4.9 Alert Tone Select

The various alert tones that sound are desciitb&ection 2.5. These tones can be turned
ON and OFF if the Alert Tone option buttonTones menu parares is programmed.
When all tones are OFF “Tone Off” is momailly displayed, and wdn all tones are on,
“Tone On” is momentarily displayed. If this button or menu parameter is not progem
tones are fixed in the on or off mode ffmpgramming. If the Sweillance mode is
programmed (see lowing), tones are totally disabled.
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The Alert Tone volume can be adjusted rekativ the volume control setting. This is done
by programming and also by the user & ffone Volume Adjust option button or menu
parameter is programmed. Relatievels of —170 to +170 cdoe set with “0” the default
setting. A minus value decreagbs tone volume and a plualue increases it. The user
adjusted level permanently overrides programmed level if applicable.

4.10 Surveillance Mode

Surveillance mode is a programmable optiwat can be used to totally disable the
backlight, all alert tones, and front panel LEdicator in all operating modes. The radio
can be fixed in this mode by programming or it can be turned on and off by th&theer
Surveillance Mode option button or menu paeger is programmed. The user selected
mode permanently overrides the programmedle if applicable. To provide a transmit
indication when the front panel LED is disablﬁtef' icon is displayed (see Section 2.4).
This icon is displayed onli the surveillance mode.

The transmit/receive LED indicator, display and keypad ligttk and all alert tones can
be programmed to be disabled. When sgtisnrenabled, the radio will power up in
Surveillance mode with the selected optiorts/acA function button can also be assigned
which will activate and deactivaseirveillance mode at the usediscretion. It overrides
any other programming of these functions such as a Tone or Backlight optiam butto

4.11 Scanning

Scanning monitors the channéeighe scan list for traffic tht the radio is programmed to
receive. When traffic is detected, scanning stops and the message is received. Sdrortly aft
traffic is complete, scanning resumes.

If programmed, auto scanniie@n be enabled on a per chahsetting. If enabled for a
channel, the radio begins to scan autiically after changindo that channel.

The user can enter the scan list edit modehfe selected scan list while the radio is
scanning without manually turning scan dffthe user presses the scan edit button while
the radio is scanning, the radio shall stomsmad enter directly into scan list edit mode

for the selected scan list. The scan edit mode shall timeout after seven seconds of
inactivity. If the scan edit mode times outtle user exits the mode via the exit button or
the scan list edit function buttatine radio shall save the changes to the scan list and restart
scan.

ES Series Models Il/llldbtetRadio Operating Manual



Radio-wide Features

There are two basic scan modes availa®tarity (Standard) and Radio Wide. The
operation of the priority type is unique tettype of channel selext, and the operation of
Radio Wide type is the same regardless ofythe of channel selected. Only one type can
be enabled at a time. For examf priority scanning is enabled and radio wide scanning
is selected, priority scanning automatically disabled amnice versa. More information

on these types of scanning follows.

4.11.1 Priority Scanning

Priority scanning (also referred to as staddscan) monitors onlghannels that are the
same system as that currently selected. Fam@ie, if a conventiohn&hannel is selected,
only conventional channels in that gstare scanned and likewise for SMARTNET/
SmartZone and Project 25 Trunked channels.

More information on how priority scanning eqates in the Conventional Mode is located
in Section 5.10, and for the other modes iat®ea 6.10. Priority scanning is turned on and
off by the Scan option button or menu pagader as follows. If this button or menu
parameter is not programmed, Priority scanning is not available.

» Enable scanning using the Scan optiondyutir menu paramete®canning is enabled
when “Scan On” is briefly dispf@d and theZ, icon is indicated.

» To turn scanning off, press the Scan opbaiton again or select “Off” in the scan
menu. Scanning is disabled when “Scan Off” is briefly displayed arZthe isioon
longer indicated.

« If the zone or channel is changed whilerstag is selected, scaimg continues on the
same or a different scan list (see Section 4.12.1).

Note Each SMARTNET/SmartZone and P25 trunieahnel can be pragmmed so that
scanning is automatically enabledhen the channel is selected.

4.11.2 Radio Wide Scanning

Radio wide scanning monitotise channels in the pre programmed radio-wide scan list.
This scan list can include up to 16 chanmélany type and aggied to any zone (see
Section 4.12.2). Radio wide scanning is turnadand off by the Radio Wide Scan option
button or menu parameter as follows:

» Enable Radio Wide Scanning using the Radio Wide Scan option button or menu
parameter. Radio wide scanning is enabled when “RW Scn On” is brieflgysipand
theRZ icon is indicated.

» To turn radio wide scanning off, press the Radio Wide Scan option button again or
select “Off” in the menu. Scanning is disableghen “RW Scn Off” is briefly displayed
and theRZ icon is no longer indicated.

ES Series Models II/11l Portable Radio Operating Manual 4-9



Radio-wide Features

4-10

Note

« If the zone or channel is changed whidglio wide scanning, scanning continues
normally.

Priority sampling is not availablwhen using Radio Wide Scan.

Use radio wide scanning only if two or mateannels in differerdystems need to be
scanned at the same timecbuas conventional and SMARENSmartZone or Project 25
Trunked channels on two different trunkedteyns. Otherwise, use the more efficient
“Priority Scan” feature,which has less chance of missed scanned traffic.

4.11.3 Scan Hold Time

When traffic is received or transmitted whsleanning, there is a ldg before scanning
resumes. The delay after receiyia call prevents other traffic from being received before
a response can be made. The delay aftesindting ensures that a response is heard
instead of other traffic fromazurring on some other channel.

Separate delay times are programmable for radio wide and priority scanning. diith ra
wide scanning, delays of 2-7.5 seconds are programmable in 0.5-second gteps. W
priority scanning, delays of 0-7.5 secomde programmable in 0.5-second steps. With
SMARTNET/SmartZone and P25 Trunked scanngugn delays of 0-8 seconds can be
programmed in 0.5-second steps.

4.11.4 Transmitting in the Scan Mode

Scanning can be performed in the Priority Scan ModbeoRadio Wide Scan Mode.

4.11.4.1 Priority Scan Mode

When the transmitter is keye&¢hile scanning is enabled ghransmission may occur on
various channels as follows.

Conventional Operation - Transmissions can be programmed to always occur on the
priority, selected, or receive channel (ipipable). Refer to Section 5.10 for more
information.

SMARTNET/SmartZone/P25 Trunked Operation - If scanning is halted to receive a
message, programming determines if trassians occur on the selected or active
channel. Transmissions at other times occur on the selected channel.

Multi-Net Operation - When the transmitter is keyed to respond to a call in the radio
wide scan mode, the radio can be programmed to transmit on the selected or active
channel. When scanning resumes or waetively scanning, transmissions always
occur on the selected channel.
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4.11.4.2 Radio Wide Scan Mode

The radio can be programmed to transmitht@nselected or active channel similar to
SMARTNET/SmartZone and P25 trked operation just described.

4.11.5 Nuisance Channel Delete

With priority scanning, channels can be temporarily deleted from the scan list, for
example, if messages becoamoying. This feature is not available with radio wide

scanning. Channels can also be permaneauidied or deleted from a scan list as described

in the next sections. Use tfa@lowing steps to temporayildelete a nuisance channel:

The selected channel andgmity channels cannot be deleted from the scan list.

1 While receiving a message on the channéktdeleted, press and hold the Scan option

button until a tone sounds (based on rgdmgramming). The chael is deleted and
scanning of the remaining chafma the scan list resumes.

2 Deleted channels are addeack into the scan list if any of the following occur:

- Scanning is turned off and then on again using the Scan option button or menu
parameter.

- Radio power is turned off and then on again.

The selected channel is changed.

4.12 Scan Lists

Note

Priority and Radio Wide Scdists can be programmed.

With scan disabled by programming, the usam reset the scan lists to their default
programmed state. Pressing and holding the Scan Edit button allows thie aseess
the feature. “RSET LISTS” will be displayderessing the selecey will reset the lists
and “LISTS RSET” will be temporarily displayeédfore returning theiser to the main
display. Selecting Exit will return the userttee main display ithout reverting the scan
lists. Pressing and holding Scan Edit while saan will result in a “tone bad” beep.
This shall only be accessible through adtion button press and hold and won't be
implemented though a menu item.
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Note

Note

4.12.1 Group / Priority Scan Lists

A scan list is the channels that are scarwleein scanning is enabled. With all operating
modes, as many priority scan lists as areiredwcan usually be programmed (up to 255).
The only limitation is the available memory. Eadan list can include up to 255 channels/
talkgroups. More informatimon selecting and editingiprity scan lists follows.

The selected channel is always scanned.

4.12.1.1 Determining ChannelPriority Scan List

The channels in convential priority scan lists are indicatéy selecting the scan mode as
follows. Channels in SMARTNET/SmartZo®R&5 Trunked priority scan lists are
indicated only when editing a stést (see “Editing a Prioritscan List” which follows).

1 Enable priority scanning using the Scan butbo menu parameter. Also select the scan
list if applicable as described in thdldoving “Selecting aPriority Scan List”
description.

2 Select the desired zone and then scrotiugh the channels bptating the channel
switch. When the displayed channel ighie scan list (scanned normally), K =1
icon is displayed.

4.12.1.2 Selecting adtity Scan List

Only priority scanlists are selectable.

Conventional systems can be programmed wibaa list that is normally selected by all
channels in that system. Hovez, there is a programmable option to slave a particular
conventional scan list ta zone. This then becomes tefault list forall conventional
channels in that zone (it avigles the system programming).

The default scan list (which is to be udmdall conventional dmnnels except those
belonging to slaved zones),che temporarily changed by using the Scan List Select
option button or the menu parat@e A scan list selected this manner is retained
through radio power down.

SMARTNET/SmartZone and Project 25 TrunKelgannels - Each chaal (talkgroup) can
be programmed so that one of the programmésliisselected or scanning is disabled (No
List). In addition, channels can be programreedhat scanning is automatically enabled
(Auto Scan) when they are selected.

If the Scan (List) Select option button or mgrarameter is prograned, the list that is
selected by all talk and announcement graaphke current system can be temporarily
changed by the user as follows. “No Lissté&nning disabled) or “Programmed” (default
list) can also be selected if desired. The temporary programmed scan lishisdretai
through radio power down.
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The scan list is user selectable by théAB®ption switch. The scan list can also be
temporarily changed if the Scélnist) Select option switch is programmed or by pressing/
holding the scan button. Refer to Sectiob051 for more inforration.To change the
currently selected scan list (allarimel types), proceed as follows:

1 With scanning disable.7, icon not displayed), press the Scan List option butt
select the Scan Selct menu parameter.

2 The currently selected list is displayed asstlx”, where “x” is the currently selected
list. To exit without changing the selected,l@mply press the Scan List option button
again or the E1> button.

3 To select another list, press the Up/Dowttdms. When the desired list is displayed,
select it and exit this mode by pressing the Scan List option button again &flther<
<F2> button.

4.12.1.3 Editing a Priority Scan List

If the Scan Edit option button or menuameter is programed, conventional,
SMARTNET/SmartZone, and P25 Trunked priority (standard) scan lists can be user
programmed. Changes are permanentlifoy@ower does not reselect a default
condition). Proceed as follows:

1 Make sure that both priority and radio wide scanning are_Zf ( icon ruage).
Select a conventional or SMARTNET/SmartZone/P25 Trunked channel corresponding
to the scan list being programmed.

2 Select the scan edit mode using the Scandpdion button or menu parameter. This
mode is indicated b|_—,r| in the display.

3 If applicable, select the list to be editedfngssing the Up/Down buttons. Select the
desired list by pressing thé&-2> button. The selected list is indicated as “List x”. If
user programming is disabled on a lisgr(eentional only) “No Edit” is momentarily
displayed and it cannot be edited.

4 Select the channel you want to add or tdelyy pressing the Up/Down buttons. After
the last channel in the current zone is digpth the first valid charel in the next zone
is displayed and vice versa. Lists are limite@56. If an attempt is made to add more
than that, “List Full” is displayed and a ¢ireel must be deleted before another can be
added.

Note Priority channels can be deleted.

5 If the selected channel is in the scan list (scannedk =X icon is displayed. To
change the status of thesgiayed channel, press theZ> (Enter) button.

With conventional channels bnif the selected scan tigs programmed with fixed
priority channel(s), the next press &&2> makes the current channel the priority
channel indicated bf* . If dual priority channels are used, presB@ryagain makes
it the second priority channelditated byF‘Z . Then pressing-Z2> again takes the
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channel out of the scan list. Refer to Sectiori®.3 and 6.10.1 fanore information on
priority channel sampling.

6 To exit this mode and satee changes, press thEXx> (Exit) button or the Scan Edit
option button again.

4.12.2 Radio Wide Scan Lists

With radio wide scanning, up to 15 scandisan be programmeiihis list is user
programmable, and can contain up to 18rctels of any type. For example, it could
include six conventional channels aed SMARTNET/SmartZone channels. More
information on selecting and edigimadio wide scan lists follows.

The user may assign radio wide scanning @er-channel basis. Each scan list can be
selected as User Editable. With this optsefected, the user can edit the active scan list
only from their radio. The user can aksglect which scan list is active through a
programmed function button or menu functgeiection. This active scan list is retained
through power down.

4.12.2.1 Determining ChannelRadio Wide Scan List

The channels in model radiodd scan lists are determiniey selecting the scan list edit
mode (see “Editing Radio Widgcan List” which follows). Wan the displayed channel is
in the radio wide scan tigscanned normally), trL =1 icon is displayed.

The radio wide scan list status of Multi-Net chals is indicated only when the radio wide
scan list edit mode is selected (see followingke $ban list status is not indicated in other
modes.

4.12.2.2 Editing a (l@ Wide Scan List

If the RWS Edit option button or menu paramésgorogrammed, the radio wide scan list
can be edited. Changes are permansmi(@ power does not reselect a default
condition). Proceed as follows:

1 Make sure that both priority and radio wide scanning are_#f ( icon not displayed).
Select the scan edit modengsthe RWS Edit option buttaor menu parameter. This
mode is indicated by th«RZ (Radio Wide Scan) ar@ (Edit) icons in the display.

2 Select the channel you want to add detieby pressing the Up/Down buttons. After
the last channel in the current zone is digpth the first valid channel in the next zone
is displayed and vice versa. The list is limited.6 channels. If an attempt is made to
add more than 16, “List Full displayed and a channel must be deleted before another
can be added.
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3 If the selected channel is in the scan(isanned), thE=1 icon is displayed. To
change the status of thespiayed channel, press theZ> (Enter) button.

4 To exit this mode and save the changes, pressite Exit) button or the RWS Edit
option button again.

4.13 Global Positioning System (GPS)

If this feature is enabled,F5 data can be received fronedltes when a GPS receiver is
attached to the side port of the radioisitan include accessories such as the Discover™
GPS Speaker Microphone, if the side podasconfigured (see the microphone’s user
manual for operational details). GPS deda be viewed using P25, Conventional,

MultiNet, and SMARTNET/SmartZaSystems. The radio can send the data as P25 data
on properly configured digital conventional systems.

4.13.1 Viewing GPS Data

To use the GPS feature (on a properly configured radio):

1 Connect the cable from the GPS receiver to the Accessory Connector on the side of the
radio (see Figure 2.3).

2 Wait until the GPS receiver acquires enough satellites toroatvalid position fix.
This will be indicated by the appeararaféhe satellite icor 2 ON the display.
L,

Note It may take up to 10 minutes, dependingrupignal conditions, for the GPS receiver to
obtain a position fix. Failure dahe icon to appear indicagethat the receiver was unable
to obtain a fix.

3 When the satellite icon appears, press the assigned GPS button (or selfonGiR&
menu). “GPS” will display briefly, and wilbbe followed by one of the GPS data items:

- Latitude (e.g., 4%55.32'N)

- Longitude (e.g., 923.41'W)

- Altitude in meterge.g., 390.2)

- Speed (e.g., 55.5 MPH)

- Course Over Ground (e.g., COG 183.4

- Time (e.g., 14:23:15)
Press the F2 button to cycléftom daylight savings time

- Date (e.g., 26NOV2008)
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- Number of satellites that thecaver is currently receiving

4 You can cycle through the data items usirgg“tbp” and “Down” buttons. If data is not
available for an item, the display shows “No Data”.

Note The GPS viewing mode remains active for 60 seconds after the last user input.

5 To exit GPS viewing, press the assigndelSdutton or press the “Clear” buttdiy.

4.13.2 Sending GPS Data

The radio can send GPS data in conventiorgatalimode only. Refer to paragraph 5.17
for more information.

4.14 Over the Air Programming

OTAP is an “Over the Air” programming feat (P25 Conventional systems only) for the
radio parameter (code pluglek that may be purchased from EFJohnson Technologies.
Using the OTAP feature, parameter files b@nupdated and chged in the field,
eliminating the need to take the radio ousefvice to perform thupdates. Firmware
version 6.6.x or later is required to us@wentional OTAP, and vem 6.10.x or later is
required to use P25 Trunking OTAP.

4.14.1 Radio Set Up

The current profile in the radio controls haw OTAP download is handled. How this is
programmed determines the possible actioagdldio should take: “Prompt”, “Activate”,
or “Off-line”.

Prompt

- the radio displays the message “Aate?” after a successful OTAP download,
prompting the radio user to respond.

- On portable subscriber units, the user should pressi#e kutton to indicate an
affirmative answer or theL> button to indicate a negative answer.

Activate

- the new parameters are automatically written to the EEPROM upon a successful
download. The user sees a display of “Activating” followed by a reset of the radio.

Off-line
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- the parameters are stori@d-lash memory until activatday programming or by the
radio user. The activation method for thdicarequires having either a menu item or
a button assigned to the “Activate OTAflehction. The download completion action
and any buttons/menu items must be programmed prior to beginning an OTAP
procedure if an action other than the default “Prorngptlesired. The radio must also
be registered with the data router &m OTAP procedure to take place.

- If the radio has undergone a succesdtwnload, by selecting the menu item or
pressing the button, the radio displays thessage “Activating” followed by a reset
of the radio.

Note The radio will reset after a successful dovadadn this mode, but the previous radio
profile will remain in use until the radio user or programming operator activates the
OTAP parameter.

If the OTAP procedure is not successfug thdio will reboot and return to normal
operating mode with the current parameters.

4.14.2 OTAP Transfer Times

Larger files tie up the radio for a long time.€féfore, any user interface event, such as a
channel change, zone chanbetton press or toggle switgosition change (portable
radios only) stops the OTAP procedure and returns the radio to normal operadiag m
For button presses/toggle switpbsition changes, the racdaits OTAP mode only if a
function is programmed for tHeutton/toggle switch; othenge, the bad tone sounds.

Low signal conditions may also cause theaddiexit OTAP. If the radio does not receive

a response from programming one minute afteeiving its last data packet, the radio
stops the OTAP procedure and returns to normal operating mode.
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An overview of the conventi@l operating mode is lo@at in Section 3.9.1. The
following information describes the featuresque to analog and digital (Project 25)
conventional operation. Refer to the prangdRadio Wide Features” (Section 4) for
information on featres common to all operating modes.

5.1 Monitoring Before Transmitting

With conventional operation, you may ndednanually monitothe channel before
transmitting to make sure that it is not being used by soenelse. If you transmit while
someone else is using the channel, ydudisrupt their conversation. With SMARTNET/
SmartZone and P25 Trunked operation, maimitpis performed aomatically. You can
monitor conventional channedaitomatically or manually.

5.1.1 Automatic Channel Monitoring

If the selected channel is programmed for Busy Channel Lo¢&lsat called Transmit

Disable On Busy), monitoring is automatic.f&eo Section 5.3 fomore information on
this feature.
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5.1.2 Manual Channel Monitoring

The automatic monitoring just described may occasionally disable the transmitter when
the channel is not in use, such as if theead@r has extended hang time. In this case, you
may not want to use automatic monitoringt imonitor the channehanually as follows:

Busy Indicator - With scanning disabled, note if the multi-function indicator on the
front panel is steady green. If it is steadgagr, a carrier is being detected, so the
channel may be busy (see Monitor Modéiof@ing). If it is not,the channel is not
being used and a calan be transmitted.

Monitor Mode - There may be times wh a busy condition is indicated even though
no one is using the channMonitoring should then bperformed by disabling Call
Guard squelch (or talkgroup ID detect on Bob25 channels). This is usually done by
selecting the Monitor Mode €s following) or by the Noral/Selective option button or
menu parameter (see Section 5.4.6).

5.2 Monitor Mode

5-2

The monitor mode unsquelcheg tteceiver and monitors the channel even if a carrier is
not detected. Other features of this mode are as follows:

» Call Guard (CTCSS/DCS) squelch isabled on analog channels and NAC and
talkgroup ID detect are disabled on P25 (conventional) channels.

 Signaling-dependent Busy Channel Lockout options for Tone/NAC and P25 status are
overridden (see next section). (Noise opti® not overridden: Monitor mode disables
the protocol-signaling events that thesguChannel Lockout djpn Tone/NAC/Status
depend on, but not carrier events.)

e Scanning temporarily halts.

The Monitor Mode operates as follows:

1 To monitor the transmit frequency for adtyvbefore transmittingbriefly press the
Monitor option button or select the Monitmenu “Tx Channel” parameter. T[:|e
icon is then displayed todiicate the monitor mode. The receiver unsquelches and noise
is heard even if carrier not present.

2 To monitor the receive frequency insteprgss and hold the Monitor option button
until a tone sounds (based on programmingjs €an be used, for example, to improve
reception if intermittent squéiing is making a weak mesgadifficult to understand.

3 To disable the monitor mode and return to normal operation, press the Monitor option
button again or select the Monitor menu “Off” parameter.
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The Normal/Selective function disables Call Guard squelch and P25 grogpe@ dut
not scanning and P25 NAC detect (see Section 5.4.6).

5.3 Busy Channel Lockout

The Busy Channel Lockout feature (also ahll@ansmit Disable oBusy) automatically
disables the transmitter if the channdbisy when the PTT switch is pressed. When the
transmitter is disabled by thisature, “Busy” is display® a busy tone sounds, and the
transmitter is disabled.

The Busy Channel Lockout feature can be programmed to operate as follows. Each
conventional channel can be programmed differently.

“Off” - Busy channel lockout iglisabled and the transmittenseeven if the channel is
busy.

“Noise” - If a carrier is detected on theazinel, the transmittés disabled when the
PTT switch is pressed.

“Tone (NAC)” - If an incorrect Call Gudr(CTCSS/DCS) or NAC code (see Section
5.14) is detected, the transmitter isabled when the PTT switch is pressed. An
incorrect code is any code other thaa time programmed for the current channel.

“Status” - Transmission is disabled if the raf@ inbound channel busy status symbol
is detected.

“Talkgroup” - Prevents transmission during calls with a different NAC or talkgroup.
Transmission is allowed during datastrort terminators with the correct NAC.
Applicable to Conventioal Digital channels.

If Busy Channel Override isermitted by programming, it @ossible to transmit even

when the transmitter is disabled by thiatfee. Release the PTT switch and then quickly
press it again (within one second).

5.4 Call Guard Squelch

Tone or digital Call Guarsquelch (also called CTGHCS signaling) can be
programmed on each conventional analagsmit and receive channel in any order
desired. The reverse bursidaturn-off code are alwaysatmsmitted and also detected on
channels programmed with Call Guard squelch.
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The Call Guard squelch feature eliminatesrdidtng messages integdi for others using
the channel. This is done by using a subauddate or digital codé control the squelch.
This tone or code is unigue to a user gr@up on that channel. This tone or code is
transmitted with the voice signlalt is not heard because iinsthe subaudible range and
is attenuated by a filter. Call Guard squelch must be usedtrthmtransmitting and
receiving radio to be functional.

5.4.1 Call Guard Squelch Enable / Disable

The Normal/Selective option button (if programa) or menu parameter can be used to
disable receive Call Guard squelch on analanakls or talkgroup ID code detection on
P25 channels. When selectivaustph is disabled, “Sq Normai§ flashed in the display,
and when it is enabled, “Sq Select” is flashed.

When “Normal” is selected, the receiwersquelches only if a carrier is detected.
Scanning and Project 25 NAC detection aredisabled with this mode selected. The
selected mode is in effect until it is manually changed a&alecting another channel or
cycling power does not reselect a defaahidition. There is a pgrammable option to
display the monito[] icon whehe “Normal” male is selected.

5.4.2 Tone Call Guard Squelch

Tone-type Call Guard squelch uses subaudible CTCSS tones from 67-254.1 HzyA\lthou
there are 42 tones assigned, those abo213B7 Hz) are normallyot used because of

their close proximity to the voé band which starts at 300 Ha addition, tones 11 (97.4

Hz), 39 (69.3 Hz), 40 (206.5 Hz), 41 229.1 Hz), and 42 (254.1 Hz) are normally not used
because they may cause interference with adjacent tones.

A reverse burst is transmitted arinthe push-to-talk switch igleased and also detected
when calls are received. It is a 180-degre@sptreversal for a period of time determined
by the tone frequency, and lireinates the squelch tail (noiserit) in the receiving radio.
Both the transmitting and receiving radio museleipped with this feature for it to be
used. The radio can be programmed to @F# the reverse burst feature so that the
squelch tail isot eliminated.

If the user would like to hear the squelch,tdien the reverse burst transmission can be
disabled by programming.
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5.4.3 Digital Call Guard Squelch

Digitally Coded Squelch (DCS) uses digital diastead of subaudible tones to control the
squelch. When the push-to-talk switch ikesed, a turn-off code transmitted which
eliminates the squelch tailnsilar to the reverse burst.

5.4.4 Call Guard Disable

A programmed option lets the radio disregard any CTCSS/DCS or NAC/Talkgroup
information on the current channel. This featis best described as a monitor mode with

no white noise. In analog it is functionatlye same as turning the squelch mode to
“normal.” In digital mode it is analogous checking the “digitesquelch” box when
programming the radio. The function can be programmed to any button or the ABC toggle
switch, and the menu. The a®will stay active througbhannel changes (between
conventional channels) and during scan. Wihikefeature is activihe monitor icon will

be displayed.

5.4.5 Conventional Squelch Adjust

Squelch settings on a conventional analog shhoan be changed by the user from -7 to
+7. A menu item or function button can be programmed for squelch adjust. While on a
conventional analog channeltiout emergency or scan active, the user can select the
programmed button or menu item for sqbedaijust. The currersguelch setting will

show on the display.

Using the up and down buttons on the portable user can adjust the squelch setting to a
desired level from -7 to +7. Increasing théueatowards +7 causes the squelch to open
sooner for weaker signals while decreasing towa7 has the opposite effects. Pressing
the select button will store the new squelch sgtiind return the user to the main display.

5.4.6 Selective Squelch Code Select (CTCSS /DCS / NAC)

This feature allows the normal transieind receive Call Guard (CTCSS/DCS/NAC)
programming to be temporarily overridden with a code selected from a pre programmed
list. It is available if the Squelch Selddst option button or menu parameter and a
CTCSS/NAC code list have been programmed.

Note Call Guard codes can be permanently reprogrammed by keypad programmirigetesc
in Section 5.15.

ES Series Models II/11l Portable Radio Operating Manual 5-5



Conventional Mode Features

In addition, conventional sgems can be programmed for the Keypad CTCSS/DSC
feature. Codes can then be selected directiy tiee table by pressing the key for the code.
For example, to select code 3 from the éapkess the “3” key. No other conventional
mode functions can then bssigned to these keys.

The CTCSS/DCS/NAC list is programmed with to 64 tone (CTCSS) or digital (DCS)
Call Guard codes. Different codes can be mogned for the transmit and receive modes,
and carrier squelch (selective squelch disaldad)be programmed if desired. In addition,
each position can be programmed withN#C code for use with P25 operation.

When the Call Guard code is changed usingfddature, it remains selected even if other
channels are selected. However, if radiav@ois cycled or a talk-around channel is
selected, the normal codes are reselected. \8@ming, the selected code also applies to
all scanned channels. Each channel cankmgorogrammed to always ignore the code
selected from this list andsa the default code instead.

If both analog and digital (Project 25) cimats can be selected or scanned, the CTCSS/
DCS code for the selected position is usedaftalog channels and the NAC code for the
selected position is used for P25 chanrék channel is programed for mixed mode
operation, the selective squieltype (analog or digital) pgrammed for the transmit mode
determines the selective squelch type used.

Proceed as follows to select a code usingStipeelch Select List option button or menu
parameter:

1 Press the Squelch Select List option butbo select the Sqlch Code menu mode
parameter. Then press the Up/Down buttorselect the desired code. The display
indicates “SEL SQ xx” where, “xx” is theelected code from 1-64. The code number
and actual code are alternately dispth{dACs are displayed in hexadecimal).

2 To select the displayed code and retiarthe normal display, press thE2> (Select)
button or the Squelch Select List button again.

3 To check which code is selected, press3feelch Select List button once to display
the current selection and then agti return to normal operation.

4 To return to the normal selde squelch codes, selectéiault” in this mode. As
previously described, the normal codes also automatically reselected whenever
radio power is cycled or alkaaround channel is selected.
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5.5 Penalty Timer

A penalty timer may be programmed on cortieral systems to prevent transmissions for
the programmed time after the time-out tirdesables the transmitter (see Section 4.6).
The penalty timer can be programmed far $ame times as the timet timer, and timing
starts when the PTT switch is released. ¢f BT T switch is pressed while the timer is
running the timer stops, and continues wtienPTT switch is released. When the penalty
timer expires, a beep sounds dhe transmitter can then be keyed.

5.6 Conversation Timer

A conversation timer can be programmed on eotional systems in addition to the time-
out timer (see Section 4.6). This timer limitg tiotal length of a conversation rather than
just the length of each transmission as with the time-out timer. The following is more
information on this timer.

* It can be programmed for times up to 7.5 minutes.

* Itis reset when the time between transioiss exceeds the time programmed for the
penalty timer.

» A warning beep sounds five seconds befihis timer disables the transmitter.

* When this timer disabbk the transmitter, a sbnuous tone soundsd the red transmit
indicator turns off. The PTT switch must theareleased until the penalty timer expires
(indicated by a beep).

5.7 Repeater Talkaround

Normally, all transmissions go throughepeater which usually increases range.
However, there may be times when a user is out of range of the repebtieefore
unable to talk to anyone evémough the user being called is only a short distance away.
To allow communication in this situatiorepeater talk-around can be selected.
Transmissions then occur on the receivguency which permits direct radio-to-radio
communication.

Repeater talkaround can be selecteddgfRITA option button or menu parameter is
programmed. When talkr@und is enabled by this buttcTn. is displayed. This feature
remains enabled during scanning, and changing channels or turning power off does not
change the selected condition. Talkarounavigilable on convdional channels only.
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A function buttons can be programmed te tRepeater Talkaround” function. With a
button programmed as “Repeater Talkaround®,ubker can press thisitton while on any
conventional frequency, shifgnthe radio from operation through a repeater, to simplex
operation on the repeater transmit frequency.

With a “Repeater Talkaround” button enable@rthis no restrictioas to which channels
the user can transmit (in simplex mode) am rbpeater transmit frequency. A user can
switch to talkaround mode on a busy dispathannel, and his transmissions could
prevent nearby users from hearitne repeater transmissions.

5.8 Displaying Transmit / Receive Frequency

If the Displayed Information option button or meparameter is programmed (see Section
4.2), it can be used to display the charrerjuency in megahertz. Pressing this button
toggles between displaying the standard channel alias and the channel frequency. The
receive frequency is displayed when reagjvand the transmit frequency is displayed
when transmitting. This feature is available on conventional channels only.

5.9 Emergency Alarm and Call

Emergency Alarms and Calls are separate funstibat can be individually enabled or
disabled on each analog and P25 conventional system. The Emergencyoftoror

menu parameter is requiréal these functions. Emergency Alarms and Calls are

transmitted on the global (radio wide) emeargezone/channel if one is programmed. If it

is not programmed, the emergency is transmitted on the selected channel. The emergency
programming of the system to which that channel lglihcontrols the emergency

operation.

5.9.1 Emergency Alarms

An emergency alarm is a special transmiss#ia alerts a dispatcher of an emergency
situation. It is sent automatically by pregsihe Emergency option button (on the radio or
on the external mic, depending upon programming), or selecting the Emergancy me
parameter. The system to which the emecgechannel is linked must have Emergency
Alarms enabled.
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In the P25 conventionahode, a special P25 emergency data transmission is sent, and in
the conventional analog moda) analog signalling packetsent (both are programmed).
Refer to Section 5.12.4 for infoation on MDC1200 Emergency Alert.

For an Emergency Alarm:

e The DTMF Emergency ID is sent.

The MDC ID is sent \th the emergecy bit set.

The Five Tone ID is sent with thdtfi tone being status type emergency.

GE Star ANI is sent.

» No special action is doneith the single tone.

Proceed as follows to send an emergency alarm:

1 If required, select a channel of a syst@mwhich Emergency Alarms are enabled and
then press the Emergency option button cgehat menu parameter. The radio then
automatically transmithe emergency alarm.

2 Either Normal or Silent operation can m®grammed. With Normal operation, the red
LED lights, the emergency tone soundsj &BMERGENCY” flashes in the display.
“EMERGENCY” continues to flash until the alarm ends. If “Silent” is programmed,
none of these indications occur. If “No Receive Activity During Emergerscy”
programmed, receive audio, the front paneDIl_Bnd receive icons are disabled in the
receive mode.

3 When the emergency alarm is acknowlediggdhe dispatcher, “Ack Rcvd” is briefly
displayed and the emergency acWwledge tone (two beepsdunds. This alert tone can
be disabled if desired, and does not occur if Silent operation is programmed.

Retries will occur automatically for coamtional analog and MDC. No emergency
acknowledgement is expected from thsteyn. Retries will continue until a
programmed count of retries is reached.

4 The emergency alarm mode is exited whetia@ower is cycled or by pressing and
holding the Emergency option button.

5.9.2 Emergency Call Alert

This feature notifies a user when an emeogecall is being made on their selected P25
Conventional Talkgroup.

ES Series Models II/11l Portable Radio Operating Manual 5-9



Conventional Mode Features

5-10

Note

If an emergency call is received by the raalicthe selected channel, the emergency alarm
ACK tone will sound (5 consetiue tones), and the “EmeRcvd” message will display,
followed by the unit ID of the emergencydra. If any other emergency calls are made
after this initial one using a different radioettone will not soundyut the unit ID will be
updated to reflect the most recent emergeradl. To exit this state, press the button
programmed for “Emergency CléaT he radio should return its normal display, and the
Emergency Received messaimwuld no longer show.

5.9.3 Emergency Calls

The Emergency Call feature allows a usgslée an emergency voice call by pressing the
PTT switch after pressing the Emergency aptatton or selecting the Emergency menu
parameter. If the Emergency Hot Mic fesd is enabled, the emergency call is
automatically transmitted without having to press the PTT switch (see following
description). The system tehich the emergency channel is linked must have Emergency
Calls enabled. Analog and Digital (B2&lls can be individually enabled.

If the emergency call is sent on a P25 charareemergency indication is sent. If it is sent
on an analog channel, the DTMF Emergency ID is sent in place of the ANI DTMF PTT ID
if applicable.

The DTMF Emergency ID is sent only iepior post- DTMF ANl is enabled on the
channel by programming.

MDC, Five Tone Signaling, Single Tone Signaling, Two Tone Signalling, or GE Star are
sent for Analog Emergency Calls, depending on programming.

5.9.3.1  Emergency Hot Mic

If Emergency Hot Mic has been enableddatergency calls, sammatic transmitting
occurs with microphone aumunmuted without having tmanually press the PTT switch.
The automatic transmit period is programni@d10-120 seconds in 10-second steps. If
this feature or emergency calls are natl#@ad by programming, automatic transmitting
does not occur. This featureimstiated only on the firspress of the Emergency button.
Subsequent presses do not trigger automatitsinissions. To reset this function, cycle
power or press and hold the Emergency button.

5.9.3.2 Placing an Emergency Call

1 If required, select a channel of a system on which Emergency Calls are enabled and
press the Emergency option button or sdleat menu parameter. The Emergency Call
is then sent as describedSection 5.9.1 if applicable.

2 If the preceding Emergency Hot Mic featiseenabled, the call is automatically
transmitted without pressing the PTT switch. If it is disabled, press the PTT switch and
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begin speaking as with a standard calihé channel is changeoperation continues
on the new channel in the emergency mode.

3 With analog calls, subsequent pressehefPTT switch cause the DTMF emergency
ID to be sent according to the ANI praghming (if DTMF ANI is enabled on the
channel). With digital calls, the calls continue to have the emergency bit set.

4 If the Surveillance Mode is enabled (seetleec4.10), all indicators, lights, and tones
are disabled. If “No Receive Activity Dumy Emergency” is programmed, receive
audio, the front panel LED, and receiveris are disabled in the receive mode.

5 To exit this mode, cycle radio power or press and hold the Emergency button.

5.9.4 External Emergency Switch

ES Series Portable radio models suppor&kternal Emergency feature. A special man-
down switch (currently available only fromittth-party vendors) can be attached to the
accessory connector of the radio.If this featsrenabled by programming and the radio is
in a horizontal position for longer théime programmed timg-63 seconds), an
emergency condition isiggered the same as if the Ergency button was pressed. The
emergency can be canceled by a peeskrelease of the Emergency button.

Note Accessories, such as speaker-microphocasnot be used with this feature.

5.9.5 Emergency Talkgroup

A user may program an Emergency Talkgroup. If Emergency is activated, the radio uses
the Emergency Talkgroup instead of the programmed talkgroup. If Talkgroupd.ock i
programmed, the Emergency Talkgroup has priority.

5.10 Conventional Mode Scanning

Channel scanning features common to all opegahodes are described in Sections 4.11
and 4.12. The following inforation describes features unigeconventional operation.
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Note

5.10.1 Selecting a Scan List

Conventional systems are programmed with audegaan list that is normally selected by
all channels in that system. tever, there is a programmable option to slave a particular
conventional scan list ta zone. This then becomes thedault list forall conventional
channels in that zone @werrides the system progranmg). This slave feature is
programmed.

The default scan list (which is to be udmdall conventional dmnnels except those
belonging to slaved zones), can be templgrahanged by usinthe SCAN option switch
or menu parameters. A scan list selectedisrttanner is retained through radio power
down.

Currently if the user pressescaholds the Scan button, tBean List Selecfeature is
activated. This function may be disadblen a per-system bis by programming.

5.10.2 Transmitting in Scan Mode

Each conventional scan list can be programifedne of the following modes. These
modes determine if priority sampling occargd also the channel on which transmissions
occur while scanning. Refer the next section for moreformation on priority sampling.

No Priority - No priority channel sampling occusdien the list is selected. The radio
transmits on the selected channel.

Priority/Tx Selected - Priority sampling occurs and tpeority channel or channels are
those programmed in the selected scan list. fEldio transmits on the selected channel.

Priority/Tx Priority (1) - Priority samplingpccurs and the priority channel or channels
are those programmed in the selected scarTle radio transmits on the priority (1)
channel.

Priority (1) on Selected- The priority (1) channel iswhys the selected channel. The
radio transmits on the selected channel.

Talkback - No priority sampling ozurs. The radio transmits ¢ime channel of a call while
scanning is halted. Then once scanningmes) it transmits on the selected channel.

5.10.3 Priority Channel Sampling

The following describes pridy sampling when scanrgnconventional channels.

Priority sampling when scanning SMARENSmartZone/P25 Trunked channels is
described in Section 6.10.
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The priority channel sampling feature ensuhed when priority scanning, messages on
the priority channel are not missed whilgdising to a message on some other channel.
The radio can be programmed as just described so that the priority channetds a fi

channel programmed in the current scantlis,currently selected channel, or not used.

Note Priority channel sampling inot available when receivirgnalog encrypted (DES) calls,
nor when receiving unit calls. laddition, the priority chanrés not scanned if the active
channel is an analog channel on the sdmquency as the priority channel and is
programmed with CTCSS/DCS squelch control.

Either a single or dual priorityhannels can be programmedésired. With dual priority,
a call on the second priority @hnel is interrupted b call on the firspriority channel but
not vice versa. When scanning and the selectadrai is a single or first priority channel,
[ is indicated in the display. This indt@an is displayed regaless of whether the
priority channel is fixed or always the seted channel. When it is a second priority
channeIF'2 is displayed.

The priority channel samplinigequency is determined lige programmed Priority
Lookback Time A (see description which follows). For example, if 2.0 secends i
programmed, the pridsi channel is sampled everyf0Zeconds when listening to a
message on a non-priority channel. When nt#risig to a message, the priority channels
are scanned in the normal scan sequence. M#hpriority, the first and second priority
channels are alternately sampled at the Lookback Time.

Priority channel sampling ocauionly with conventional priity scanning. It does not
occur with radio wide scanning, when listening to any type of SMARTNET/SmartZone/
P25 trunked call, encrypted call, or wheansmitting (see preceding note). A series of
“ticks” may be heard when the priority chahisesampled while listening to a message on
some other conventional channel.

The priority sampling times are prognened by the following parameters:

Lookback Time A - This time determines how ofteretpriority channel is checked for
activity. Times of 0.25-4.00 seconds(r25-second steps can be programmed.

Lookback Time B - This time determines how oftéime priority channel is checked
once an incorrect Call Guard (CTCSS/DCS) or NAC code is detected. Since it takes
much longer to detect an incorrect Call Gusignal than a carrigthis time should be
relatively long to prevent the interriipns from making a message difficult to
understand. Times of 0.5-8.0 seconds lmaprogrammed in 0.5-second steps.

5.10.3.1 Changinggetiriority Channel

If a fixed priority channel is associated with the current scan list, it can be chiatiye
Priority option button or menu parameter isgmammed. With dual fority, this function
changes only the first priorighannel. To change both pritgrchannels, use the Scan List
Edit function described in Section 4.12.1.
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Proceed as follows to change the priority channel using the Priority option button/menu
parameter:

1 Make sure scanning is disable,”(  icondisplayed) and the desired scan list is
selected (see Section 4.12).

2 Select the channel you want to be the jiyarhannel andhen press the Priority option
button or select that menu parameter. “Riydis then flashed to indicate that the
current channel is now the priority chanmélen scanning that tisOther indications
that may occur are as follows:

- If “No Priority” is displayed, prioritysampling may not be enabled on the scan list.

- If “Sel Chan” is displayed, the priorighannel is always the selected channel and
cannot be changed.

- If no indication displayedhe scan list may not be user editable or the channel may
not be in the scan list.

5.11 Standard Conventional Calls

Standard conventional calls are placedtteer radio units monitoring the selected
channel. The proper coded Call Guard squelch tone or code or P25 NAC may need to be
transmitted by your radio fahem to receive a call (s&ections 5.4 and 5.14.3).

5.11.1 Placing a Standard Conventional Call

1 Turn power on and set the volume as descriip Section 3.1. Select the channel
programmed for the radio you wantdall as described in Section 3.3.

2 Monitor the channel automatically or maally as described in Section 5.1.

3 Press the PTT switch and if the Busy Chdiwoekout feature is programmed on the
channel (see Section 5.3), the transmittaui®matically disabled if the channel is
busy. Otherwise, busy and outrange conditions are not indicated.

4 Press (and hold) the PTT swittthtalk and release it to listen.

5.11.2 Receiving a Standard Conventional Call

1 Select or scan the channel programmedtfe call you want toeceive (refer to
Sections 4.11 and 4.12 for more scanning information).
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2 When the call is received, press the PTTtawto talk and release it to listen. If
scanning, responses may occur on the pricsitfected, or receive channel as described
in Section 5.10.2.

5.12 ANI Signaling Options

Five types of analog signaling are offered:
» Single Tone Encoding

» Five Tone Encoding

« DTMF

« MDC

GE Star

Three features use analog signaling:
* Pre and Post ANI
» Emergency Alarm

« RTT

5.12.1 DTMF / ANI Signaling

Dual Tone Multi-Frequency (DTMF) tonesin be generated for Automatic Number
Identification (ANI) and other purposes on conventional analog channels. @ree of
following options may be enabled on each channel:

Pre-Tx ANI - A pre programmed ANI sequenceaistomatically sent each time the
PTT switch is pressed.

Post-Tx ANI - A pre programmed ANI sequeniseautomatically sent each time the
PTT switch is released.

When an emergency alarm or call is placed, this ANI signaling is replaced by the

Emergency DTMF ID (see Section 5.9). Refer to Section 5.12.4 for information on
MDC1200 ANI.
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5.12.2 Single Tone Encoder

This feature allows the user to transmit a l@nigne by pressing the Single Tone Encoder
option button or selecting that menu parameter. Each conventional system can be
programmed for a tone of 500-2500 Hz in 1 Hz increments with a duration of 0.5-2.5
seconds in 0.1 second increments.

This feature can be activated with a buttossgror can be used for Pre and Post ANI,
Emergency Alarm, or RTT.

5.12.3 Two Tone Encoder

The Two Tone Encoder operaiaghe same fashion as the Single Tone Encoder except it
sends two tones back to badke two tone encoder Initillelay, Modulatio, and Inter
Digit Delay are programmable, age the Tone Alias, tone figencies, and tone durations.

A maximum of 64 tones can Ipeogrammed. Each tone wilend two tones, each of its

own frequency and duration. The tone frequies are programmable from 288.5 Hz to
3,086.0 Hz in 0.1 Hz increments. Tone durations are programmable from O.dss&ron
12 seconds in 0.1 second increments.

The user can activate Two i@ by pressing a button progrened for Two Tone. This will
send the current, active Two Tone, which is diéal to the first tona the Two Tone list
upon profile download.

For direct activation, th&Allow Two Tone Page” funtion must be enabled in

programming. If “Allow Two Tone Page” is henabled and the user tries to send a Two
Tone Page directly the radwill sound an error beep.

5.12.4 MDC1200 Compatibility

MDC1200 is a signaling protocol desigrexad implemented by Morola for analog
channels only. The following features of this protocol are supported. Eith€1&iD or
standard DTMF ANI/Emergency signaling can be programmed on each doneént
system.

Note This feature is hardware dependent and therefore cannot be added to othpgsdning
firmware).

MDC1200 ANI - Both pre and post ANI are supported.

MDC1200 Decode MDC1200 decode functionality is supported so that the radio can
handle the following MDC1200 features:
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» Process the system acknowledgement of geray transmissions — so that the user
knows that the emergency has been received

* PTT ID Decode - Display the ID / Als of a calling radio on all other radios
» Selective Radio Inhibit — Allow #dispatcher to inhibit a radio
» Call Alert — Alerts the ser to call the dispatcher

» Radio Check — Verify that the itnis within the operating area
MDC1200 Emergency Alarm- The radio continues tryinigs emergency transmission

until the emergency is ackwledged by the system. &madio will retry for the
programmed number of retries.

5.12.5 Five-Tone Signaling

A single transmission consists of five segia tones transmittesequentially with an
optional inter-tone pause between tones.VEFTone is selected as the RTT type, then
Five-tone shall also be used as the siggaiype for conventional analog emergencies.
The first four tones are uséar unit identification and thefth tone is used for status.

No two adjacent tones shall be the same frequency. When two adeingi¢s follow each
other, the second shall be transmitted as the “Repeat” tone.

Five Tone signaling can also be used for Pre Post ANI and Emergency Filmaiing.
Fifth Tone Status values are:

Tone 1 — Normal Call
Tone 9 — Emergency Call
Tone 2 — Normal Secure Call

Tone 8 — Emergency Secure Call

5.12.6 GE Star

GE Star signaling is implemented for tsamt functionality. Twgorogramming modes are
available:

Standard format (normal ANI for prand post- ANl and RTT and emergency).
NYSP format (emergency)
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5.13 Clone Mode

5-18

The Clone feature enables one radio to moganother with identical information.
Programming software is not requiréther requirements are as follows:

» The Clone menu parameter must be erthisléhe master (sending) radio. This
parameter is not regqed with the slave (receiving) radio.

» The master and slave radios must be identical models (same frequency range and
options).

Only zones with conventionahalog and P25 channels dantransferred using this
function. Any SMARTNET/SmartZone and P25 tked information is not transferred. In
addition, the P25 Unit ID, encryption keysdahe RSI ID and other OTAR information
are not transferred. Cloned zones are indicatdige slave radio by an asterisk in the first
character position of the zone alias (Thet fotsaracter is replaced by this asterisk.).

5.13.1 Wireless Cloning

A new wireless cloning feature is available th#dws one radio to program another using
an RF link instead of having to be physicalynnected by a cloning cable. This feature is
available on P25 conventional channels only.

The wireless cloning feature uses the P25 fiatetionality of the radio. Therefore, a
conventional P25 channel must be programimdmbth radios and the slave radio must
have been programmed with a P25 Unit IDadidition, Data Registtimsn must be enabled
in both radios. If it is not programmed, “Didad}” is displayed. Radios with wireless
cloning capability have a neselection in the clang menu to select either Clone N
(Normal) or Clone W (Wireless). If Wirelessdslected, an additional menu is displayed
for entering the P25 Unit ID of the destimatiradio (slave). The Zone/Complete mode is
then selected.

5.13.2 Cloning Procedure

The Cloning procedure is as follows:

1 With normal (non-wireless) cloning, coni¢lse master (sending) radio to the slave
(receiving) radio using Cloning Cable, Part No. 023-5100-930.

2 On the master radio, select theo@® menu parameter and press thg>button. If
applicable, select either “Clone W” (Wieals) or “Clone N” (Normal). If normal
cloning was selected or if thisi®t selectable, proceed to Step 4.
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3 With wireless cloning, a screen is thesplayed for entering the P25 Unit ID of the
destination (slave) radio. Enter this IDngthe keypad (or the Up/Down buttons) and
<F2>.

4 The clone mode “Zone” or “Complete” iseth selected. Select the desired mode.
Operation is as follows:

Zone - This mode allows ahnel information for onlyhe selected zone to be
transferred. A list of the current conventibmanes is displayed. Select the desired
zone by highlighting it and pressing theé2> button. A selected zone is indicated by an
asterisk (*). Scroll to “OK” and pres$=2> to begin the data transfer. The selected zone
in the slave radio is overwritten. Previoystyultiple zones coulte selected and they
were appended to those in the slave radio.

Complete - This mode transfers all centional programming formation. Simply
highlight “Complete” and press thé&2> button to begin the data transfer. This mode
overwrites all this information currently the slave radio. None of the previous
information is retained except forehDs as described in Section 5.13.

5.14 Project 25 Mode Features

The following features are unique conventional P25 channels.

5.14.1 Digital Unit ID

Each radio that operates on Project 25 (digifadnnels is programmedth an eight-digit
unit ID. This ID is unique for each radio and can be any number from 1-16,777,215. When
power is turned on with a Project 25 channel selected, this ID is briefly displayed.

5.14.2 Talkgroup ID

Each Project 25 channel is programmed withlkgroup ID that dermines which group
of radios will receive the call. A call is raged on a channel if a selected or scanned
channel is programmed with that ID ane ttorrect NAC is detected (see following).
Talkgroup IDs can be any number from 0-65,5B3&8kgroup ID detect can be disabled by
the Normal/Selective squelchriction described in Section 5.4.1 or the monitor mode
described in Section 5.2
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5.14.3 Network Access Code

Project 25 conventional channels also usiA& (Network Access Code) to control which
calls are received on a channel. The NAC can be 0-4095, and each transmit and receive
channel can be programmed for a different code. Other operation, such as npnitori
before transmitting, is similar to that ofadag channels. NAC (an@lkgroup ID) detect

can be disabled by the monitor mode described in Section 5.2.

5.14.4 Out of Range (EFJohnson Conventional) Indication

In an EFJohnson P25 conventional infrastrietadio system, a predefined beacon can be
programmed for transmission frothe system at preset intervals. If the radio remains idle
and does not receive the beacon or a voittdroan the system within a specified time
period (as programmed) an “Out of Rng” icalion is displayed tmform the radio user

of the condition. If the beaconiisceived, the timer is autotiwally restarted, and no out-
of range condition is indicated. If an OutR&nge condition exists, the user can still
transmit and receive, but the condition widit exit until the beacon is received.

Note This Out-of-Range indication applies omdyEFJohnson Technaiges P25 conventional
infrastructure systems.

If programmed, Out-of-Range (@R) monitoring and indicators the user are provided.
The out-of-Range function operates on conventional analog and digital channelsehat ha
been programmed for the feauhis feature is supported only on EFJ Infrastructure.

Scanning Mode - the same as above

Unit and Interconnect Calls - OOR operatethe background. Tone indicators will
sound, but the OOR message is not displayed.

PTT Operation - Pressing the PTT does not reset the inactivity timer. If the timer
expires while the radio is transmitting, imalication will be provied to the user until
they release the PTWhen the PTT is released, the m@diill flash “Out of Rng” and
beep, if applicable.

If the user is in a fringe area or is enterargarea that is has poor coverage such as a
building and wishes to disable ttene, an Out-of-Range Indicatidimne feature can be
programmed to the menu or to a button. In the menu, gteréeis labeled “OORI Tone”,
and for the Lightning, the softenu label is “OORI”. The feature will allow the user to
disable / enable the Out-of-Range Indicatione from the radio. The Out of Range
display messages will not be affected.

If the OORI tone is disabled in programmi(No Indication, Display Only), pressing
the OORI Tone button results ‘iDisabled” on the display.

If the OORI Tone is active, pressing the OORI Tone button disables the tone and the
display will flash “OOR TrnOff” for one second.
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If the OOR tone is not active, pressing @®R Tone button enables the tone and the
display will flash “OOR Tn On” for one second.

Both the Entering OOR and Exg OOR Tones will be disdéd to avoid excess tones
from fringe areas where the radiaaggling in and out of coverage.

Tones are restored on power cycle.

5.14.5 Automatic (EFJohnson Conventional) Registration

When used in an EFJohnson P25 conventional infrastructure radio systemparoopti

the radio can be programmed to providei@aiohl identifying information to the system
upon receipt of a dynamic data registrattequest. If the “EFJ Affiliation” option is
enabled, the radio will transmit its current talkgroup to the system in addition to its unit ID
during a dynamic data registration requé&s-Johnson also supports conventional
standardized IP data context activatiogiseration without the EFJ affiliation checked.

The radio will attempt a data registrationarannel change. If the radio does not receive
a registration response after the programmadber of retries it will display “Reg

Failed”. If the radio is out of range and theturas to within range of a site where it had
not yet registered, it will initiate another registration.

Note This Automatic registration applies onty EFJohnson Technologies P25 conventional
infrastructure systems.

5.14.6 P25 Group Calls

P25 group calls are placed by simply setecthe channel programmed for the desired
group, monitoring the channiélrequired, and transmitting.

When a P25 group call is received, the alasrequency) of theelected channel is
displayed. The radio can be programmed abtte following are also displayed for 0.5-
7.0 seconds or continuously during the call.

P25 PTT ID- The unit ID of the radio placing the call is displayed.

P25 Talkgroup - The alias of the talkgroup on which the call is being received is
displayed.

User Group ID - If the group ID of the call being received is included in a pre
programmed User Group ID list, the aliasgmammed in that list for that group is
displayed.

Received Key ID The Key ID (or the alias, if pregmmed) of the key used to decode
the call is displayed.
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P25 TG on Tx- The radio displays the number or alias of the talkgroup on which the
call is being transmitted.

5.14.6.1 Changing a Channel Talkgroup

If the Digital Talk Group Select option tian or Select TG menu parameter is
programmed, the talkgroup assigned to a channel can be changed by the usew The
talkgroup continues tbe assigned to the channel uittis manuallychanged again
(cycling radio power or selecting another chdmioes not reselect a default talkgroup).
Change the talkgroup assigned to a channel as follows:

1 Select the channel to be changed.

2 To select the talkgroup from the list of pragimed talkgroups, briefly press the Talk
Group Select option button or select 8elect TG > ID Listmenu parameter. Then
press the Up/Down buttons until the aliaghe# desired talkgroup is displayed. If
talkgroup selection has been disabled on the channel by programming, “NOI4.IS
displayed, a tone sounds, and no change occurs. Pregs2thdutton to select the
talkgroup and return to normal operation.

3 To enter a new talkgroup number from 1-65,535, press and hold the Talk Group Select
option button or select tigelect TG > Enter IDmenu parameteEnter the desired
talkgroup directly using thkeypad. If less than five digits are entered, press @2 <
button to select the talkgroupdareturn to normal operation.

5.14.7 Talkgroup Scan

This feature allows users to scan for a list of talkgroups on a single P26rTional
frequency. When a call is received on the frequency, the radio searches the scan list for a
talkgroup that matches the received talkgrcand opens audio if a match is found.

The Talkgroup on Active Scan tign (if programmed) will rettn calls on the received
talkgroup if the user talks back during s¢eotd time. The Talkgroup on Selective Scan
option (if programmed) will abays return calls on thalkgroup from the selected
channel.

The radio can be programmed to displayttikegroup being transmitted at the beginning

of a conventional digital call. After theggilay time has passed, the radio displays the
selected channel alias.
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5.14.7.1 Talkgroup Lock

Often a user wishes to stay one specific talkgroup wheratreling from site to site. The
Talkgroup Lock feature allows users to sttine current active talkgroup to memory and
the radio will use this talkgroup until the lkgroup Lock feature has been disabled. The
feature can be enabled / disabled veithrogrammable button or menu item.

1 The Talkgroup Lock Feature can be enabled / disabled from a programmadtedsut
menu. The radio must be arP25 Conventional Channel or else the radio will bad
beep.

2 Feature Entry/Exit:

The Talkgroup Lock Feature can be enabled / disabled from a progranforattien
button or from the menu.

- A press of the function button or selectiof the “Lock” menu item will lock the
talkgroup.

If the radio is already locked, the bageip tone will sound. If the radio is not
already locked the feature entry tone wdlind and the radioilvbe locked to the
current talkgroup. In either case theicawill display “TG Locked” for 1 second
followed by the alias of the lock talkgmpyor the talkgroup number if no alias is
defined) for 1 second.

- A press and hold of the function button or selection of the “Unlock” menu item will
unlock the talkgroup.

If the radio is already unt&ed, the bad bedpne will sound. If the radio is not
already unlocked the feature exit tondél sound and the radio will unlock and
return to the programmed talkgroup.dither case the radio will display “TG
Unlocked” for 1 second followed by the alias of the programmed talkgroupe(or th
talkgroup number if no algis defined) for 1 second.

- The menu will display “Lock” and “Unlock” options. The current state will be
indicated as follows

Mobile: Current state will baighlighted in the menu

Portable: Current state will be mardkwith the * indicator P25 Unit Calls

3 Talkgroup Select

If Talkgroup Lock is enabled, the Talkgro8elect feature will have the following new
functionality

- If atalkgroup is entered via direct engnyd the talkgroup resides in the programming
profile, the radio will store the Talkgrogs the Lock Talkgroup and will exit menu
mode.

- If the Talkgroup is entered via Direct Eptand the Talkgroup does not reside in the
programming profile, the radio witlisplay “Invalid TG” and bad beep.

If the Talkgroup is selectddom the list, the radio wilstore the Talkgroup as the
Lock Talkgroup anaill exit menu mode

ES Series Models II/11l Portable Radio Operating Manual 5-23



Conventional Mode Features

5-24

If Talkgroup Lock is enabledio permanent changes will be made to the selected
Talkgroup, only the Lock Talkgroup will be affected.

Talkgroup Lock is a per system segfi As such, if multiple systems are
programmed to the same profile, only chels on the same system will be locked
or unlocked concurrentlyChannels on a separatesm will adhere to the
Talkgroup Lock settings of their system.

Example: If a subscriber is locked on T®n System A, and the user changes to
System B with no TG Lock, the radio wiilbt be locked to any TG. Returning to
System A will resume lock on TG 1. If Sgm A is locked t@G 1, System B is
locked to TG 2, and the user unlocks witteSystem A, Systn B will retain its
locked status.

Talkgroup Lock will be retained thugh powerdown. Downloading a profile
through PCConfigure will erasdl Talkgroup Lock settings.

Talkgroup select feature exit will operate as follows

- The exit buttons (Portable - F1, Mobile XiE) will cause the feature to exit without
saving any talkgroup changes.

- The select buttons (Portable — F2, Actimnction Button, Mobile — Select Knob
Button, Lightning Right Nav) will causeeétfeature to exit after saving the new
talkgroup.

Talkgroup Strapping

Talkgroup strapping will have priority ovealkgroup lock. This means that a channel
with a strapped talkgroup will use its progmaed talkgroup even if talkgroup lock is
turned on. Locking the talkgroup on a chdnmih a strapped talkgroup will set the
strapped talkgroup as the lock talkgroup.

Encryption

The radio will use the key that is assignedhe active TG uass the Override
Talkgroup Security Settings is active. In that case it will useséiturity parameters
that are defined in the Ovellg section on the Zone page.

Scan

If Talkgroup Lock is enabled, the radidll only use the LocKTalkgroup for the
selected channel. The rest of the channels will use the programmed Talkgroup. This is
necessary so that the radio will not omgnitor a single TG for all scan channels.

Emergency

If emergency is declared while thelkiatoup is locked, the radio will use the
Emergency Talkgroup first if it is defined. If no emergency Talkgroup is defined it will
use the Lock Talkgroup.
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5.14.8 P25 Unit Calls

Unit Calls (also called Individual Calls) can placed to a specific radio on a Project 25
channel if the Unit Call option button orenu parameter is programmed. Only the
individual ID of the target radio is sent (dkigroup ID is not sent). The radios that can be
called are pre programmed in the Unit Call list.

To receive a Unit Call, the RF channel o ttall must be selected or scanned and the
correct NAC and unit ID must be detectedeTB of the calling radio is then transmitted
back. To respond to the call, the radiostiobe programmed with the Unit Call option
button or menu parameter, and have a Qait programmed for #ID of the calling
radio.

Place and receive a Unit Call as follows:

1 To transmit a Unit Call, preghe Unit Call option button or select the Unit Call menu
parameter. The alias (tag) of the last Unit Call is displayed.

2 If required, press the Up/Down buttons to display the desired alias/ID. The alias and ID
of the calls that have been programmed are alternately displayed.

3 Press and release the PTT switch. The digpldigates the Unit Call ID. If no answer,
the system times out after 20 seconds.

4 When a Unit Call is received, three beepsrgbevery six seconds four times (if tones
are enabled), and “Call Rcvd” and the alias of the unit ID are alternately flashed.

5 To respond, select the Unit Call modegrgssing the Unit Call option button or
selecting the menu parameter.

If the call timer times out (set by progranmgp) or the channel is changed before a
response is made, the unit call mode is exited.

5.14.9 P25 Conventional Telephone Calls

Telephone calls can be placed and nesgtion P25 conventional channels. For P25
Trunked/Conventional/Smartnet/@artZone/Multi-Net Telephon€alls, the Land Mobile
Radio System must be connected to gted@e system. Usersalild check with the
System Administrator to seETelephone Calls are allowleon their system. Telephone
calls are programmed to operaieone of the following modes:

» Disabled
* Answer-only capability

 List only - Telephon@umbers can be selected from a programmed list only (direct
entry using the keypad is not allowed)
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» Unlimited - Telephone numbers can be selefrteuh a list and also dialed directly using
the keypad.

Both limited and DTMF keypad modelsrcplace telephone calls by recalling the
telephone number from a pre programmed list as just described. However, onfy DTM
keypad models can directly di@lephone numbers using the keypad.

5.14.9.1 AccesPe-Access Codes

P25 conventional telephone calls use an access code to access the system walgean placi
telephone call, and a de-access code to tamitme call when it is finished. These codes
are pre programmed in pairs by the Access/De-Access Code list selected on the
conventionaPer Systemscreen, and up to 16 pair can be programmed. Each conventional
P25 channel can be programmed to automatisallgct one of these code pairs. They

must match the system codes, and the defadk is *1P# (the P represents a pause).

5.14.9.2 Placing a Telephone Call

To recall from a list;

1 Select the conventional channel that is paogmed to select the desired access and de-
access codes.

2 Momentarily press the Phone option button or seledPtiume > Num Listmenu
parameter. The display indicates the last nemalialed by alternately displaying “Last
Num” and the telephone numbén addition, the phone nde is indicated by th-iggF
icon.

3 If required, press the Up/Dawnbuttons to display theedired number. The alias and
telephone number are alternately displayed.

4 Briefly press the PTT switch to send the acoeste. A dial tone sound should then be
heard. Briefly press the PTT switch agtirsend the digit®?roceed to Step 5.

To make a direct entry using DTMF keypad:

1 Select the conventional channel that is paogmed to select the desired access and de-
access codes.

2 Press and hold the Phone option butiohl a tone sounds or select fPeone > Enter
Num menu parameter. The alias of the last daitdephone number displayed if it is
in the phone number list. Otheisg, only the last eight digitee displayed. In addition,
the phone mode is inchted by thefigl icon.

3 Enter the telephone number using the 8-9nd # keys. To enter a pause (indicated by
“p"), press* #. The number scrolls to the left iretHisplay so that the eight right-most
digits are always displayed. Numbers uitdeen digits (including pauses) can be
entered.
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4 Briefly press the PTT switch to send the acaeste. A dial tone sound then be heard.
Briefly press the PTT switch again to send the digits.

5 Pressthe PTT switch to talk and releage listen. Since the radio operates half
duplex, it is not possible tolkaand listen at the same time.

6 When the telephone call iswished or if it could not be completed for some reason, end
it by pressing the Phone option buttorn<érl> button. This sends the de-access code
which tells the system that the call is fihed and that the repeater can be released.

5.14.9.3 Answering a Telephone Call

1 When atelephone call is réeed, “ringing” similar to astandard telephone is heard
and “Phone” is displayed.

2 To answer the call, press the Phone opbiotton or select that menu parameter and
press the PTT switch to ta#lnd release it to listen.

3 When the call is finishednd it as in the preceding Step 6.

5.14.10Call Alert

The Call Alert™ feature allows pages to be sent and received on P25 conventional
channels. The Call Alert Encode and Decodéong must be enabled to send or receive
an alert. Operation is similar to SMARIET/SmartZone and P25 Trunked channels.

To answer a page:

1 When a page is received, five beeps sound'Bage Rcvd” is displayed. The ID of the
radio paging you is stored as the last ID received.

2 To clear or ignore the page, press antjaopbutton. If the PTT switch is pressed, a
group call is placed on the selected channel.

3 To answer the page as a unit call (seei&e©), press the Unit Call option button or
select that menu parameter and the aliaseofdldio paging you is displayed. Press the
PTT switch and respond. One oétfollowing conditims then occur:

- If the radio being called is on the air, ring is heard until the called party answers or
for 20 seconds, whichever ocsdirst. If no answer oces within 20 seconds, a
continuous tone sounds and “No Answer” is displayed.

- If the radio being called is not on the air, a continuous tone is heard insteagiraf rin
and “No Ack” is displayed.

4 When the call is finished or if it coultbt be completed for some reason, end it by
pressing the Unit Catiption button or th&F1> (Exit) button.
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To initiate a page:

1 With a P25 conventional channel selecta@dmentarily press the Call Alert option
button or select that menu parameter. ales of the last ID called is displayed.

2 If required, press the Up/Dowuttons to display the desired radio. The alias of each
number is displayed.

3 Press the PTT switch or th&2> button and one of the following occur:

- If five beeps sound, the system receivedfghge and the paged radio is on the air and
received it. The page modeautomatically exited.

- If the system received thegmbut the called radio is not on the air, a single beep
sounds and “No Ack” is displayed aftex sittempts after the PTT switch is pressed.

5.14.11 Call History

If programmed, the Call History feature stores s of the last five radios that have
made talkgroup calls, unit calls, call alerts to the user’s radio. To view the Call History
list:

1 Access Call Alert or Unit Call List History from the menu. The first call displaged i
the most recent call received. Call History entries are indicated iy ‘aittn.

2 Scroll through the list to view up to 5 calla order from most recent to least recent.

5.14.12 Messaging

The messaging feature allows pre programmedsages to be sent to a dispatcher on P25
channels. Up to 16 messages can be pre progrdname they are identified by an alias. If
a Message option button or menu parametpragrammed, messages are sent as follows:

1 Momentarily press the Message option buttosalect that menu parameter. The alias
of the last message sent is displayed.

2 If required, press the Up/Dowiuttons to display the desd message. Then send the
message by pressing thEZ> button or momentarily presg the PTT switch. One of
the following evets then occurs:

- If five beeps sound and “Ack Rcvd” is displayed, the message was received and
automatically acknowledged by the system.

- If after five tries the message is not acknowledged, a tone sounds and “No Ack” is
displayed.

Note A smart console with messageeeiving capabilities must hesed to reeive messages.
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5.14.13 Status Messaging

The status messaging feature allows you to manually or autoryasiead your current
status to your dispatcher on P25 channgfsto eight status conditions can be pre
programmed, and they are identified by Aasa If the Status option button or menu
parameter is programmed, status conditions are sent as follows:

1 Momentarily press the Statogtion button or select that me parameter. The alias of
the current status condition is displayed.

2 To change the current status, press the Up/Down buttons until the desired status is
displayed. Then to send the status, pressH2e {Select) button or momentarily press
the PTT switch. One of the following events then occurs:

- If five beeps sound and ‘@& Rcvd” is displayed, the status was received and
acknowledged by the system.

- If after five tries the message is not ackierged, a tone sounds and “No Ack” is
displayed.

Note A smart console with message receiving télfies must be used to receive status
messages.

5.14.14 P25 Packet Data

P25 packet data transmission capabilitsniailable with model ES Series portables. A
P25 Packet Data option button (if programmadinenu parameter can be used to toggle
the data mode on and off. See Section 12 for details.

The P25 Packet Data mode allows a subscriber unit to act as a packet data modem for a
remote application connectéalthe subscriber unit throbgan RS-232. The standard
programming cable provides the RS-232 port (female DB9 connector) for conneeting th
external data equipmetud a ES Series portable.

5.15 Keypad Programming

Keypad programming can be enabled onlylifas been enabled at the factory and a
conventional mode option button or menu parameter is programmed for thadKeyp
Programming function. The keypad programming mode is indicated by “Ghmej’ Z2nd

L:I in the display.
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Note The Keypad programming feature is avaibd Federal Government users only. Users

regulated by the Federal Communicatidd@mmission are not allowed to have this
feature.

Keypad programming allows conventionahanel parameters such as the transmit and
receive frequency, Call Guard squelch code, and encryption key to be chHanged.
addition, several conventional mode timers can be changed. It canrssid® reprogram
disabled channels or any SMARTNEMartZone/P25 Trunked information.

Figure 5.1 Keypad Programming Menu Flowchart

Zone | |Channel _| System | | Channel
Change Change|  |Parameters| |Parameters
A A
 J  J Tx Freq |[<&®
Select Select “
Zone Channel Rx Freq

- S Ich Adj* [

‘Scan Hold Tlmer}<—> quetc J
Chan Spacing* |5

‘ Tx Timer }4—» P 9

- Key Select
‘ Penalty Timer k—» ey Selee

Strappin -
‘ Conver. Timer }4—» PPINg
Talk Grp |D** [

il

Chan Alias
<F1> = Exit/Back

<F2> = Select Tx Tmr On-Off

Up/Dowrr Scroll Tx Power

* Analog Only Tx Code/NAC
** Digital Only
*** Mixed Mode Ch Only

Rx Code/NAC

Tx Type Sel***

5.15.1 Menu Description

A menu system is used to select paggers in the keypad programming mode. A
flowchart showing the keypad programming maaenu structure is loted in Figure 5.1.
When the keypad programming mode isstdd by the Keypad Programming option
button or menu parameter, the first mentapzeter “Chng Zone” is displayed as just
described. Press the Up/Down buttons tolsthimough the available parameters which are
as follows.

« CHNG ZONE
* CHNG CHAN
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* SYS PARMS
* CHAN PARMS

Press the R2> (Select) button to select a hiigiited parameter, and press #tel>

button from one of the main mes to exit keypad programng. Pressing it in the other
menus returns to the previooenu. The Up/Down buttons are also used in several menus
to scroll through available ssitions. Additional information on this panaters is located

in the following sections.

5.15.2 Zone Password

Each zone can be programmed with a pasdwo prevent unauthorized reprogramming

of zone by keypad programming. When théssword is programmed, it must be entered
before system or channel parameters in that zone can be changed by keypad pnggramm
The zone password is programmed. A difféngassword can be programmed for each
zone.

Note Ensure that the zone passwords are not lost because they cannot be overridden in the
field.

When an attempt is madegelect a system or channel parameter in a password protected
zone, “Password” is flashed. Thassword is always eight digitsng and is entered using

the same procedure as used for the powegraggword described in Section 3.2. After the
password is entered, system and channel parameters for that zone can be reprogrammed
normally.

5.15.3 Zone Change Parameter

The “Chng Zone” menu parameter selects theezmntaining the ewentional channel to
be reprogrammed. It does not changezbne selected for normal operation.

Press the B2> button to select the “Chng Zone rpaeter and then scroll through the

programmed zones by pressing the Up/Down nsttéVhen the desired zone is displayed,
select it by pressing thé=2> button.

5.15.4 Channel Change Parameter

The “Chng Chan” menu parameter selectsctireventional channel to be reprogrammed.
Disabled or SMARTNET/SmartZone/P25 Trunladhnnels cannot be selected. This does
not change the channel setstfor normal operation.
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Note

Note

Note

Press the Select switch to select the “Chgn” parameter and then scroll through the
programmed channels by pressing the Wwb buttons. When the desired channel is
displayed, select it by pressing theézs button.

5.15.5 System Parameters

The “Sys Parms” menu parameter seléiotsconventional nmae timers to be

reprogrammed (see following}ress the <F2> button to select the “Sys Parms” parameter
and then press the Up/Down buttons to dispheydesired parameter. Then press the <F2>
button again to select it.

If “Password” is briefly displayed wheattempting to select a parameter, see
Section 5.15.2.

Scan Timer - Selects the Scan Hold timer. Fyélse Up/Down buttons to increment/
decrement the timer in 0.5-second steps frofmB0er set it to 0 seconds to disable it.
When the desired value is dispdal, store it by pressing thé&2> button.

Tx Timer - Selects the transmit time-out #m Press the Up/Down buttons to
increment/decrement the timiarl5-second steps from 0-225 or disable it by selecting
0 seconds. When the desired value $pldiyed, store it by pressing thEZ> button.

Pen Timer - Selects the penalty timer. Press the Up/Down buttons to increment/
decrement the timer in 15-second steps from 0-225 or disable it byrsge@seconds.
When the desired value is dispdal, store it by pressing thé&2> button.

Conv Timer - Selects the conversation timer. Rrédse Up/Down butins to increment/
decrement the timer in 30-second steps from 0-450 or disable it byrsge@seconds.
When the desired value is dispdal, store it by pressing thé&2> button.

5.15.6 Channel Parameters

The “Chan Parms” menu parameter seleagalowing conventionlachannel parameters

that can be reprogrammed. Press <F2> button to select the “Chan Parms” parameter and
then press the Up/Down buttottsdisplay the desired parameter. Then press the <F2>
button to select it. The squelcontrol parameters are unigquethe type of conventional
channel selected (analog or Project 25).

If “PASSWORD?” is briefly diplayed when attempting select a parameter, see
Section 5.15.2.

If a mixed mode channel is selected, both the Rx Code (analog) and Rx NAC (P25) can be

programmed. In additionf the Tx Type is Analog, a Tode is programmed, and if it is
Digital (P25), a Tx NAC is programmed.
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Tx Freq - Programs the transnihannel frequency. The didgpeing changed flashes,
and press the Up/Down buttons to select tmirdd number for that digit or enter it

using the keypad. Then press the23= button to move to the redigit if applicable. If
an invalid frequency is entered, a beep sisufinvalid” is briefly displayed, and the
number must be re-entered.

Rx Freq - Programs the receive frequencg same as the preceding Tx Freq.

Sq Adj (Analog Only) - Changes é&preset squelch setting on that channel. The default
setting is “0” and values of —7 to +7 candmected. Increasirpis setting toward +7
causes the squelch to open sooner so that weaker signals can be received, and
decreasing it toward —7 gses the opposite to occur.

Note The channel spacing is not set with P25 channels because it is always narmdive an
squelch cannot be changed because thengaticritical for proper receiver operation.

Chan Spc(Analog Only) - Selects either widg narrow band channel spacing on
analog channels only. Press the Up/Dowtidns to select “Wide” or “Narrow”, and
when the desired setting is disyda, store it by pressing thé&2> button.

Note The next two parameters are programmed dfrilye radio is progammed for encryption.

Key Select- Selects the encryption key for theaamel if applicable. The key storage
location of 0-63 or 1-64 is displaydfino keys are programmed, “No Keys” is
displayed. Refer to Section 11.2 for more information.

Strapping - Selects the encryption strapping mdatethe channel as Clear, Secure, or
Switched. Refer to Sectidil.3 for more information.

TG ID (P25 Only) - Selects the talkgrotgr the selected channel. Pre$2s= to
display the current talkgroup ID and then preB2><again to enter a different ID from
0-65,535. This number must be entered directly using the DTMF keypad.

Channel Alias- Programs the alias for the chanfiglf MF keypad models only). Up to
ten characters can be entered. Préss><once to display the current alias and then
press it again to program a new alias. Aiphmeric characteese programmed using
the 0-9 keys. Pressing a key once enteréittsidetter on the keynd then pressing it
successive times enters thédes and the number on tkey. For example, press the
“2" key twice to enter “B”. Press theF2> key to move to the next position or press it
twice to enter a space.

Tx Timer - Enables or disables the time-omeir on the current channel. Press the
Up/Down buttons to selethe on and off mode, and when the desired setting is
displayed, store it by pressing thEZ> button.

Tx Power - Selects the desired power output lefAgess the Up/Down buttons to scroll
through the following choices. When the desired setting is displayed, store it by
pressing the 2> button.

- Power High - Select High transmit power

- Power Low - Select Low transmit power
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- Power SW - Switchable power selectablghmy High/Low power button. This choice
is not available if that button is not programmed.

5.15.6.1 CTCSS/DCS Sdué€lantrol (Analog Channel)

Tx Code - Programs the transtnCall Guard (CTCSS/DCSjode. The currently
selected code and is initialtiisplayed. Press the Up/Downttans to select the desired
code type (CTCSS analog BCS digital). Then pressk2> to select it and enter the
code number similar to programmiaghannel frequency as just described.

Rx Code- Selects the receive codes the same as Tx Code above.

5.15.6.2 NAC Squelch Control (Project 25 Channel)

TX NAC - Programs the transmit Network Access Code (NAC) which can be any
number from 0-4095. With later models, this number is displayed in hexaddaim
000-FFF. The procedure is similar to pragming a TX FREQ just described. If an
invalid code is entered, a beep sounds, “lidi@s briefly displayed, and the code must
be re-entered.

RX NAC - Selects the receive NAC the same as RX NAC above.

Transmit Type (P25 Mixed Mode Only) - If the selected channel is a mixed mode,
analog and P25 channel, this selects thestnétrtype. Either Analog or Digital (P25)
can be selected. This then determineslik&ode or Tx NAC is programmed above.

5.16 Text Messaging

5-34

Note

If enabled, portable radidsave full two-way text nesaging capability (digital
conventional mode only).

Text messaging requires a full (DTMF) keypall text messages, either sent or received,
are limited to 200 characters.

5.16.1 Data Setup for Text Messaging

A portable radio can send a text message tdhanoadio on a digital conventional channel
regardless of whetherdlchannel uses a repeater.

The radio’s text message metentains the item “Set R to RThe default for this setting
is enabled, in which the flowing capabilities are operable:

» A text message can be sent betweeliosaon a simplex digital channel
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» A text message can be sent between raatios digital channel with a repeater (if
repeater talk-around is enabled)

» The repeater in use is programmed for Repeated Data mode (not supported lQOEFJ 26
repeaters)

If “Set R to R” is disabled:

» A text message can be sent between ramhios digital channel with a repeater if
PCTextMessage is connected to that repéatieradios must be dynamically registered
to the repeater)

» A text message can be sent between a radio and PCTextMessage on a digital
conventional channel (if PCTextMessage is connected to that repeater)

5.16.2 Sending a Text Message

A text message can be sent to anotheoradio a user of PCTextMessage, depending
upon the setup described in paragraph 5.16.1.

To send a text message:

1 Press the assigned text messaging buttoselect text messaging from the menu. The
Messaging Entry list appears.

2 Select the desired message destination from the list:
- “Dispatcher” - the message will be sent to a user of PCTextMessage
- Unit ID - the message will be sent to thdicawith the unit ID selected from the list

- “Dir Entry” - the message will be senttioe unit ID enteredhanually by the user

3 When the destination is selected, pressRB button (or the P button). The Text
Entry screen appears.

4 Enter the text of the message:

The “2” through “0” buttons scroll throughe letters shown on their respective
nameplates

- The “1” button scrolls tlmugh symbols that can be inserted in the text string

The “#” button inserts a space

- The “*” button is backspace

5 When the text message is fully entered, press PTT to send it.

If the message is to be routed via PCMedsage, a message will be received that
acknowledges that the mesedtas been forwarded.
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Note

If “R to R” is enabled (paragraph 5.16.&) acknowledgement m&age is not received.
Instead, the display will show “Msg Sent”.

5.16.3 Receiving a Text Message

When a text message is received, a shtatrating tone is sounded and the display
flashes “Text Msg”.

To view the message, press the assignddiessage function button. The sender’s Unit
ID (or alias, if programmed) will be displayed for approximately one second. Following
this, the text of the message is shown.

If the message is 10 characters or lessngtlg the text will remain stationary on the
display.

If the message is longer than 10 chanactiéne text will scroll across the display.
» To pause scrolling, press the F2 button.
* If desired, adjust the messagesition using the up/down rocker

» To resume scrolling, press the F2 button again

The message displayed is thessage most recently receivéd view messages received
earlier, refer to paragraph 5.16.4.

5.16.3.1 Replying to adeived Text Message

To send a reply to a received text message:

1 While viewing the received message, ptbesF4 button. The unit enters the text
message sending mode of paragraph 5.16.2.

2 Send the text of the reply accordinghe instructions of paragraph 5.16.2.

5.16.4 Viewing Previously Received Messages

To view previously received messages:

1 Press and hold the text message button, or select the text message menu item, and select
“View Msg”. The display willshow “Message 1", which the most recent message
received.

2 Use the up/down rocker to move tbogh the list to the desired message.
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3 To view the message text, press F2.
If you wish to reply to the messagefer to paragraph 5.16.3.1.

Note Text messages are retained only while thaiods powered up. If power is removed, all
text message data is lost.

5.17 Sending Global Positioning System (GPS) Data

If the radio is setup for operation with a GReSeiver (see paragraph 4.13), GPS data can
be sent to a properly configuregpeater (digital conventional only).

Examples of GPS data sent are:

+ Latitude (e.g., 4¢65.32'N)

« Longitude (e.g., 923.41'W)

* Time (e.g., 14:23:15)

 Altitude in meterge.g., 390.2)

+ Course Over Ground (e.g., COG 183.4
* Speed (e.g., 55 MPH)

» Date (e.g., 26NOV2008)

* Number of GPS satellisecurrently received

GPS data can be sent manually, automaticailpn system request, depending upon the
options enabled.

5.17.1 Manually Sending GPS Data

If so configured, the radio will send GPS data (to a properly configured repelassr}ive
assigned GPS button is pressed and held.

5.17.2 Automatically Sending GPS Data

If the radio’s GPS “Auto Transmit” option @abled, the radio will automatically send
GPS data at predetermined intervals.
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5.17.3 Sending GPS Data in Response to System Request

If so configured, the radio accepts P25 datpuests for GPS data, and responds (over the
air) with the current GPS data.

5.18 Fire Ground Mode
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Fire Ground Mode allows any radio optioned for Fire Ground Commander Mode to
operate in Fire Commander Mode, and aryssuber optioned for Fire Ground First
Responder mode to run inr€iResponder Mode. A radio can be programmed for both
modes; however, the radio can only operatene of the modes at a time. The user must
exit the current mode tenter the opposite mode.

The intended set up te have one radio running in Fire Commander Mode, and remain
outside the emergency site.eltemaining radios operating at, and inside, the emergency
site should operate in FiResponder Mode. The Fire Commander can issue Evacuation
Alerts to notify the First Regmders they must evacuate.€lfire First Responders can
perform a Communicatio@heck to determine their signatesigth to ensure they are in
range of the Fire Commander.

Each radio can be programmied up to four Fire Commander buttons (Fire Commander
1 through Fire Commander 4), and ugdor Fire First Responder buttons (Fire
Responder 1 through Fire Responder 4). Each Fire Mode can be selectivelynpredra
for specific Fire Commandend Fire Responder options. Each Fire Mode can also be
programmed to operate on a designated mbleor the current selected channel. If a
designated channel is chosen, the radioamtbmatically switch tthe designated channel
when that Fireviode is entered.

There are times when P25 digital voicdétter than analog voice. Under these
circumstances it is best to operate inR2& digital voice mode. If programmed, the radio
will change its transmit mode, based on sigtiangth, from analog to P25 Digital. If the
radio receives carrier with a RSSI below the Fair RSSI threshold, the radio will
automatically switch its transntigpe from analog to P25 Digltar his will be evident as
the received audio should sound suddenlyraléthout background static as heard on an
analog channel.

Locked Radio Option- The user can choose to have ddfa radio controls locked while
in Fire Mode and is set by programming. listbption is enabled, the radio will lock the
front and side buttons. Additionally, the raaian be programmed to lock the Channel
Selector, Volume Knob, Fro@nly Keypad, and Toggle switc No matter the keypad
lockout options programmed, Fire Mode the subscribarill always allow the buttons
for Emergency, Comm Check, Evac Alemd the button progranmed to initiate Fire
Mode, as it will be used to cancel Fire Modiae radio will not powedown while in Fire
Mode. Fire Mode must manually leeited for power down to occur.
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Out of Range- When programmed, the Fire Comnaer will send out a beacon at the
programmed beacon time intervHIthe Fire Responder does not receive a carrier event,
with an RSSI above the OOR threshold, within its programmeR Mactivity Duration
time, it will go OOR to notify the user theyeano longer in receiving range of the Fire
Commander radio.

An Out of Range Beacon can be programmed for the Fire Commander in five second
intervals from 5 — 80 seconds. When prograed, the Fire Commander will send out a
beacon at the programmed interval. An OuRahge Indicator can lrogrammed for the
First Responder in five sed intervals from 7 - 82 secosidWhen programmed, if the
First Responder fails to receive a beafrom the Commandédor the programmed
duration, the First Responder will emit an OOR tone and display “Out of Range” on the
display until a carrier event with an RSStdéabove the OOR RSSI threshold is received.

Note The slight offset between timers is necessary to avoidttie momentarily going out of
range and then back in range.

Communications Checkcan be programmed to any radinit is intended for, and only
works with Fire Mode radio$nly radios that are optioned for Fire Ground First
Responder, and currently in Fire Resgg@nmode, can issue a “Comm Check.” When
pressed, the responder will sound one of sdvenes to indicate the RSSI range the
Responder radio is currently. ifihis feature will only worlon digital channels and can
only be programmed as a function button.

When the “Comm Check” button is pressedadResponder radio, the Responder requests
the current RSSI level from the Commandaeligalf in range, the Commander radio will
respond with the RSSI level. If the RSSldeis Excellent or God, the Responder will
sound a Talk Permit Tone. If the RSSI leigeFair, the Responder radio will sound two
beeps. If the RSSI level is Poor or OORs Responder radio will sound four beeps.
Please refer to the Conventional RSSI Guideaftist of RSSI thresholds to use when
programming this feature.

This feature makes use of the P25 SigmaRetry Attempts and Retry Response Timer
settings defined for the radio. If the CommeCh retries to compt®n and the Responder
Out of Range Indicator featui®enabled, the radio will gout of Range. If not enabled it
will display No Ack for two seconds.

Comm Check works in either simplex mode or through a repeater configured for data
repeat mode, both of which require a Responder and Commander radio. Currently the
EFJohnson infrastructure dosast support the process of Comm Checks so a Commander
radio is required.

Evacuation Alert can be programmed to any radio, but is intended for, and only works
with Fire Mode radios. The B¢ Alert is sent by the Fire Commander radio and received
by the Fire First Responder. The Fire FRgisponder radio will warn the user with and

Evac Alert tone and message to notify the user to evacuate. This feature will only work on
digital channels and can only be programmed as a function button.
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Any radio can program an Evac Alert buttonwewer, only subscribers that are optioned
for Fire Ground Commander, and currently in Fire Commander Mode, carais&ac

Alert. A press and hold is required for aetiion. If an Evacuation Alert message is
received by the Fire Responder radio, the subscriber will flash “Evac Alert” on the display
and sound the Evacuation Alert tone.

Any button press will silence the Evac Alewhe but only a PTT press will cancel the

Evac Alert display message and exit the Evac Alert state. A Fire Resppuihderiber

will only process one Evac Alert message g\ seconds to avdimultiple Evac Alert
tones sounding. This feature makes use of the P25 Signaling Retry Attempts and Retry
Response Timer settings defined for the radio.

Evac Alert works in either simplex mode ordbgh a repeater configured for data repeat
mode, both of which require a Responder and Commander radio. Currently the EFJohnson
infrastructure does not support the sendingwdc Alert messages so a Commander radio

is required.

TheAudible RSSI can be programmed to provide the Fire First Responder an audible
indication when the RSSI drops below certhiresholds indicating a poor coverage area.
When enabled, the First Resplen radio will measure RSSI at the beginning of a call and
may provide tone notifications after thdléa over. The followng provides the tones

heard in each RSSI range.

Table 5.1 RSSI Tones (Fire Ground Mode)

RSSI Level RSSI Indicator Bars Tone Heard
Above Good 3 or 4 bars No tone
Above Fair, Below Good 2 bars 2 beeps
Above OOR, Below Fair 1 bar 4 beeps
Below OOR “X” 4 beeps
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TrunkedFeatures

An overview of the SMARTNE®/SmartZon® and P25 Trunked operating modes is
located in Section 3.9. Thellimwving information describethe features unique to these
modes of operation. Refer to Section 4, Radio-wide Features for information ondeature
common to all operating modes.

6.1 Analog and Digital Operation

Either analog or digital operation can bees&d for communication on SmartZone traffic
channels. Operation for each talkgroupdsdd on system programng. Digital operation

is an optional feature. Smartt®&martZone can be either anglor digital operation, P25
Trunked operation is digital.

6.2 Standard Group Calls

Standard group calls may be placed to another radio, group of radios, or a dispatcher,
depending on programming. Most calls are pig this type. Proceed as follows to place
and receive group calls.
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6.2.1 Placing a Standard Group Call

To place a Standard Group call:

1 Turn power on and set the volume as desdrin Section 3.1. Select the channel
programmed for the talkgroup you want to call (see Section 3.3).

2 If the talkgroup is programmed for encryptiand is not strapped to Clear or Secure,
select the desired mode by pressingGlear/Secure option button or selecting that
menu parameter. The status cannot be clthifigiee talkgroup is strapped to Clear or
Secure. When you changeSecure mode, the display will briefly display the Key
Alias assigned to this encryption key.f&eto Section 11.3 fomore information.

3 Press the PTT switch and begin talking. dytional talk permit tone may sound to
indicate when talking can begin. &ws that may occur are as follows:

6-2

If in the secure mode and your radiomd programmed witthe proper encryption
key, “Key Fail” is displayed and the call mum made in the clear mode or the proper
key must be programmed.

The user hears the key fail tone, and wit be allowed to transmit until secure
mode is disabled or the prapgeey is loaded to the radio.

If the busy tone sounds and “Busy” is d&ped, the system is busy. Release the PTT
switch and wait for the call lo& tone to sound. Thepress the PTT switch within
three seconds.

If a continuous tonsounds and “Out of Rng” is dilgyed, you may beut-of-range.
Drive closer or away from shielding objects and try again.

If your unit ID is denied, the radio will nefffiliate and is denied system access if the
Unit ID is not programmed on system.

If an attempt is made to change an anakdffrom the clear to secure mode and there
is no available secure channel, “No Secusdlashed, an error tone sounds, and the
call is terminated. (SmartNet Only)

If an attempt is made to change aalag channel from the secure to clear mode,
“Sec Only” is displayed, an errorrte sounds, and the call is terminated.

If the secure mode is selected by the $&/€llear option button or menu parameter
and an attempt is made to transmit on anctel strapped as clear, “Clear Only” is
displayed and the transmission is denied. Wwike, if the clear mode is selected and
the channel is strapped as secure, “Sec’Oslgisplayed and the transmission is
denied.
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6.2.2 Receiving a Standard Group Call

Calls are received on only the talkgroup and/or announcement group programmed for the
selected channel (with scanning disabled). Wtherselected channislprogrammed with

both Talk and Announcement groups, only the Talk and Announcement group IDs are
detected. Other IDs in the Announcement grate detected only if no talkgroup is
programmed.

When a group call is received, the alias @af sklected channel is displayed. The radio can
be programmed so that the followingaiso displayed for 0.5-7.0 seconds or
continuously during the call.

PTT ID- The unit ID of the radio placing the call is displayed.

TG on Rx - The alias of the talkgroup on whitte call is being received is displayed
(typically for useby technicians).

User Group ID - If the group ID of the call being received is included in a pre
programmed User Group ID list, the aliasgmammed in that list for that group is
displayed.

Received Key ID The Key ID (or the alias, if presgmmed) of the key used to decode
the call is displayed.

6.3 Private (Unit-To-Unit) Calls

Note

Private calls allow callto be placed to a specific radiait. Either the Enhanced Private
Conversation™ or standard Private Conversation modes may be programmed depending
on the capabilities of the radio system. Oneedéhce between thesdldgpes is that the
Enhanced type provides an indication that¢hlled radio is not on the air and the

standard version does not. Ogiwn in each of these modiesdescribed in the following
information.

With P25 Trunked operatiothese calls are called Unit Calland they function the same
as Enhanced Private Conversation calisscribed in the following information.

The Private Call option button is required tage these calls, and either that key or the
Call Response option button igjtéred to receive them. Private calls are programmed to
operate in one of the following modes:

» Disabled
» Answer-only capability

 List only - Unit IDs can be selected from a&programmed list only (direct entry using
the keypad is not allowed)
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» Unlimited - Unit IDs can be selected frontist and also dialed directly using the
keypad.

Both limited and DTMF keypad models clh@ programmed to recall the unit IDs from a

preprogrammed list. However, only DTMF keypaddels can be programmed to directly
dial unit IDs.

6.3.1 Placing an Enhanced Private Conversation Call

To recall from a list;

1 Momentarily press the Private Call option buttorselect that menu parameter and the
alias of the last called radio is display&te private call mode is indicated ﬁ_ﬁ in
the display.

2 If required, select another radio by presgimg Up/Down buttons until the alias of the
desired radio is displayed.

3 Press the PTT switch or th&2> button to initiate the call.

(Proceed to the bulleted list v follows Item 3 in theext section for events that may
occur next.)

To make a direct entry using the DTMF keypad:

1 Press and hold the PrivatelGaption button until a tone sods. The last ID called is
displayed, and the private call magdendicated by [ in the display.

2 Using the 0-9 keys, dial the ID of the radio you are calling (five digits for Private calls
and eight digits for Unit calls). To erase tast digit, press the Down button, and to
cancel the call, press theivate Call Option button again.

3 Press the PTT switch to initiate the call. If the entered number is valid, theydispla
indicates the alias of the ID if it matcheslanin the call list. Otherwise, the ID you
entered continues to be displayed.

Events that may thewccur are as follows:

- If the radio being called is on the air, “Wait” is displayed and ringing is heard until
the called party answers or until the systterminates the call, whichever occurs
first. Pressing the PTT switch or an optioutton stops the ringing but not the call.
When the call is answered, theia® of the called party is heard.

- If the called radio does not answer, a cwmus tone sounds and “No Answer” is
displayed.

- If the called radio is not on the air, a continuous tone sounds instead of the ringing
tone and “No Ack” is displayed.
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- If the busy tone sounds and “Busy” ispliayed, the called radio has answered the
call but the system is busy. When the sysiemo longer busythe call back tone
sounds.

- If your radio or the called radio is inhibited or not programmed to make thsofyp
call or for the requested secure mode, “Rpnly/” is displayed and an alert tone
sounds.

- If your radio does not have the proper gption key, “Key Fail” is displayed and the
call must be made in the clear modepbgssing the Clear/Secure option button (if
strapped to switchable). Otherwise, load the correct key.

4 When the call is finished or is not answered, end it by pressing the Private Call option
button or the<F1> (Exit) button.

6.3.2 Placing a Standard Private Conversation Call

To recall from a list;

1 Momentarily press the Private Call option buattwr select that menu parameter. The
alias of the last called radio is displayadd the private call mode is indicated by

ﬁ_ﬁ in the display.

2 If required, select another radio by pressimg Up/Down buttons until the alias of the
desired radio is displayed.

3 Press the PTT sw or thé&2> button to initiate the call.

(Proceed to the bulleted list which follows Item 3 in the next sefidicevents that may
occur next.)

To make a direct entry using DTMF keypad:

1 Press and hold the Private Call option button until a tone s¢apdsoximately one
second). The last ID called is displayedd &éme private call mode is indicated by

ﬁ_ﬁ in the display.

2 Using the 0-9 keys, dial the ID of the radio you are calling (five digits for Private calls
and eight digits for Unit calls). To erase thst digit, press the Down button, and to
cancel the call, press the Private Call Option button again.

3 Press the PTT switch to initiate the cHlthe entered number is valid, the display
indicates the alias of the ID if it matcheslanin the call list. Otherwise, the ID you
entered continues to be displayed.

Events that may then occur are as follows:

- The called party answers the call.
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The called party does not answer. Press the Private Call option buttBh~o¢EXxit)
to end the call.

If the selected radio ID is not valid, “lalid ID” is displayed and an alert tone
sounds.

If the radio system is busy, four low tones sound and “Busy” is displayed. When the
system is no longdyusy, the call back tone (four beeps) is heard and the channel is
automatically acquired. Press tR&T switch to continue the call.

If the call is in the secure mode and the radio does not have the propgtien key,
“Key Fail” is displayed and thcall must be made in the clear mode by pressing the
Clear/Secure option button or selectingtttnenu parametéif strapped to
switchable). Otherwise, load the correct key.

4 When the call is finished or if it is nahswered, end it by pressing the Private Call
option button or th&F1> (Exit) button.

6.3.3 Receiving a Private Call (All Types)

When a private call is received, “Call Rcvid displayed and the call tone sounds once.

To answer the call, press the Private Callapbutton or select that menu parameter and
then press the PTT switch and begin spggkihe unit ID of the calling radio is
displayed. More information follows:

If the PTT switch is pressed beforetRrivate Call option button, the call is
transmitted as a group call.

If private calls are not permitted (the Rxig Call option button/menu parameter is not
programmed), press the Call Response offtigton or select that menu parameter to
answer the call.

Ring times for both Tx and Rx radios are programmable in P25 Trunking, which sets
the maximum ring time of the target radvhen receiving ptne and unit-to-unit

calls. When this time expirethe call is automatically dcontinued. Times of 61-120
seconds can be programmeith/61 seconds the default.

The Private Call Maximum Int Ring pameter sets the maximum time the initiating
radio rings when placing a unit call (phone calls not included). Ringing stityes
target radio answers before this timer egpi Times of 1-255 seconds or infinite can
be programmed, with 30 sawds the default. If infinite is programmed, ringing
occurs until the target radio answers.)

If the system is busy when a resperis made, the busy tone sounds.
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6.4 Telephone Calls

The telephone call feature allows telephone t¢all® placed and received over the public
telephone system using your radio. P@5 Trunked/Conventional/Smartnet/SmartZone/
Multi-Net Telephone Calls, thHeand Mobile Radio Systemust be connected to a
telephone system. Users should check wighSkistem Administrator to see if Telephone
Calls are allowed on their spsh. Telephone calls are prognamed to operate in one of
the following modes:

+ Disabled
* Answer-only capability

 List only - Telephon@umbers can be selected from a programmed list only (direct
entry using the keypad is not allowed).

» Unlimited - Telephone numbers can be selected from a list and also dialed directly
using the keypad.

Both limited and DTMF keypad models calace telephone calls by recalling the
telephone number from a pre programmeddssjust described. However, only DTMF
keypad models can directly dial telephanugnbers using the keypad. The keypad remains
active during a call for overdialing DTMF digits.

6.4.1 Placing a Telephone Call

To recall from a list;

1 Momentarily press the Phone option key or ddlemt menu parameter. The alias of the
last called telephone number is displayEe interconnect call nu is indicated by

1o in the display.

2 If required, press the Up/Dowuttons to display the desired number. The alias of each
number is displayed.

3 Press and release the PTT switch and “Dialinglisplayed. Refer to the bulleted list
following Step 3 below for eants that may then occur.

To make direct entry using DTMF keypad:

1 Select the menu parameter or press and hold the Phone option button until a tone
sounds. The alias of the last called telephmumaber is displayeifit is in the phone
number list. Otherwise, the last eightitsgpf the last called telephone number are
displayed. The interconnect call modendicated b)‘E‘ in the display.

2 Enter the telephone number using the 8-9nd # keys. To enter a pause (indicated by
“P"), press* and then #. To erase the last digit, pressfte> button. The number
scrolls to the left in the display so that #ight right-most digits are always displayed.
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Numbers up to 32 digits (including p@s3 can be entered. Press the Phone option
button to cancel the call.

Press and release tR&T switch and “Dialing” is displaygk Events that may occur are
as follows:

- If the access is successful, a dial tone soamdisthe dialed number is displayed and
sent. Either ringing or a busy signal igmhheard as with a standard telephone call.
When the called party answers, pressRfi@ switch to talk and release it to listen
(since the radio is half-duplex, it is notgsible to talk and listen at the same time).
Each time the PTT switch is released, a go-ahead tone is sent to the landgitte pa
indicate when they can respond. To dialumber after the connection is made, press
the PTT switch and dial the number using the microphone keypad.

- If the selected telephone numbinot valid, “Invalid” isdisplayed and an alert tone
sounds. Select a valid number.

- If the system is busy, “Busy” is displed and the busy tone sounds. The call will
automatically proceed whendlsystem becomes available.

- If you are out-of-range or the radio canbetaccessed f@eome reason, “No Phone”
is displayed and aalert tone sounds.

- If the interconnect call you are makingtbe selected secure mode is not authorized,
“Reject” is displayedad an alert tone sounds.

- If your radio does not have the proper encryption key, “Key Fail” is displagd the
call must be made in the clear mode using the Clear/Secure option buttenwor m
parameter (if encryption is selectable oa thhannel). Otherwise, load the proper
encryption key.

When the telephone call is finished or i€dtuld not be completed for some reason, end
it by pressing the Phone option buttor<éil> (Exit) button.

6.4.2 Answering a Telephone Call

To answer a telephone call:

1

When a telephone call is reged, “ringing” similar to a standard telephone is heard
and “Phone” is displayed.

To answer the call, press the Phone option button or select that menu paeardet
press the PTT switch to talk and release itsieh. Since the radio operates half duplex,
it is not possible to talk and listen at the same time.

When the call is finished, end it by pressing the Phone option buttdfilor(EXit)
button.
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6.5 Call Alert

The Call Alert™ feature allows pageshe sent and received. With SMARTNET/
SmartZone operation, eithiére Enhanced Private Conveiea™ or Standard Private
Conversation mode may be programmepleateling on the capdities of the radio
system. With P25 Trunked operation, @i@m is similar to the enhanced mode.

6.5.1 Answering a Page

To answer a page:

1 When a page is received, five beeps sound'Bage Rcvd” is displayed. The ID of the
radio paging you is stored as the last ID received.

2 To clear or ignore the page, press antjaspbutton. If the PTT switch is pressed, a
group call is placed on the selected channel.

3 To answer the page as a private or gait (see Section 6.3), press the Private Call
option button or select that menu parameter. If the ID of the radio paging youes in th
call list, the display will toggle between tlalling ID and the alias. If not, only the
Calling ID is displayed. Press the PTT switaid respond. One of the conditions that
follow may also occur:

Enhanced Private Conversation Mode

« If the radio being called is on the air, ring is heard until the dlad party answers or
until the system termates the call; whichever occurs first.

Standard Private Conversation Mode

« If the radio being called is not on the airdwes not answer, you will simply not hear a
response.

* When the call is finished or it could inee completed for some reason, end it by
pressing the Private Call option button or #ftd> (Exit) button.

6.5.2 Initiating a Page

To initiate a page:

1 With a SMARTNET/SmartZone or P25 Trunikehannel selected, momentarily press
the Call Alert option button or select thatmugparameter. The alias of the last ID
called is displayed.

2 If required, press the Up/Dowauttons to display the desiteadio. The alias of each
number is displayed.
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3 Press the PTT switch or th&2> button and one of the following occur:

- If five beeps sound, the system receivedfghge and the paged radio is on the air and
received it. The page modeautomatically exited.

- If the system received thegmbut the called radio is not on the air, a single beep
sounds and “No Ack” is displayed 6 sedsrafter the PTT switch is pressed. Auto
exit then occurs.

6.6 Messaging

The messaging feature allowsprogrammed messages to betse a dispatcher. Up to
16 messages can be preprogrammed, and they are identified by an alias. If a Message
option button or menu parameter isgrammed, messages are sent as follows:

Note This feature is not availablwith P25 trunked operation.

1 Momentarily press the Message option buttosalect that menu parameter. The alias
of the last message sent is displayed.

2 If required, press the Up/Dowiuttons to display the desd message. Then send the
message by pressing thEZ> button or momentarily presg the PTT switch. One of
the following evets then occurs:

- If five beeps sound and “Ack Recvd”désplayed, the message was received and
automatically acknowledged by the system.

- If after five tries the message is not acknowledged, a tone sounds and “No Ack” is
displayed.

Note Only the message number assigtethe alias is sent — not thetaal text of the alias. For
example, if MSG 1 is assigned to alias “In Service”, “MSG 1" is sent — not “In Setvi

6.7 Sending Status Conditions

The status feature allows you to send yourent status to your dispatcher. Up to eight
status conditions can be preprogrammed, and they are idemjfian alias. If the Status
option button or menu parameter is programmed, status conditions are sent as follows:

1 Momentarily press the Status option buttors@lect that menu parameter. The alias of
the current status conditiondssplayed. (Status can albe selected from the menu.)
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2 To change the current status, press the Up/Down buttons until the desired status is
displayed. Then to send the status, pressH2e {Select) button or momentarily press
the PTT switch. One of the following events then occurs:

- If five beeps sound and ‘@& Rcvd” is displayed, the status was received and
acknowledged by the system.

- If after five tries the message is not ackiexiged, a tone sounds and “No Ack” is
displayed.

Note Only the status number assigned to the d@basent — not the actual text of the status
condition alias itself.

6.8 Emergency Alarm and Call

Emergency Alarms and Calls are separatetfans that can be individually enabled or
disabled on each SMARTNET/SmartZonel&25 Trunked system. The Emergency
option button (or menu parameter) is regdifor these functions. Other emergency
features are as follows:

» Emergency Alarms are transmitted on thiected talkgroup if emergency calls are
disabled, and on the emergency talkgroup if emergency calls are enabled.

» Emergency Call talkgroup selection priorisyas follows. For example, if a global
emergency channel is not programmed, éimergency talkgroup of the selected
channel is used and so on.

a Global (radio wide) emergency channel
b Emergency group of the selected channel
c Talkgroup of the selected channel

d Announcement group of the selected channel

6.8.1 Emergency Alarms

An emergency alarm is a special transmission that alerts a dispatchesro€egency
situation. It is sent automatically by pregsthe Emergency optidsutton (on the radio or
on the external mic, depending upon pergming), or selecting the Emergency menu
parameter. The system to which the emeecgechannel is linkedhust have Emergency
Alarms enabled. If not, Emergency Alarms digabled. The alarm is sent on the control
channel.
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Proceed as follows to send an emergency alarm:

1 If required, press the Emergency option buttosadect that menu parameter. The radio
then automatically trangis the emergency alarm.

2 Either Normal or Silent operation can fp@grammed. With the Normal mode, the red
LED lights, the emergency tone soundsj &BMERGENCY” flashes in the display.
This indication continues todth until the alarm mode is ended (see Step 4). If silent
programmed or the Surveillance mode is selected (see Section 4.10), none of these
indications occur. If “No Redee Activity During Emergeng’ is programmed, receive
audio, the front panel LED, and receigens are disabled in the receive mode.

3 When the emergency alarmasknowledged, “Ack Rcvd” is briefly displayed and the
emergency acknowledge tone (five beegm)nds. Silent operation may also be
programmed in which case no tone sounds and there is no indication that an
acknowledgment occurred.

4 The radio continues to transmit this megsantil an acknowledgment is received or
the programmed number of attempts hbgen made. The emergency alarm mode is
exited when radio power is cycled or by pressing and holding the Emergeimy opt
button.

6.8.2 Emergency Call Alert

This feature notifies a user when an emergeamad! is being made on their selected P25
Trunking Talkgroup.

If an emergency call is received by the raalicthe selected channel, the emergency alarm
ACK tone will sound (5 consetiue tones), and the “Emefgcvd” message will display,
followed by the unit ID of the emergencyia. If any other emergency calls are made
after this initial one using a different radioettone will not soundyut the unit ID will be
updated to reflect the most recent emergerail. To exit this state, press the button
programmed for “Emergency CléaT he radio should return its normal display, and the
“Emerg Rcvd” message shld no longer show.

6.8.3 Emergency Calls

An emergency call urgently requests accessvoice channel (an emergency tone usually
does not sound at the console unless thascatimbined with an Emergency Alarm). An
emergency call is placed by pressing th@ Bitch after pressing the Emergency option
button or selecting the Emergency menu paater. If the Emergency Hot Mic feature is
enabled, the emergency call is automatically transmitted without having to pr&sBlthe
switch (see following description).
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6.8.3.1  Emergency Hot Mic

If Emergency Hot Mic has been enableddmergency calls, &matic transmitting

occurs with microphone audio unmuted withbaving to manually press the PTT switch.

The automatic transmit period is programmed for 10-120 seconds in ten-second intervals.
If the “Increment by 1” option is enabledgthutomatic transmit period is programmed for
1-12 seconds in one-second mtds. If this feature or emergency calls are not enabled by
programming, automatic transmmily does not occur. This fese is initiated only on the

first press of the Emergency button. Sedpsent presses do not trigger automatic
transmissions. To reset this function, cyptaver or press and hold the Emergency button.

6.8.3.2  Placing an Emergency Call

1 If required, select a channel of a systemwhich Emergency Calls are enabled and
press the Emergency option button or select that menu parameter. The Egnergenc
Alarm is then sent as describedSection 5.9.1 if applicable.

2 Emergency Alarm entry is displayed upon the pressing of the Emergenay.butt
Console Ack is displayed when an ackeaseived back from the console for an
Emergency Alarm, indicating that thesgatcher acknowledges the emergency.
Emergency Exit is displayed when the ugersses and holds the emergency button.
Below are the toes for Emergency.

Console Emergency Alarm | Emergency Alarm | Two 1000 Hz 175 ms tones with

AcknowledgementAck Acknowledged 50 ms spacing followed by Three
Successful 1000 Hz 175 ms tones with 150

ms spacing

Emergency Alarm Emergency Button | Emergency button has000 Hz continuous tone for 175

Entry Press been Pressed ms.

Emergency Exit Emergency Canceled Emergency is| 1000 Hz continuous tone for 1
Canceled sec.

3 If the preceding Emergency Hot Mic featiseenabled, the call is automatically
transmitted without pressing the PTT switlfht is disabled, press the PTT switch and
begin speaking as with a standard call.

4 All group calls which follow are then emerggrualls (private, telephone, and call alert
calls are not allowed). If thehannel is changed, the call is made on the emergency
talkgroup programmed for the new channel. If the Surveillance Mode is enabled (see
Section 4.10), the radio witlehave in accordance to tinglividual surveillance mode
options. If “No Receive Activity During Eargency” is programmed, receive audio
and the front panel LED are disabled in the receive mode.

5 To exit this mode, cycle radio power or press and hold the Emergency button.
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6.8.4 External Emergency Feature

A special man-down switch (aently available only from thi-party vendors) is attached
to the accessory connector of the radio. i thature is enabled by programming and the
radio is in a horizontal pdgn for longer than the progmramed time (0-63 seconds), an
emergency condition is trigget¢he same as if the Engemcy button was pressed. The
emergency can be canceled by pressinghatding the Emergendyutton. Note that
accessories such as speaker-microphoaesot be used with this feature.

6.9 Failsoft Operation

If a failure occurs in the SMARTNET/SmartZoaeP25 Trunked system so that system
traffic cannot be centrally maged, the system directs theli@to automatically enter the
failsoft mode. When in this mode, “Failsoft’ displayed. A failsoft tone may also be
heard, depending on how the repeater is programmed.

When in the failsoft mode, opaion is in the conventional mode on the preprogramming
failsoft channel (a differerfailsoft channel can be programmed on each talkgroup). If a
transmission is attempted beda failsoft channel is loed, a continuous tones sounds
until the PTT switch is released. When the radaiey returns to normal operation, this is
automatically detected amsbrmal operation resumes.

6.9.1 Failsoft Connect Tone

When using this radio with SMARTNET or SmartZone trunking system(s), exeliftf
connect tone during failsoffperation can be programmed. The failsoft connect tone
setting will normally be sel¢ed to “Default.” This meanthat the connddone used
during failsoft will be the connect tone theg the system sends over the air, or the
programmed connect tone if no over thevaiue is received. If it is known, the connect
tone during failsoft operation can be pragpmed. If a value otihéhan “Default” is
programmed, the radio will always use this connect tone setting daiisgft operation.

6.10 SMARTNET / SmartZone / P25 Trunked Scanning Features

Scanning on a SMARTNET/SmartZone &@b Trunked systems is called Priority
Monitor Scan. The following are unique features of this type of scanning. For lgenera
scanning information applicabte all operating modes, refer to Sections 4.11 and 4.12.
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e Scanning is turned on and off by the Scan option button or menu parameter. Tadkgrou
(channels) can be programmed so that scagraiitomatically startwhen the talkgroup
is selected (Autoscan).

» When responding to calls in the scan mdte programming of the Talkback Scan
parameter determines if a response alwagsirsoon the talkgnap of the call (Active
Group) or the Selected Group if they arfedent. Transmissions at other times always
occur on the selected talkgroup.

» Each talkgroup can be programmed to sedeetof the programmed scan lists or “No
List” (scanning is disabled). If scanning is enabled and the selected channel does not
permit scanning, it is autorieally enabled again when a channel is selected that
permits scanning.

» Up to 255 scan lists, eawhith up to 255 talkgroupom the same system can be
programmed. The selected scan list can mpeegarily changed and edited as described
in Section 4.12.1.

* In addition to calls on channels in the stiat) pages, privatahit calls, and telephone
calls are received while scanning. Privatg telephone calls are not interrupted by
priority messages.

Every radio on the system has to register whthZone or Site Controller so that the
system knows where everyone is and if tcaffom one site needs to be sent to another
site. This is determined by the listtadkgroups associated with the radio.

When a call needs to be passed to a radimather site, the traffic from one site to
another is sent out over the control channdghéoradios. When a radio is scanning, it is
monitoring the call information being semit over the control channel. The radio
compares the call information (talkgroup armice channel handling the talkgroup) to the
scan list to see if any of the talkgroups it is scanning are receiving a call. If it finds a
match, the radio moves to thieice channel for this call. Ho one is registered on a
talkgroup on the site being scanned, the callrinfdion for the call is not sent out by the
Control Channel (because the ZaneSite Controller did not see a requirement to pass the
information for this call) anthe call will not be received.

For example: Radio 1 is on a call on talkgroup 1 on Site 1, Radio 2 is on taljyooup
Site 2 and scanning. The call on talkgroup 1 from radio 1 is not heard by radien2.ifTh
radio 3 registers on talkgroup 1 on site 2, tHefoam radio 1 on site 1 will go to site 2.
Radio 2, radio 3, and any other radioss@ie 2 and scanningill hear the call.

6.10.1 Priority Talkgroup Sampling

The ES Series Portable radigports Dual Priority talkgrups in all trunking and
conventional formats.
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One talkgroup in the scan list can be desighatpriority talkgroup by programming or it

can be the selected talkgroup. When scanning, messages on a non-priority talkgroup are
interrupted by messages or thriority talkgroup. Priaoty scanning must also be

supported at the system level for it to acas programmed in the radio. P25 trunking
supports dual priority scan, therefdvweo priority talkgroups can be selected.

The Control Channel handles all traffic foettadios and communicates which talkgroups
are using which channels. If the radio “receivig& ID for one of its talkgroups, it can go
to that channel and hear the talkgroup. Witenradio is on the voice channel, it cannot
receive information abawvhich talkgroups are on whichatnel. The radio will not know
about any new talkgroup activity until it finish the voice channel and returns to the
Control Channel.

If a talkgroup is set as a Priority Monitotkgroup on the system, the system sends the
talkgroup’s call information over a voice chahge it can be detecteahd move to this
priority call. So even if theadio cannot hear the Contit©hannel, it will receive the call
information and switch to the ahnel with the priority call.

Note The Priority Monitor must not be confusedwlransmit Priority, which is used when a
call is placed in Queue when all the Voice Channels are busy.

6.11 Dynamic Regrouping

The dynamic regrouping feature allows a disper to change the current talkgroup or
button radios to a predefined regroupingmhel to receive a new talkgroup. When the
console issues a regroup order, the radio switches to the designateg talignoup.

Note For certain SMARTNET/ SmartZone dynamic regrouping operations (such as pre-
recorded messages) to function properly, tegroup talkgroup must be defined in the
system talkgroup table. Ddrwise the radio cannot tlgmine whether the regroup
talkgroup is analog or digital.

If the Cancel Dynamic Regrouping option button or menu parameter is programmed, it
can be used to exit the dynamic regrouping mode if desired.

Otherwise, if the lock mode was not sfied, the selected talkgroup can be manually
changed and the previous talkgroupeisalected. If a locked regroup command is
received, the displayed talkgroup cannot be changed manually or by cycling j@aa
be changed only after a clear order is received from the console.

Dynamic regrouping operates as follows:

1 When this command is received, a 765 bfzet sounds every 25 ms for 300 ms and the
radio automatically changes to the regrouping channel. “Dyn Regrp’pisigesl.
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2 Talk and listen as usual. Wh dynamic regrouping is canceled by the dispatcher, a
short tone sounds. If a standard channeliselected after this occurs, transmission is
not allowed if the talkgroup iassigned as a dynamic regrouping talkgroup only. If it is
assigned as a normal talkgrouprmal transmissions are allowed.

6.12 SmartZone and P25 Trunked Unique Features

Note

P25 Trunked and SmartZone modes can proaodess to single or multi-site systems.
The P25 Trunked mode can provide accessdimgle trunked site or roaming between
several trunked sites.

6.12.1 Signal Strength Indication Icon

A signal strength indicator icon, similar teetrepresentation usedgell phones, indicates
the strength of the received signal. The namtf bars shown by the icon, based on the
defined RSSI thresholds, are as follows:

Signal Strength | Indication
Excellent Four bars
Great Three bars
Very Good Three bars
Good Two bars
Fair Two bars
Acceptable One bar
Poor No bars

If the radio enters low battery mode, the Sigdength icon will beeplaced by the Low
Battery icon.

6.12.2 Busy Override

The busy override feature is enabled at thetesy level by the system manager and is not
a programmable radio feature. It allows a tale placed even if not all sites you are
calling have a free traffic chann@lhe only sites guaranteedie included are the Critical
Sites and the sites where a Critical Usdogsited. This feateroperates as follows:

1 Assume that you have attpted to place a call and the system was busy (“Busy”
displayed and busy tone sounded). Thgraep group is automatically selected and
displayed.
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Note

Note

2 Release the PTT switch and then press ififerseconds or more. If a chirp tone
sounds with the PTT switch predséusy override is occurring.

Remember that not all members of the tadkgrare receiving your message. Missing
members will start receiving your mage as channelsecome available.

6.12.3 Site Trunking

Site trunking occurs when a site can no Emgarticipate in wide area trunking. It is
disconnected from other sites and only suppzatts with other radios on that site and
cannot route audio to other sites. When site trunking is occurring, the raadibesetor
other sites that may provide wide area coverage.

Site trunking ends when a wide area covesitgeis located, the current site is operating
again as a wide area coverage,san out-of-range conditiorcours, or the failsoft mode is
entered. The radio can be programmed so*Bitg Trnkg” is displayed and/or an alert
tone sounds when site trunking occurs.

SmartZone and P25 trunkedstgms can be programmed f®isable Site Trunking
Operation”. The radio is then nallowed to start or operate arsite trunking site. If a site
goes into site trunking, thed® leaves that site’s controhannel and attempts to find
another valid wide area site. If no wide aséa is available, the radio will continue
searching for another wide area control chaforecheck for failsofif failsoft is enabled
and displays “Out-of-Range”. If a site adjatemthe current Home Site was in site
trunking but then enters widgea trunking, it is evaluatéd determine if it should move
to that site as a better site.

6.12.4 Determining Current Site and Searching For New Site

To display the RSSI level of the current sjteess the Site Search option button or select
that menu parameter. The depthen indicates the curresite number as “Site xx” and
the RSSI level as “RSSI xx”. Thimode is then automatically exited.

To scroll through the other programmed sifgess and hold the Site Search option button
while “Site xx” or “RSSI xx” is déplayed. If site lock is on vem site search is entered (see
following), the radio will bdocked on the new site weh this function is exited.

If a site failure occurs, the radio will autortieally leave the failed site and register on

another site (after a predetemed delay). When the failesite recovers, the radio will
(after a predetermined delay) return to the site.
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6.12.5 Locking / Unlocking a Site

It is sometimes desirable to stay on a Jiteprevent the radio from searching for a new
site, lock it on the current site by pressing the Site Lock option button ofirsglnat
menu parameter. The display shows thehitzg . icon to indicate that the site is
locked. To unlock theite, press the Site Lock button again, (or tR@=xSelect button),
until “Unlock” is momentarily displayed.

6.12.6 Auto Site Search

Auto site search automatically searches sitdsranks them in a “Best Sites” list. The list
is made up of all sites in the site list thaaighthe highest site rank or have a site rank of
less than the highest site rank. Sites are sorted by RFSS ID/Zone and then by Site ID.

Auto Site search is selected by the Auto Sigarch option button or by menu selection.

1 Press the Auto Site Search option buttors@ect the menu parameter) to display the
current site number and RSSI level of the current site.

2 Press and hold the Auto Site Search optiotton (or use the mehto move from the
current site and scroll tbugh the “Best Sites” list.

If menu selection is used, two items can be displayed:
- “Site Disp” displays the current siteimber or alias and RSSI indicator.

- “Auto Site” moves from the curresite to the next (or first) site in the Best Sites list.

Note Sites on the “Best Sites” igre constantly re-ranked lifxe roaming algorithm, so
changes to the lisare not uncommon.

6.12.7 ZoneFall Site Lock

This is an optional feature that can be dedlonly by factory programmed. It does not
require any special inputs frotine infrastructure to operate. This feature is intended to
prevent some of the confusiorstdting from a site controller ilare. When this occurs, all
sites go into the Site Trunking mode and oadwill be unable to roam normally. The
result is that the various radios selecte@imarticular talkgroup may be operating on
different sites and are unalitetalk to each other (see@&ion 6.12.3 for more Site
Trunking information).
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With the Zone Fail Site Lock feature enabldt radio continues to roam normally when
the system zone controller is active. Howevethd zone controller fails, this is detected
and the Zone Fail Site Lock mode is entefidte only site the radiis then allowed to
operate on is its home siteitd home site is not availabl&ut-of-Range” is displayed. A
zone controller failure is detext by determinig that every site in ghdynamic site list is
in Site Trunking. Currently, thisondition must be detected fat least one minute for the
Zone Fail Site Lock mode to be selected.

The result of this operation is that all raglwith the same programmed home site are
forced to the home site to communicat@ch ensures that they can continue to
communicate. If the home siterist available, the Out-of-Rge condition tells the user to
attempt communication on another system or by some other means.

6.12.8 P25 Wide Area Scan

This feature is intended to enhance roanperformance, especially when system level
steering through radio or talkgroup permissions is used.

With this option enabled on akgroup, as the talkgroup affii@s with a site, that site is
saved if the radio is chang&ala new talkgroup. When the radio moves back to the Wide
Area Scan talkgroup, it will attempt to affiliabm the saved site fure looking for a new
site.

The Wide Area Scan can be programmeuhittimize the problem just outlined. The Wide
Area Scan feature functions as follows:

1 Assume TG1 is selected. If it is the fitBne this talkgroup is selected, normal
searching for a control channel occurs according to the hunt methods previously
described.

2 When another talkgroup is selected, the active valid site for TG1 is stored in memory.

3 The nexttime TG1 is selected, the followpr@cedure is performedukfore performing
the normal hunt methogseviously described.

a The last valid site ID and its receivedatransmit channel numbers are loaded from
memory.

b The dynamic site list is checked to sieany newer receive/transmit channel
information is availabléor the last site ID.

¢ The best receive/transmit information is used the radio checks to see if this
control channel is available.

The result of the preceding operation is thatradio has a reasonable chance of finding a

valid site, usually on the first try. Thisagtly reduces access time, even on systems which
have highly restricted talkgroup based access.
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With this option enabled on alkgroup, as the talkgroup affilisgenith a site that site is
saved if the radio is changed to a new tadkigr. When the radio aves back to the Wide
Area Scan talkgroup, it will attempt to affiléaon the saved site before looking for a new
site.

6.12.8.1 Normal P25 and SAwre Control Channel Hunt

The following control channel sedn methods are normally ustmifind a control channel:

Short Hunt - The dynamic array of 7 (or 15) adgnt sites is searched. This list is
saved on power down and loaded again at power upetased whenever parameters
are downloaded to the radio.

Long Hunt - If no valid control channel is locatdy the preceding short hunt method,
the radio searches the list of conttbhnnels programmed into the radio.

Full Spectrum CC Scan- If the two preceding methedlo not locate a control
channel, every channel available to the radio is searched.

6.12.8.2 Talkgroup Steering tlgio System Access Permissions

To use system channel resources more efficiently, some system operators are tiesing sys
access permissions to steer certain talkgreaupsirticular sites. For example, a police
department may be allowed to use only Site 1, and a public works departnydrd ma
allowed to use only Site 2.

The problem with this operatids that every time a different talkgroup is selected, the
access permission may be different and a wiffesite may need to be accessed. This
could result, in a worst case, in a delaypfto 30 seconds in finding a new site. This
could occur if there are no valid sites fbe new talkgroup in the dynamic site list.

6.12.9 Initialize System Info on System Change

A programmable option featurdaws a radio to be configurealith multiple profiles, for
multiple sites with the same System ID and WACN. The featan be used where a radio
system may have multiple sitbat uses the samestgm ID and WACN at all sites, but
different control channel frequencies at each site.

If this option is enabled, multig profiles can be created widifferent unit IDs or control
channel frequencies for P25 Trunking systdhmat contain the same System ID and
WACN.

If this option is disabled, multip system personalities candreated for the same system.
This is the default setting.
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Multi-Net is a proprietary EFJohnson Techno&sgtrunked radio protocol with enhanced
features including roaming, status messaga$spacial calls. The types of calls that can
be placed with Multi-Net operation include standard (gy@um special. Special calls
include telephone, unit (unique ID), and directed group.

The Multi-Net operating mode providestamatic channel selection (trunking) and
monitoring before transmittingpecial tones and display ssages indicate busy and out-
of-range conditions, and telephone calls can be placed amosnvenientlyas with a
home telephone.

Selecting a Multi-Net channel selects a Mgt System, transmit drreceive group ID
codes, and other information. The Group IDs determine the group of radios b&dg cal
and what calls are received. There may bksgriority and block ID codes programmed
that allow additional calls to be receiv&pecial calls such dslephone and unit are
initiated by pressing option tons programmed for thatriation, not by selecting a
system/group as with other Multi-Net radios.

7.1 Multi-Net Terms

Alias - An alphanumeric tag displayed to indicasegh things as the selected zone and
channel, unit ID, athtelephone number.

Bank - Banks are not used with this particuladio. However, Zones can be used for a
similar purpose (see degation which follows).
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Channel - A channel selects a group encode/dedddgair (indicated by an alias),
system, access priority, and other informatibime system associated with a channel is
programmed with a home channel whiogether with the encode and decode IDs
determine the recipient of a call and also Wilgalls are received. R& to Section 3.9.5
for more information.

Group ID - Group IDs are selected by Channeithwhis radio. Refer to the preceding
“Channels” definition fo more information.

Home Channel Aliasing -With some Multi-Net radios, this a method of assigning calls
to non-existent home repeaters to insesthe number of Group calls that can be
programmed on a Multi-Net radio systensdof Home Channel Aliasing disables
MultiNet Home Channel Backup.

Home Channel Backup- Each MultiNet radio site is programmed with a status and home
channel. In the event ttie loss of the status channed tadio may scan between the home
and status channels for receive traffic andhatteto access the repeater site on the home
channel.

Home Repeater Number With standard Group calls seted by a Channel, the home
repeater number and Group i@rm the “addressdf a call. Multi-Net supports up to 30
home repeaters (one of which is the stagypeater) with up to 225 Group IDs assignable
per home repeater.

Home Repeater— A repeater channel attached torthgeater high speed data bus. These
channels are generally used as trunking channels but may also provide primary site access
if the status channel is nottdeted. A home repeater provides in use call information for

all calls active on the site maiog the home repeater number.

Individual (Unique) ID - A unique number from 1-8163 assigned to each subscriber unit.
Although this number is assignable on a $gstem basis, a ssitriber unit is usually
assigned the same number on each Systems it accesses.

Mobile - Generally a radio mounted in a vehicle. However, this term may also be used
generically to refer to any radio, either oile or portable. See also Subscriber Unit.

Portable - A small handheld radio usually battery powered and carried by a person. See
also “Subscriber Unit”.

Site - This refers to the status and home repeaters at a geographical site that are
interconnected by a common high-speed data bus. Up to 30 Multi-Net repeaters can be
interconnected. If there are othdulti-Net repeaters at a site that are interconnected by a
different data bus, they are considered paét different Site. One site repeater is the
Status Repeater (see following) and theeo{up to 29) can be assigned as Home
Repeaters. A unigue Multi-Net systémy may be assigdeo each site.

Status Repeater Each Multi-Net Site has one of its repeaters designated to provide call
information for all calls occurringn the Site. It is normallgt continuous transmit channel
monitored by the subscriberitsfor information needed to place and receive calls. This
repeater is usually not assigned as a home repeater.
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Subscriber Unit - A generic term referring to bothgéhmobile and portable radios being
used in a radio system.

System -Similar to the selectable “SystemsSad with other EFJohnson Technologies
Multi-Net radios. Refer to Sectio3.9.5 for more information.

System Key -The system repeaters and all subscriber radios are programmed with a
unique System Key that is provided by the EFJohnson Technologigsa@gni he

function of the System Key is to ensure that only autkdrirsers can access a Multi-Net
system. The repeater Systemy&programmed at the factory, and the mobile system key
is programmed by the system operator. Thee®yd€ey is a number that is used by both
the repeaters and the radios to encode thesttat@m. If both are not programmed with the
proper key, communication is not possiblee Bystem key contained in a radio cannot be
displayed.

Unique ID - See Individual ID.
Zone -A collection of channels of any tygsuch as Multi-Net, Conventional, and
SmartZone) that have been set up for a specific purpose. For examglZone could be

set up to cover specific regions, or one Zone could be set up for day-to-day operation and
another for operation during a special circumstance.

7.2 Multi-Net Features

7.2.1 Decode (Receive) ID Codes

Each Multi-Net channel can Ipeogrammed with selectable dispatch receive and transmit
group IDs. Fixed Priority and Block IDs gpeogrammed per system and may be received
wheneverany Multi-Net channel linked to thatstgm is selected. Similar to Fixed

Priority IDs, Interconnect ¢ia and Unique ID calls are ehled per MultiNet system by
programming option and may be receivecewdver any linked MultiNet channel is
selected.

Table 7.1 Multi-Net Standard And Special Call Receive Priority

Interrupting Call
Callin Standard Unit/
Progress Group |Telephone Unique ID Interrogate Kill Reassign| Emergency All Call
Standard Group  [1] [1] [1] Yes Yes Yes Yes Yes
Interconnect No No No No Yes Yes Yes Yes
Auxiliary No No No No No No Yes Yes
Interrogate No No No No No No Yes Yes
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Table 7.1 Multi-Net Standard And Special Call Receive Priority

Interrupting Call
Call in Standard Unit/
Progress Group | Telephone Unique ID Interrogate Kill Reassign| Emergency All Call
Kill No No No No No No Yes Yes
Reassignment No No No No No No
Emergency No No No No No No Yes
All Call No No No No No No [2] --

[1] With these calls, the priority order isnéetdyrthe type of ID code as listed in Section 7.2.2.
[2] Since the “ALL CALL" call goes out on all systemttepeatergency call is not sent until that call is finished.

Selectable ID Codes These are the ID codes selectedviyti-Net channels. Up to 225
selectable ID codes are assignable for émche repeater. A channel may be programmed
with a different encode and decode IDs.

Fixed Priority ID Codes - Each Multi-Net system can peogrammed with Fixed Priority

1 and 2 ID codes. Calls on these ID codes interrupt selected group and group scan calls.
Fixed Priority calls are indicated by an icontbe radio display. Refer to the next section
for more information on priority IDs.

Block ID Codes- A continuous block of receive ID codes, up to all 225, can be
programmed. If a call is detected on any IQhat block, it is received. Any group scan,
selectable, or priority call will preempt aook decode call. When a call is received on a
block ID, “" is displayed. The selected chahdees not change when a call on a block ID
is received. Therefore, some other chamm@&y need to be selected to respond or a
response may not be podsilf no channel is ugrammed with that ID.

7.2.2 Receive Priority Calls

With standard (dispatch) callthe fixed, selectable, scanned, and block ID codes have a
priority order so that an incoming call wighhigher priority ID cde can interrupt a lower
priority call in progress.

One use of receive priority is to allow some@uch as a dispatcher to interrupt calls in
progress with an important “all call” messaljéhe transceiver detects a call with a higher
priority ID than the one it is receiving,imimediately drops the current call and switches
to another repeater to receive the highéorjty call. Telephone and Unit calls are not
interrupted by priority calls. The priority @er of the decode ID codes is as follows:

a Fixed Priority ID Code 1
b Fixed Priority ID Code 2
¢ Selected ID Code

d Group Scan ID Codes
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e Block ID codes

For example, if a call is beingaeived on selectable ID 223 and a call is detected on fixed
priority ID 2, the call on selectable ID 22s immediately dropped and the radio switches
to the call on fixed priority ID 2. When a calldetected on fixed priority ID code F* is
indicated in the display. Likewise, whereall is received on priority ID 2F§ is
displayed.

The selectable ID codes are checked to see if any are the same. If a rfoatcd, ithe
transceiver changes to that grotfmo match is found, it does not change and a response
cannot be made using that ID code. dioatransmitting cannot be interrupted.

With Multi-Net operation, incaing call information is reeived on both the status
repeater and the repeater to which the subsanitiers trunked. Therefore, a priority call
is not missed even when some repeaterdtiz the home repeater is being used.

With Multi-Net operation, Intemmnnect and Unique ID calfeay interrupt standard calls
and Fixed Priority 2 calls. Refer to Sectibrd0 for more informi@on on special calls.

7.2.3 Access Priority

The priority access feature allows users bizate a greater need to communicate, access to
the system first. There are five levels abpity, with 1 the highest priority (reserved for
emergency transmit) and 5 the lowest ptyoiEach repeater determines the current
priority level using an algorithm that is seied by the programmingf the main processor
card. The access priority information is then transmitted inlafe messages to the
subscriber units monitoring that repeater.

When a radio is programmed, a priority lelsetween 2 and 5 is assigned to each channel.
If the priority level transmitted by the repeai®higher than that programmed for the
selected group, a busy indication is produat@n the PTT switch is pressed and the call
cannot be placed at that time.

7.2.4 System Authorization

With Telephone calls, systemtharization is alseequired before seise is available.
This authorization is performed by the systeperator using the System and Subscriber
Manager (SSM) of the 3000 series Switch. Taughorization also determines what type
of service is available. For example, a suirgcrunit may be authorized to dial local
numbers only. This authorization is keyedte radio’s unique ID which is transmitted
when any call is made.
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With all Unit/Directed Group callho special authorization isquired. All that is needed
is proper programming of the radios origingtand receiving the call. Therefore, a Unit
call can be made to any radio in the sameasime other site that is programmed to
receive Auxiliary calls. The same applietivected Group calls except that the radio

receiving the call does not need to be progreed for Unit calls, just the group ID being
transmitted.

7.3 Caller Identification

Note

The caller identification feature momentarilgpliays the four-digit ut(unique) ID code

of the calling radio and/or the talkgroup IDde of the call when group calls are received.
This feature is enabled or disabledicawide by “PTT ID” and “TG on Rx”

programming, and each can be displayedfb¢7.0 seconds. The normal group alias is
then displayed continuously (see Section 7.9).

Call Indicator is currently not availablélhis transceiver currently does not support
external data equipment in the Multi-Net mode.

7.4 Dynamic Move to a New Zone / Channel

The Multi-Net dynamic move ta new system/group featuautomatically changes the
currently selected systégroup of the radio. This can beraoto ensure that all radios are
on the correct system/groupreceive and important message.

7.5 Dynamically Re-pragrmable Zone / Channel

7-6

A dynamically re-programmabisne/channel can be speedifor each Multi-Net system.
Any of the up to 16 Multi-Net channels pragnmable per Zone can be specified. With
other Multi-Net radios, this function is restricted to group 11 of each system.

This channel can be programmed over-tind»a the system manager and also as a
standard Multi-Net channel. This allows a Multi-Net channdldset up over the air by
the system manager.

One use of this feature could be duringeamergency situation @low communication
between users that normally could not talk to each other.
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7.6 Emergency

If programmed, the Emergency option button or menu parameter can be used to select
and/or place a high priority call. Any optidoutton can be programmed as an emergency
button although the orange buttontbe top panel is normally used.

When the emergency tian is pressed with a Multi-Nehannel selectedhe emergency
mode is indicated by “EMERGNCY” in thegtilay. The transceiver then selects the
emergency zone/channel as described in thessetion. Operation igen controlled by
Manual/Automatic programming described in Section 7.6.2. While in Multi-Net
emergency mode, all user buttons exd&pt and the emergency button are disabled.

7.6.1 Emergency Zone / Channel Selection

The emergency zondfannel can be selected in two ways:

1 If a global emergency zond&¥annel is programmed, the emergency is transmitted on
that channel according to the channel type.dxample, if the global emergency zone/
channel is a conventional Project 25 channel, it is transmitted as a Project 25
emergency on that channel.

Emergency Zone/Channels cannot be pnognad on Multi-Net systems if there is a
global emergency zone/chanpebgrammed. However, tlaito/manual mode is still
programmed on each Multi-Nsystem. Then if the globamergency zone/channel is a
Multi-Net channel, the auto/manual modegrammed for the syasin to which it is
linked determines the mode that is selectdw auto/manual programming of any other
Multi-Net systems is always ignored.

2 If a global emergency zond&annel is not programmetiie emergency condition is
transmitted according to theggramming of the system lint¢o the selected channel.

7.6.2 Automatic / Manual Transmit

The two basic Multi-Net emergency modesianual Transmit andutomatic Transmit.
Multi-Net systems can be programmed for either type.

Manual Transmit - This mode is typically used in radio systems that do not have a
centralized dispatch console. Automatic traissions do not occur. The transceiver locks
onto the emergency zone/channel (other zone/channels cannot be selectrihy $ea
disabled, and all transmissions occur at accesstgrl. The only calls received are those
occurring on the emergency zone/channel oltiNNet “All Calls”. To exit the emergency
mode and resume normal transceiver opanapress and hold tlemergency button (a
confirm tone will sound, or transceiver power must be cycled.
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Note

Automatic Transmit - This mode is typically used madio systems that do have a
centralized dispatch console that candsa response that asdwvledges automatic
transmissions. When the Emergency huitactivated with Automatic Transmit
programmed, the Emergency Zone and Chaamgeselected and scanning is disabled. The
transceiver begins automatically teanitting the Emergency Alert call on the
programmed emergency zone/channel eversebdnds using access priority 1. User PTT
events are processed normally during autonteditsmit. The auto transmit timer is reset
at release of PTT.

When the dispatcher receives an emergeadl, the radio’s unique ID and other
information is displayed on ¢hconsole. The dispatcher thexsponds to the call which
dedicates a channel to the emergency call. Wiercall is detectelly the transceiver, it
halts automatic transmissions. All further transmit attempts are made orditatele
channel until the emergencyllda ended by the dispatehsending an acknowledge
message. While emergency is active Zand Channel selection and scanning remain
disabled. After dispatcher rgplany further subscriber tramissions occur at the access
priority programmed for the Growgelected by the emergency button.

While the user may terminate the emergencgatiom the radio (emergency button press
and hold or by cycling powg only the dispatcher aain will terminate the emergency
condition and release the regter for others to use.

7.7 Encryption

Voice encryption is currentlyot available on MultNet channels. However, it is available
with the other operating modes.

7.8 Group Scanning

7-8

Note

Each MultiNet system can be programmed wgitbup scan lists that can include up to 32
channels (groups) linked to that system (see limitations in Section 7.8.2). The Multi-Net
group scan feature of this radio monittre Multi-Net groups in the scan list of the
selected systeifhome channel).

To scan other home channels (systems) ofesorgnultiple sites, use radio wide scanning
(see Section 4.12.2).
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The group scan feature monitors the currergbyistered site for calls with the home
channel number and group IDstbé home channel of the cuntescan list. When a call is
detected, scanning stops and the messageasved. Shortly after the message is
complete, scanning resumes @s¥ it has been disabled). The delays that occur before
scanning resumes are described in Section 7.8.3.

Transmissions made in the scan mode witdaaing is occurring always occur on the
selected zone/channel. However, transmissiordemdnile scanning is halted to receive a
message may occur on the displayed or sel@ttadnel, depending dhe talk back scan
programming described in Section 7.8.4. Tisplay temporarily canges to the channel
of a call when a message is received.

7.8.1 Scan ON-OFF and Indicators

Group scanning is turned ON and OFF by the Group Scan option button, menu mode
parameter or selecting a channel with a scan list preference. If neither the button nor menu
parameter is enabled, group scanning is nal@we unless a channel is programmed with

a scan list preference.

7.8.2 Group Scan Lists

With Multi-Net group scanning, uip 255 user seleable scan lists eachith up to 32
channels are available per system. Eacimiesg be user editable if programming allows.

Note The selected channel is always sazgheven if it is not in the scan list.

7.8.2.1  Determining whicha@hels Are in a Group Sdast

The group scan list status of Multi-Net channglisidicated only when the group scan list
edit mode is selected (see following). Whkee displayed channé in the scan list
(scanned), thii®=-1 icon in thesgiay is indicated. The scan list status is not indicated in
other modes.

7.8.2.2  Editing a Group Scan List

If the Scan List Edit option button or menuameter is programmed, the group scan lists
for the selected system can be user mgned as follows. Changes are permanent
(cycling power does not reselect a defautidition). Proceed as follows to edit a group
scan list:

1 Make sure that both standard and radio wide scanning are '% icon not
displayed). Select a zone and channel bétanp the system (home channel) of the
list being edited.
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2 Select the group scan list edit mode gdime Scan List Edibption button or menu
parameter. This mods indicated b)@ in the display then select a scan list to edit.

Note The user cannot add or delegean lists initially programmed.

3 Select the channel you want to add detieby pressing the Up/Down buttons. Only
channels assigned to the currently selectstesy are displayed. After the last channel
in the current zone is displayed, the firdid/@hannel in the nextone is displayed and
vice versa. Lists are limited to 32 chann#lsin attempt is made to add more, “LIST
FULL” is displayed and a channel mustdedeted before another can be added.

4 If the selected channel is ihe scan list (scanned), tI[ =1 icon is displayed. To
change the status of the displayed channel, press the F2 (Enter) button.

5 To exit this mode and save the changes, pghesBE1 (Exit) button or the Scan List Edit
option button again.

7.8.2.3 Scan List Select

The user may select the active scan listcnannel may be progranat to automatically
select a scan list. If user selection of a disdris allowed a Scan List Select option button

or menu option is required. t&lrnately, each channel may be programmed with a scan list
preference so selecting a channel may select a scan list and enable sdam peral

channel scan list selection, the scan list seterst be set to “Programmed”. If scan button

or menu is selected and no scan list is selected the radio will beep and display “NO LIST

Note A user selected list will inhibit éhper-channel list select function.

Note After programming, the selected sdet is set to “Programmed”.

7.8.3 Scan Delay and Continue Timers

The following timers are alsased in some circumstancesammot scanning. See Section
7.2.1 for more information.

7.8.3.1 Receive Delay

When a message is received while scanning, there is a programmable delay of 0-7 seconds
before scanning resumes. This delay is called the Receive Delay Time, and itprevent
another message from being received befoespanse can be made. This delay is also in
effect if a control is changed while scanning such as selecting another Group. This timer is
reset each time another call is received.
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7.8.3.2 Call Delay

The preceding receive delay groontrols the scan delay until the transmitter is keyed and
then the Call Delay Time cawls the delay. This time is also programmable for 0-7
seconds, and it ensures that a response torgessage is heard instead of some other
message occurring on anotheasned channel. The Call Delay Timer remains active for
the remainder of the conversation, and cdstwhen normal scanning resumes even if
additional responses are received.

7.8.4 Transmitting In The Scan Mode

When the transmitter iseyed in the scan mode, th@gramming of “Talk Back Scan”
determines if the transmission occurs onl#s¢ selected or thactive receive channel.
The three programmable camirations are as follows.

Selected Group -Transmissions always occur or tlast manually selected zone/
channel. To respond to a call not oa Helected zone/channel, select the zone/
channel of the call manually.

Last Received Group -The selected zone/channel obas to the zone/channel of a
call. Therefore, you can always respond tall without havingo manually change
the zone/channel. To return to the previously selected zone/channelt bamus
manually reselected.

Active Group - The display changes to the zonefutnel of a call for the duration of
the call and scan delay period describe8éation 7.8.3. Then when the delay
expires and scanning resumes (if it hasdiedbled), the selected zone/channel is
again displayed. Therefore, you can regptma call without canging the selected
zone/channel as long as youstpbefore scanning resumes.

The display usually indicates the chanriglsaon which a transission occurs. An
exception is when “Selected” is programmed and a call is received on someoutbe
channel. The display then indicates the channel alias of the call (until scanningsesum
even though transmitting oasuon the selected zone/chahwhich may be different.

7.8.5 Nuisance Channel Add / Delete

With group scanning, channels can be temporarily deleted from the scan list, for example,
if messages are not of current interest. Tééure is not available with radio wide
scanning. Proceed as follows to tergrily delete a nuisance channel:

Note The selected channel cannotdmeted from the scan list.

1 While receiving a message on the channéktdeleted, press and hold the Scan option
button until a tone sounds (about one second).
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2 The channel is then deleted and scannintp@femaining channels in the scan list
resumes.

3 Deleted channels are addedkbato the scan list iiny of the following occur:

- Scanning is turned OFF and then ON again using the Scan option button or menu
parameter.

- Transceiver power is turned OFF and then ON again.

- The selected channel is changed.

7.9 Multi-Net Group Calls

7-12

Standard Multi-Net group calls are placedsejecting a Multi-Net zone/channel which in
turn selects a honwhannel/group ID. These calls uke Multi-Net group IDs from 1-225
that are assignable on each home channdkfsysNo number is dialed or recalled with
this calls as it is with special calls (see next section). Refer to Section 7.9.1 for more
information on group calls.

To receive a standard call, the radio musptmgrammed to decode the ID code being
transmitted. The receive ID could be a seldetgtriority, scanned, or block code as just
described. With all Multi-Net calls, unique ID code information is also transmittéd wit
each call and may be displayed if programgrellows. Refer t&ection 7.9 for more
information on group calls.

7.9.1 Placing a Group Call

1 Select the Multi-Net zone/chael programmed for the group being called as described
in Section 3.3. The alias of the selected group is displayed.

2 Press the PTT switch to talk and release liisten. Channel matoring is performed
automatically in the Multi-Net wde. Operation is as follows:

- If the talk permit (proceed) tone is enablen the channel, a&kbp sounds when the
PTT switch is pressed to indicate that the system was sudbeasfiessed. If it is
not enabled, no toreounds when it is successfully accessed.

- If all repeaters are busy, the busy tonei(foeeps) sounds (see Section 2.5) and
“BUSY” is indicated in the display. If 8nPTT switch continues to be pressed and
PTT queuing is enabled, tsgstem is accessathen it becomes available. If PTT
Queuing is disabled, the system cannot be accessed mahiger. Refer to Section
7.11 for more information.

- If an out-of-range condition exists, a long low tone sounds'‘@JT OF RNG” is
indicated in the display. Nmore access attempts amade when this indication
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appears. Drive closer to the radio sysmmaway from shielding structures and try
again. Normally, the radio automatically changes sites if an out-of-range condition
occurs (see Section 7.13.1).

- When responding, busy or out-of-range dtinds may also occuas when placing a
call because the system isaecessed for each transmission.

3 When the call is finished, no speciaimination procedure is required.

7.9.2 Receiving a Group Call

» To receive a group call, the channel prognaed for the group must be selected or
scanned, or it must be on a prioritlya block group of the selected system.

* When group call is received, the alias af tfroup on which it iseceived is normally
displayed. An exception is when a call on a block ID is received. “BLOCK RCVD” is
then displayed for nduration of the call.

» The radio can be programmed so that along with the group alias, ith®@nd
talkgroup ID of the calling radio are dlaged, either once or alternated at
programmable intervals for the duration of the call.

* If scanning or the call is received on a priority ID, a response may not occu on th
group of the call, depending on the prograsdntalk back mode (see Sections 7.8.4 and
7.2.2).

7.10 Multi-Net Special Calls

Multi-Net special calls use the special dallcodes from 226-254The special calls
typically originated by a subscriber uniearelephone (Interconnect) which use ID 237
and Unit (Unique ID) which uses ID 236 (dedlowing informatian). When a telephone
callis selectedﬁ' is displayed. Likewise, whesm Unit call is selectetﬁ_ is
displayed. A radio with a DTMF keypad andfme programmed system lists are required
to place special calls.

Note Interconnect and Unique ID calls are notacinel selectable and may be disabled by
programming.

Most other special calls such as Interteg&obile Disable, and Reassignment are
originated by the system operator or a dispatcher.

The Multi-Net special calls are as follows.

Telephone Call- This is a call using the PST({Rublic Switched Telephone Network).
Since the radio operates half duplex, Biel switch must be pressed to talk and
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Note

Note

released to listen, and the landside partynotibe heard while talking or spoken to
while listening.

Unit Call - This is the same as a Unique ID ctlkllows a call to be placed to as
specific subscriber unit. Thdulti-Net Individual/Unit/UniquelD of the subscriber unit
being called is entered.

Directed Group Call - This call allows group calls toe made to groups that have not
been programmed for any Mulet channel. This call is @ted by selecting the Unit
Call, and the system determines the tygde from the numbesf digits dialed.

Special calls are selected bydaption button or menu parametath this radio. They are
not selected by a specific system/graspwith other Multi-Net radios. To place
Telephone (Interconnect) calls, the Phone option button and/or menu parameter is
programmed. To place Unit ID or Direct&doup calls, the Unit Call option button and/or
menu parameter is programmed.

The preceding special calls are placed bgcmg a number from a pre-programmed list
or by dialing the number directly usingetkeypad (if applicable). Telephone and Unit
calls can be programmed on each Multi-Ettem for DisabledResponse Only, or
Transmit/Receive.

Group calls are not received when the Phorlgror Call mode is selected. The only type
of call received is a call of the same tygsethe selected mode (Unit or Telephone).
Receive priority and pre-ertipn programming continue to apply. More information
follows on these fyes of calls.

7.10.1 Placing A Special Call

Special calls cannot be placed with Radide Scanning enabled (see Section 4.11).

To place a Telephone, Unit, and Directed Groall, proceed as follows. Refer to Section
7.10.3 for information on numbers to dial.

7.10.1.1 Recalling Number From A List
Proceed to Step 3 if using the keypad entry method.

1 To place a Telephone Call, briefly press the Phone option button or selenethat
parameter (see preceding section). With the menu mode, highlightist and press
the F2 button. When the phone dedis selectecigl is displayed.

Likewise, to place a Unit or Directed Group call, briefly press the Unit Call option
button or select thBriv Call menu parameter and sel#tList. When the Unit call
mode is selectet'ﬁ—ﬁ is displayed.
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2 Press the Up/Down button to scroll througe gre-programmed list of numbers. The
alias and number of each entry are altergatieplayed. Highlight the desired number
and press the F2 buttdAroceed to Step 5.

7.10.1.2 Entering Number Using Keypad

1 To place a Telephone Call, press and tisé&dPhone option buttamtil a tone sounds
or select that menu parameter (see priagesection). With thenenu mode, highlight
Enter No and press the F2 button. Whee tthone mode is selecteﬁ' is
displayed.

Likewise, to place a Unit or Directed Grocall, press and holidhe Unit Call option
button until a tone sounds or select th@t Call menu parameter and selé&gtter ID .
When the Unit call mde is selecte('ﬁ—ﬁ is displayed.

2 Enter the desired number using the 0-9 and # keys. Refer to Section 7.10.3 for
information on the numbers to dial.

3 To send the displayed or selected numbéeflgrpress the PTT switch. A beep should
then sound to indicatbat the number was accepted by the system. If this beep does not
sound, an unauthorized number may haaenbdialed or a dialing mistake may have
been made.

4 The various types of calls then proceed dis¥ics. If the Proceed tone is enabled (see
Section 7.16), a triple beep tone souedsh time the PTT switch is pressed when
responding.

Telephone Call -The normal landside ringing or busy tone is heard. When the party
answers, press the PTT switch to talk ezldase it to listen agith standard calls.

Unique ID Call - A “ringing” tone is heard which glicates that the subscriber unit is
being rung. If there is no answer, ringistgps after several rings. When the party
answers, press the PTT switch to talk adéage it to listen asitihh a standard call.

Directed Group Call - A second beep sounds which indicates that the path to the
subscriber unit is complete and speaking leagin (no ringing of the other subscriber
unit occurs). Press the PTT switichtalk and release it to listen.

Note Since this transceiver operates half-dupkou cannot hear the other caller while
transmitting or speak to thather caller while receiving.

System Busy Condition 4f a system busy condition occurs, the call is placed in a
gueue if Busy Queuing is enabled (see Section 7.15).

If Busy Queuing is not enabled, “BUSY” @rhe alias of the alias of the selected

number are alternately displayed. Additional retries can be made by manually pressing
the PTT switch. This mode @aitomatically exited after gapoximately two minutes of

no activity or it can be manually exitég changing channels or as follows.

5 When the call is finished, terminate it psessing the F1 button or the key used to
select the call. Telephone catlsn also be terminated by overdialing “#” or “* #”. This
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Note

tells the system that the call is complatel prevents additional billing for the time
required by the system to autamoally detect the end of the call.

7.10.2 Receiving a Special Call

When Radio Wide scanning is enabled, specills are received on only the system of the
selected channel (see Section 4.11).

For Multi-Net users who would like the ability &mswer phone and private calls without
entering into phone or privatcall mode first, an option mde enabled in the radio’s
codeplug. When the user receives a phor@igate call, pressing the PTT switch will
answer the call. If the option @sabled, then the radio wdbntinue to operate as it has,
with the user needing to enter phone or peell mode before bejmable to answer the
special call.

7.10.2.1 Telephone and Unit Calls

To receive a Telephone or Unit call, the systinked to the selected channel must have
that type of call enabled. For P25 Tked/Conventional/Smartnet/SmartZone/Multi-Net
Telephone Calls, the Land Mobile Radio Systaast be connected to a telephone system.
Users should check with the System Admimitdr to see if Telepdne Calls are allowed

on their system. When a Telephone call isirazk “ringing” is heard, and when a Unit
call is received, three beeps sound.

To answer these calls, press the apprapoation button (Phone or Unit Call), press the
Call Reponse button or select the appropriateunmarameter, then press the PTT switch
and begin speaking. If special calls are t@bhswered but not placed, the Call Response
option button or menu parameter can be maogned and then pressed to answer these
calls. If the PTT switch is pressed withoustipressing the applicable option button or
selecting the menu parametes tladio keys on the selectechanel and the special call is
ignored.

7.10.2.2 Directed Group Calls

To receive a Directed Group call, the homaratel (system) and group ID of the call must
be selected or scanned or it must be on a priority or block ID as describection 7.2.1.

To respond to a Directed Group call, a channel programmed for that group ID mag need
be manually selected. No button is pressedititsother special calls. Since this call is
received as a standard group call, only voitthe calling party is heard and no ringing
occurs.
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7.10.3 Number Entry / List Programming

One radio wide list can be programmed Telephone call numbers and another for Unit
call IDs. Each list can contain up to 16 numbers.

7.10.3.1 Direct Entry Using Keypad

As described in Section 7.10.1, numbers can be directly entered using the DTMF keypad.
To select this mode, press and hold thigoopbutton until a tone sounds (approximately 1
second) or sele&nter No (telephone call) oD (unit call) in themenu mode and press

the F2 button.

Store and forward dialing is used. Thereforenbars can be dialed at any convenient rate
and dialing errors correctedfbes the number is sent. To erase the last digit, press the
Down arrow button. A number is tisent until the PTT switch is pressed.

When in a call, the 0-9, *, # characters t@noverdialed while pressing the PTT switch
(telephone calls only). Refer the following for more information.

7.10.3.2 Telephone Number Requirements
* Numbers can have up to 16 digitgximum. A pause equals one digit.

» To enter a pause from the radio keypad, press the “#” key. When programming a list,
enter a “p” or “P”. A pause is indicated %". The numbers up to the pause are sent
and then a short delay occurs before timeaiaing numbers (or hnumbers up to the
next pause) are sent.

» The “*” and "#” characters cannot be sent a part of the number but can be overdialed
during a call while pressing the PTT switch.

Note Either “# or “ * # terminates the call, depending on system programming?’ffiust
be sent, such as with some voice mailesyst the interconnect rules should requif‘e#”
disconnect and/or a long#” tone (greater than 500 ms).

7.10.3.3 Unit andrBcted Group IDs

If a Unit or Directed Group cai$ being made, a 4-8 digit mber is dialed or recalled
from the pre-programmed Unit Call list whichegjifies the destination of the call. The
digits dialed for the various types of cadliee as follows. Leading zeros are detected.

Unit Call (Current Site)
4-digit unit ID of subscriber unit

Unit Call (Directed Site)
3-digit site ID +
4-digit unit ID of subscriber unit
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Directed Group Call (Current Site)
2-digit home repeater number +
3-digit group 1D

Directed Group Call (Directed Site)
3-digit site number +

2-digit home repeater number +
3-digit group 1D

7.10.4 Subscriber Unit-Originated Special Calls

Telephone -These are calls to or from a subscribeit made through the Public Switched
Telephone Network (PSTN).

Unit/Directed Group - These calls allow a subscribarit to communicate with any
individual subscriber unit or group at the sasite or another Multi-Net site (when several
Multi-Net systems form a network). Callsgpecific radios are dad Unit (Unit) calls,

and calls to specific groups are called Directed Group calls.

Directed Group calls allow comunication with groups thatre otherwise not accessible
because no selectable system has been programmed with the home repeater or group ID of
those radios. Directed Group calls can belen® any home repeater on any group 1D

code from 1-225.

7.10.5 Radio Programming For Special Calls

Telephone and Unit calls are each progreed on Multi-Net systems for one of the
following modes:

 Disabled
* Response Only

* Send and Receive

To originate and answer a telephone cadl,hone option button or menu parameter must
also be programmed. Likewise, to originaiexiliary calls (Unit/Directed Group), the

Unit option button or menu pameter must be programmed. The Unit option button/menu
parameter is also regaut to answer Unit calls.

A special channel does not need to bectetkto place and receive Telephone and Unit

calls. All that is required is that the selectbdnnel must be linked to a system that has the
desired call authorized as just described and have the correct unit ID.
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To receive a Directed Group call, a channebpammed for the group ID of the call must
be selected or scanned, or be a block iripy ID as described in Sections 7.2.1 and
7.2.2. To respond to a Direct Group call, a channel progrmed for thagroup ID must
be selected. If there is no channel progradnwith that ID, a response cannot be made.
The Switch converts a Directed Group call greup call for the radio receiving it, and to
a Unit call for the originatingadio receiving a response.

To receive other spediaalls such as All Call and Reassj@tl that is required is the
Multi-Net system programmed for the dlite selected or scanned. When a landside
telephone call is made to a specific radids ilways classified as a telephone call even
though the unique ID of the radio may4pecified (see “Landside-Originated Calls”
which follows).

7.10.6 Landside-Originate Special Calls

All three special calls can alde placed from a landside telephone by dialing similar
digits as when the call [daced by a subscriber unit.

If the system has DID lines, the landside catien dial a subscriber unit directly because
each subscriber unit that can receive tluadls is given its own phone number. If the
system has standard trunk lines, the teleplmumeber of the system is dialed. Then when
the system answers, a short tone soundsdioate that the digits specifying the
destination of the call should be dialed. Baene digits are dialeas described in the
preceding “Placing a Special Call”. The lamt#stelephone must produce standard DTMF
tones to dial these digits.

After these digits are dialed, a beep is hednith indicates that gitnumber was accepted
by the system. Ringing then indicates thathdio is being rung unless it is a Directed
Group call. With those calls, no ringing thie radio occurs and another beep is heard
which indicates the path is cotefe and speaking should begin.

After the subscriber unit answers, the landgdrty should respond in the normal manner.
Remember that the subscriber unit is opegalialf duplex and cannot hear the landside
party while transmitting. When the call imished, it should be terminated by the
subscriber unit. Three beeps ind&that the call has terminated.

7.11 PTT Queuing (Camp-On) Disable

Each Multi-Net system can Ipgogrammed so that PTT queuisglisabled. This prevents
the PTT switch from being hettbwn while a message is being received in order to
immediately access the system when the repeater is no longer busy.
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If this feature is enabled and the PTT switch is pressed while a messaigeg ibeived,
the transmitter is disabled, the busy tooergls, and “BUSY” is displayed until the PTT
switch is released. Therefore, the radioaystan be accessed only after a message is
complete. This feature is avdila only with standard group It It is not available with
telephone, unit, and other special calls.

7.12 Receive-Only Channels

Multi-Net channels can be prammed so that transmittingdésabled. Thesfore, calls

on those channels can bemitored but no response cha made. If the PTT switch is
pressed on one of these channels, the transnsitiésabled, the inteept tone sounds, and
“RX ONLY” is displayed.

7.13 Roaming and Auto-Registration

7.13.1 Roaming (Site Search)

The roaming feature allows a radio to angtdically search for and then select the
strongest Multi-Net site when traveling ovewide area. If registration on the site has
occurred, telephone and unit calls can beraataally routed to th site in which the
subscriber unit is operatin@roup calls can also be routed if the Wide Area Module
(WAM) in the Switch is configured appropriately.

7.13.2 Manual / Auto-Registration

Auto-registration is enabled disabled radio wide forllaMulti-Net systems. Operation
with it enabled and disabled is as follo@sanning does not need to be enabled for
registration to occur. When a subscriber imiegistered on a site, its location is then
known so that when a call is placed to it, ¢a# is automatically routed to the correct site.

Manual Registration - No automatic registration oars. Registration on a site
occurs the first time the PTT switch is pessThe system uses the last registered
site to route calls until the subscriber ungisters on a different site. This type of
registration may be used to minimize thumber of systemccesses that occur.
Manual registration can also be perfornusthg the Site Search function described
in the following section.
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Auto-Registration - Automatic registration occues soon as radio power is turned
ON and when switching localities. The registration message is transmitted
automatically without mrssing the PTT switch.

7.13.3 Automatic Site Search

When the signal level decreases so that the number of good data messages are below
programmed scan dropout criteria (see sextion), the radio begins checking all the
status channels of the other sites linketh®system. When one is located with suitable
signal strength, a registration messageei#t if auto-registration is enabled (see
preceding). Scanning does not need to labkel for site searchgnto occur. The only
requirement is that Site Lock nio¢ enabled (see Section 7.13.5.1).

When the subscriber uné searching for a site on which to regis|r|, is displayed. Calls
cannot be placed or received while searching for a new site. Then when the subsdriber uni
is registered on a Sit‘T.ﬂ is displayed.

If communication is to be maintained on a site regardless of signal strength, site searching
can be turned OFF using the Site Lock funttf@pplicable. Thipermits communication

in marginal signal condition#. Site Lock is on and the dpout criteria indicates site

signal strength is below the threshold, icon is displayed to aft the user of this
condition. However, calls catilsbe placed and received this mode. Refer to Section
7.13.5.1 for more information on Site Lock.

Note that this radio is different from other KtNet radios in that each selectable system
is linked to all the sites into which it carara, not just one site. Therefore, the selected
system does not change after changing sBeftching sites is transparent to the user
since the same zone/channel continues wid@ayed. Therefore, for roaming to work
properly, all sites into which radios roanust use the same home channel/group 1D
structure. If group scanning is enabled, it continues normally on the t&ew si

7.13.4 Scan Dropout Criteria and RSSI Threshold

The point at which searching for another gteriggered is contted by detecting the
number of bad data messages receiveat avl0-second (44 message) interval. The
percentage of good data messages that beustceived is programmable for 25-100% on
each Multi-Net site (the default is 25%). Theref, the higher thipercentagethe sooner
roaming occurs because fewer bad messaggseamitted. The programmable response
time is currently not supported and is fixedL@tseconds as just described. This is the
sample period used to determineentsite search should commence.

Four Receive Signal Strength Indicator (RSBig¢shold levels are programmed on a radio
wide basis. These threshold levels are used are as follows:

Poor - Not currently used.
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Acceptable- The RSSI of a site must exceed this level for it to be considered as a
candidate for a new site by the site search procedure.

Good - Not currently used.

Very Good - Not currently used.

7.13.5 Manual Site Search

When a Site Search option button or meavameter is programmed, the following
functions can be selected. Highlight thesdled function using the Up/Down buttons and
then select it by pressing the F2 button.

Site Display- Briefly press the Site Search optibutton or select “Site Display” in
the menu mode. The current site alias B&EI level are briefly displayed and this
mode is exited.

Site Search- Press and hold the Site Searcti@pbutton until a tone sounds or
select “Site Search” in the menu modeeTurrent site alias and RSSI level are
initially displayed. To disphaother sites, press the Uman buttons before time out
occurs. The following ogration then occurs:

 If a new site is displayed and the F2 but®pressed or time-out occurs, that site
becomes the new site if tideopout criteria indicates signal strength is adequate.
Otherwise, searching for another site occlicslock the radio on a site, use the Site
Lock function described in the next section.

« If this mode is exited by pressing the F1 battw the current site is selected when time-
out occurs, no change in sit@ssite lock status occurs.

7.13.5.1 Site Lock

When the Site Lock option button or menugraeter is programmed toggles the Site
Lock status of the current site. When thisdtion locks the current site, the site alias is
briefly displayed. If it unlocks the currentesi(site search is enabled), “SITE UNLCK” is
briefly displayed. There is no indication ttgite Lock is selected unless signal strength
falls below the acceptable threshold and tifex|| | icon is displayed (see Section 7.13.3).
Site Lock always reverts to the disabled mode at power up.

7-22 ES Series Models Il/llldbtetRadio Operating Manual



Multi-Net Features

7.14 Status Messages

Status messages can be sraitted whenever the transieit is keyed on a Multi-Net
channel. Up to eight differembessages are pre-programmed such as such as “AT SITE",
“LEAVING”, “LOADING”, or “OUT SERVCE" . The message that is transmitted is
selected by the Status option button or mewderStatus function (see Sections 4.4 and
4.2).

The status condition is thelisplayed on the dispatat® console along with the

subscriber unit’s unique ID code whenever the transmitteryisckélhe selected status is
always transmitted. If no status conditioridse transmittedgne message may be
programmed “NO STATUS”, for example. Th@atus message number is transmitted and
not the message, so the dispatcher’'s comsakd be programmed using the same number/
message scheme.

7.15 System Access (Busy) Queuing

System Access (Busy) queuing places a speallin a queue if a busy condition exists
when the PTT switch is pressed. Then wiiensystem is no longéusy, the system is
automatically accessed and the call is plagéedavailable system is determined in the
normal manner by the access priority of $eéected system and the current access priority
being transmitted by the repeater.

Busy queuing is enabled or disabled on each Multi-Net system by programming. It is
available with special calls (see Section J 4 not standard group calls. If queuing has
been programmed and the busy tone soondan access attempt, the queue mode is
entered automatically. The queemode is not currentipndicated (“BUSY” and the
selected ID continue to lmternately displayed).

When the system becomes available, tlokorevaits a random time and then accesses the
repeater. This random delay minimizes the chafcellisions with other radios in queue.

If an access attempt is unsuccessful, another access is attempted after diraadiatay.
This continues until a successful access is completed.

When the access is successful, the user is alerted by the normal Unit calt beep
Telephone call dial tone. When the accessuiessfully completed by the radio as
described, the repeater returns dial tone and the selected digits are sent. If SitésSear
active (see Section 7.13.1), the queue statointained even if registration on another
site occurs.

ES Series Models II/11l Portable Radio Operating Manual 7-23



Multi-Net Features

7.15.1 Exiting Queue Mode

The queue mode can be exited at any time as follows:
» Pressing the option button used to sefleetcurrent Telephone or Unit Call mode
» Cycling radio power

» Changing channels

7.15.2 Receiving Calls in Queue Mode

As described in Section 7.10, only calls & #ame type as the selected mode are received
(Unit or Telephone). Queuing does not resume when the call is finished.

7.16 Talk Permit (Proceed) Tone

The Talk Permit (clear-to-talk) tone is a short beep that souhds the PTT switch is
pressed. It indicates that the radio systas lbeen accessed and sjreglkan begin. This
tone can be enabled or disabled on each NNdtichannel by programming. This tone is
disabled when the surveillanceode is selected (see Sect®i0). Refer to Section 4.9
for more information on alert tones.

If the radio system is busy when making a Mdlét call, the busy tone sounds instead of

the proceed tone and “BUSY” is indicatiecthe display (see Section 2.5). If the PTT

switch is held down, the radio system is accessed and the proceed tone sounds when it is
available (unless PTT Queuing is disabled asdeed in Section 7.11). If an out-of-range
condition occurs, the intercefaine sounds and “OUT ORNG” is indicated in the

display. The PTT switch must then besgded and pressed agaimtake another call

attempt.

7.17 Transmit and Receive Priority

Since Telephone and Unit calls are seletigdn option button or menu parameter with

this radio instead of by selecting a system/groi transmit priority for these calls is not
determined by group programming. Instebelephone and Unit Call transmit and receive
priority can be programmed on each Multi-Net system (each can have a different setting).
More information follows.
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Transmit Priority - A transmit priority of 2-5 can be programmed. A “2” programs
the highest and “5” the lowegtiority (“1” is reserved foemergency calls). Refer to
Section 7.2.3 for more information.

Receive Priority - The receive priority of the viaus group IDs is described in
Section 7.2.2.

Pre-emption -Each system can be programmed so that a Telephone or Unit call can
pre-empt (interrupt) only calls with the seted priority or lowe For example, if
Telephone Calls are programmed to pre-ef8ptected” calls, they would interrupt
calls on Selected, Group Scamd Block ID codes, but not calls on the Priority 1 or

2 IDs.

7.18 Transmit Inhibit

This feature prevents the transmitter from keyiriie subscriber unit being called is busy
with another call. To enable this feature, the system is programmed with a block of
transmit inhibit ID codes thatan include up to all 225. # code within this block is
detected up to 5 seconds befthe PTT switch is pressed, the transmitter does not key, the
intercept tone sounds, andXTNHIBIT” is displayed.

To make another call attempt, the PTT switclstihe released and then pressed again.
Although the 5-second timer e® count down whil the PTT switch is pressed, it is not
possible to complete the call by holding BiET switch down until thantercept tone stops
sounding.

Another use of this feature is to preventdaeidental interruption of a call in progress.

This could happen when th@nsmitting party unkeys. It nalso provide an indication
that the subscriber unit being called is busy.
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8.1 Error Messages

The following are definitions of the varis error messages that may be displayed.

Aff Failed - A group affiliation attempt has rdeed a Failed response from the system.
The precise reason for a Failed response is manufacturer dependent.

Aff Deny - A group affiliation attempt has receny a Denied respse from the system.
The precise reason for a Denied respasseanufacturer dependent. One common
cause is that the group is disallowed om shie/RFSS that the radio is attempting to
affiliate on.

Aff Refusd - A group affiliation attempt has received a Refused response from the
system. The precise reason for a Refussponse is manufacturer dependent.

Answr Only - The user has attempted to initiatprivate call or interconnect call and
the feature is programed for answer only.

Attach GPS- The user has attempted to er@&S mode without attaching the GPS
receiver to the radio.

Bad Band- A profile/or user parameters have been downloaded that are for a band
different from the hardware of the radio.

Bad ESN-The ESN of the radio is not valid. iBlerror is usually only seen in the
factory when first programming brand new logic boards.

Bad FI Fmt - A profile/or user parameters have been downloaded to the radio that do
not match the file format supported by therfivare/software in the radio. This message

may appear on initial power up following a firmware upgrade. In such cases the
message can be cleared by doing a read/write of parameters using PCC version 2.6.x or
later.
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Bad Hrdwar - The software was loaded on thieong platform. Boot loader version
does not match the expedtboot loader version.

Batt Low - The battery voltage has been detected as being low.

Busy - A call has been attempted and theayshas responded that no channels are
available for assignment.

Busy Tmout - The radio previously receivedoasy response from the system and it
has not received a channel grant befilne busy time-out timer has expired

Disabled- The selected channel is disabled.

Clear Only - The selected channel or group is strapped clear only and a secure call can

not be made.
Corupt Prm - The parameters file contains errors.

Cycle Powr- This error replaces the previous RAd& End Fail error. It occurs when
the radio has a communication failure with Rfe Deck. This error dy occurs with the
X and ES radio platforms.

Denied- A group call attempt has receive®anied response from the system.

Deny - A unit or interconnect call attempés received a Degul response from the
system.

Disabled- The feature that the user is attemgtio use has been disabled on the radio
either by programming or by factory options.

DSP Failed- The main processor and the DSP have failed to complete their startup
procedure at powerup.

EEPRM Fail - The main processor has timed ouile/trying to validate or invalidate
the profile/user parameters in the EEPROM.

Encryp Bad - The main processor and the EncrgptModule have failed to complete
their startup procedure at power up.

Fixed High - The selected channel or group is strapped to high power and thus low
power can not be selected.

Fixed Low - The selected channel or group is strapped to low power and thus high
power can not be selected.

HCO08 Fail- The HC08 was not initied correctly and cam be accessed for flash
reads and writes, tone generations, etc.

Invalid - The received input from the useredmot fit the criteria necessary for the
feature.

Invalid ID - The received ID from theser was not a valid ID.
Invald Key - The key pressed by the user was valid for the current situation.
Invalid TG - The talkgroup entered was invalid.

Invald User- The user’s radio ID was rejected by the system.
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Invid Ch - The channel entered by the usekeypad programming is not valid.

Key Fail - The encryption key required by ther@nt selected group/channel is not
valid.

Kypd Lockd - The keypad lock function is activand key presses are not accepted in
this mode.

Kset Fail - The encryption key set chosbn the user is not valid.
List Only - Direct entry of a unit ID or phone number is disabled.

Locked - A selector lock command has beaeneived and zone and channel changes
are not accepted.

Lost Signl - Signal from the infrastructure hasdm lost during an interconnect call.

Msg Failed- The message sent to the systeas not acknowledged (applies to
conventional messaging.

Narrow - The current conventional channel is programmed as a narrow channel.

No Ack - The radio did not receive an Acknowledgement for the current signaling
attempt.

No Edit - The current list is not able to be edited.

No Encrypt - Encryption is not availde for the selected channel.

No Items- The menu the user attempted to access contains no items.
No List - No list is availabldor the selected channel.

No Message No message is programmed for transmission.

No Reply - Radio cloning failed due to no response.

No Sat Ree The user attempted to enter GPSdmbut the receiver does not have a
satellite lock.

No Service- OTAR service is not available.
No Site- No site with a verified 1Ds yet on the dynamic site list.
No Keys- No keys are available for the key select function.

Out Of Rng - This error indicates no contrahannel has been found for trunking
operation.

Parms Fail - The checksum of the profile $er parameters does not match the
calculated checksum. This indicates that tlieesn error in the parameters file. This
message only occurs if the redundant cophefparameters is also corrupt or is unable
to be used.

Reg Failed- The radio was unable to cohafe registration on the system.
Rekey Fail- This error indicates aifare in a rekeying process.

Rx Only - The selected channel is Rx only.
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Sts Failed- No acknowledgement was receivwhile sending a status report.
Timeout - A time out has occurred attempting the awent function.

Tx Timeout - The Tx time-out timer has expd and Tx has been terminated.
Write Fail - The radio is unable to write to the EEPROM.

Zone Fail - The radio has been programmed witbre zones than it was optioned for.

8.2 System Operator Programming

As noted several times inithmanual, programming deteimas the availability and

specific operation of many features. Thisialty refers to the mgramming performed by

the programmer when the radio was set up, not to any programming a user can perform. If
a feature is controlled by a front panel optimriton and that button i®ot available, it is
probably not available.

If the Keypad Programmingption button is availablgiou can reprogram some
conventional channel parameters. Refé8éation 5.15 for more information.

8.3 Speaking Into Microphone

For best results, hold the radio about 1¢hes from your mouth d@nspeak at a normal
conversational level. Do not shout since it@litst your voice and @&s not increase range.
Make sure that the PTT (push-to-talk) s\Wits pressed before you begin to speak and
released as soon as the message is complete.

8.4 Operation At Extended Range

When approaching the limits of radio range, the other party may nbldwaear your
transmissions and there may be an iaseein background re® when messages are
received. You may still be out of range e¥lrough you can hear a message. The reason
for this is that the signal you are receiviagisually transmitted at a higher power level
than the one transmitted by your radion@ounication may be improved by moving to
higher ground or away from shieldinyjects such as tdduildings or hills.
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8.5 Licensing

A government license is usually reqedrto operate this radio on the air.

8.6 Radio Service

If the radio is not responding to any buttka/ presses, the keypad may be locked. Refer
to Section 3.6 fomore information.

If “Password” is briefly displayed when power is turned on and you are pronopdeder
a password, the Power-Up Password featuea&bled. Refer t68ection 3.2 for more
information.

If “Unprogramd” is displayed, the cause could be any of the following:
* An unprogrammed channel is sektt Select a programmed channel.

» The selected channel is programmed fooption that is not installed or an error in
programming was detected. Reprogram the radio.

If no characters appear in the display, th&ery may be discharged or defective. Try
another battery. If some other problem is odog, turn power off ad then on again to
reset the control logic. Also rka sure that the controls gemperly set. If it still does not
operate correctly, return it for service.

Note There are no user-serviceablensponents in the radio. Altery internal adjustments can

cause illegal emissions, vaide warranty, and result iimproper operation that can
seriously damage the radio.
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This manual describes the operation of allfesg that are currently available for the 51xx
ES radio. However, many of these features are optional and therefore may notdideavail
in your radio. For example, Project 25 trunked operation is optional andahbg n
available. Model Il radios have the DTMdeypad, but the Model 1l radios do not have
this feature.

Availability of optional features is controlled by factory pragpming of the control logic.
Only those features that are specificallganed and enabled in a particular radio are
available for use and can be programmed fBlatures controlled by factory programming
are as follows:

P25 Options

P25 conventional data

P25 trunked data

P25 conventional operation

P25 trunked operation
Encryption Options

DES

DES-OFB

AES

Note The Ascend ES does not sopincryption on the Multi-Net®rotocol, but does support
encryption on other protocols.

OTAR Options
OTAR P25 conventional
OTAR P25 trunked
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Trunking Options
SMARTNET analog operation
SmartZone analog operation
Digital SMARTNET/SmartZone
Multi-Net analog operation
Feature Options
Keypad programming (Federal Government users only)
864 channels/talkgroups
DTMF Keypad support
Zonefail site lock
MDC 1200
Conventional Vote Scan
OTAP
54 channel/16 zone

Hard Key Only

Currently, the only operating rde that is standard withl anodels is the conventional
analog mode. Other variables such as frequency range are hardware depstesehof
software dependent.

Radios in the field may be upgraded witnw features. A new feature can be purchased
and a special encrypted code string keyethéoElectronic Serial Number (ESN) of the
radio is then provided by EFJohnson Technologies. This string is in the fam of
computer file which enables the feature, andownloaded to the radio. With the new
option file, the user will also receive a newadel number label to be placed on the radio
and a new “Model Number tag”.
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The following passwords may be set:
* Four Power-On (User x) Passwords
» Download and Upload Passwords

» Master Password

» Zone Passwords

10.1 Password Descriptions

Passwords are described below:

10.1.1 User (Power-On) Passwords

When a User Password is enabled, it musriered each time radio power is turned on.
Up to four different User Passwords (Usddder 2/User 3/User 4) can be programmed.
Currently, the same radio features are enatdedach. Entering any User Password at
power up enables normal radio operation.
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10.1.2 Download / Upload Passwords

Separate Download (write) and Upload (repalsswords can be programmed to prevent
unauthorized downloading or uploading of radio programming parameters. When one o
both of these passwords are used, the proper password must be entered to perform the
operation. A “User” passwolig not required to uploaar download parameters. Only
numeric passwords are allowed.

10.1.3 Master Password

The Master Password overrides all the prewegasswords. It can be used by a system
administrator as a “pass key” to a passwomtradled function or to change a lost or
inadvertently changed passwokldiaster passwords are set up and changed the same as the
other passwords. It does not oveerithe following Zone Password.

10.1.4 Zone Password

A zone password can be programmed withbSthex ES portable. It pvents unauthorized
reprogramming of zones by keypad programming. When this password ,ist msast be
entered before system or channel parameters in that zone can balchange

Note The programming and usage of this password is independent from thdipgece
passwords.

A different password can be programmed for each zone. When a password protected zone
is selected during keypad programming, “Rass” is flashed the first time an attempt is
made to select a system or channel parantetbat zone. Each digit of the password is

then entered as previouslgstribed. The password is always eight digits long, and after

the eighth digit is entered, system aénnel parameters for that zone can be
reprogrammed normally.

10.2 Programming Passwords

Passwords are programmed. The applicable radio must be connetidamputer and
powered up to program passwords.
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10.2.1 Lost Passwords

If a password is lost, contact EFJsbn Technologies Customer Service.

10.2.2 Changing Password

An assigned password can be changed bw#er if the “Set User Password” option
button or menu parameter (5100 ES) is paogned. Selecting this function displays
prompts for entering and confirming a new password.

Note With the 51xx ES portable, it is recommentlet a number key not be used for this
function because the password mode is @xitthat key is pressed to enter a number.

10.2.3 Password Entry Procedure

When a password is requested, it is entered as follows:

With DTMF keypad models, enter eachhmuer using the keypad and press th@x
(Enter) button after the last digit is ergd. With limited keypad models, enter each
number by pressing the Up/Down buttons and pressRBe kutton after each digit.
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This radio may be equipped to provide seaammunication on some or all channels.
This feature encrypts the voice so that it ba understood only by someone using a radio
equipped with a similar encriipn device and encryption codes.

Note The Ascend ES does not sogi@ncryption on the Multi-Net®rotocol, but does support
encryption on other protocols.

When a secure call is received, the LED flasRed an('t_ﬁ.__ is indicated the display. If
equipped with the Clear/Secure option butod the current channel is programmed to
allow button selection, secucemmunication can be manually enabled and disabled by
that button. Otherwise, channels are stragpediear or Secure operation (see Section
11.3). Secure communication can be prograchion a per channel or per talkgroup basis
to operate in various wayblore information follows.

11.1 Encryption Algorithms

This section provides inforation about encryijiin options for the 51xx Model II/1lI
radios.

11.1.1 SecureNet™

SecureNet encryption digitizesetivoice and then encrypts it using the DES algorithm. It
uses a 64-bit encryption key. The SecureNet protocols include the followinglatggrit

» DES (Data Encryption Standard) provides a level of security, and also uses cipher
feedback. It was originally designedhlie used only by the Federal government.
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» DES-OFB - A form of DES encryption for digl channels that uses output feedback.
This protocol does not result in the degradmtye that occurs with analog channels.

11.1.2 AES (Advanced Encryption Standard)

The encryption standard AESrieplacing DES-OFB encryption on digital (P25) channels.

It uses a 128-, 192-, or 256-bit encryption key instead of the 64-bit key used with DES.
EFJohnson Technologies radios currentiypsrt only 256-bit AES keys. The type of
encryption (DES or AES) is determined by tiype of encryption key that is loaded. AES
encryption, like DES encryption, is an optional radio feature that must be purchased and
then enabled at the factory (or by a factory-created option file).

Note The 51SL ES Series radios are dual encryptitither DES or AES encryption is available
(not both). Single key DES is standard when P25 is ordered.

Either DES encryption or AES encryptismoptional for the 51FIRE ES Series.

Note Multi-Net does nosupport encryption.

11.1.3 Encryption Available With Various Channel Types

Analog Channels- On analog conventional a®&MARTNET/SmartZone channels, DES
encryption provides secure communication.

Digital Channels- On conventional P25, SMARTEI/Smart Zone, and P25 Trunking
channels, the DES-OFB or AES-OFB protocol is used.

Note DES can ONLY operate on wideband (4k or 5k) channels: NOT on narrowband (2.5k)
channels.

11.1.4 FIPS Modes

FIPS 140-2 is a Federal Information ProcesStandard for encrypted radios used by the
Federal Government. This standard sfiesiFederal securitsequirements for
cryptographic modules for a wide rangf applications and environments.
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11.2 Encryption Keys

An encryption key is a cryptographic variatiat is required by the encryption algorithm
to encrypt and decrypt voice or data. To maintain system security, these keys must be
protected from disclosure and afseriodically replaced or updated.

With the AES and DES encryption used by EFJohnson Technologies radios (see Section
11.1), the same encryption key is used by both the encrypting (sending) argtidgcry
(receiving) radio. AES encryption keys are generated from a string of 64 baratle
characters, and DES keys are generated &aining of 16 hexadecimal characters.

Another four hexadecimal characters are usegpémify the key ID. Multiple keys can be
loaded into a radio using OTAR or manual loading.

When an encrypted message is transmitted, the encryptanmithin ID (ALID) and key
ID (KID) are usually included in the messagéis tells the receiving radio which key and
algorithm must be used decrypt the message.

If an attempt is made to transmit a sequessage without loadirtge corresponding key,

“Keyfail” is displayed. The message must thentransmitted in the clear mode (this is
possible only if the channel &rapped to “switchable”) or the key must be loaded.

11.2.1 Key and Algorithm IDs

Each encryption key is programmed with a KByalso called LogicalD). This ID plus
the algorithm ID (ALGID) is transmitted ithe message on digitehannels. The radio
receiving the message must have a key with the same IDs in order to decrypt it.
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Note

11.2.2 PID/ SLN Key Management Modes

The term “SLN” from the Project 25 spectiton is equivalent to “CKR” (Common Key
Reference) also used to define this parameter.

When this mode is selexdt, keys are loaded using a SMA (System Management
Assistant), a Motorola KVL-3000 or KVL 3000 plus. (Please noteEfatohnson radios
have not been tested with the Motorola KVL 4000: therefore, the KVL 4000 will
not work with EFJohnson radios\Jhich then OTAR can bachieved by loading the
corresponding UKEKSs. The PID range 1-64he Keys Table must then be programmed
to link channel PIDs to a specific SLNt@8age Location Number or CKR (Common Key
Reference) and the range is 1-4095 (see Figure 11.1).

Figure 11.1 Key Selection Example

Keyset 1 Keyset 2
PID Keys Table Keyset Name (Opt) | | Keyset Name (Opt)
Zone 1, Chan 2 1 > SLN 21 (- Key #21: Key ID 54| | Key #21: Key ID 94
Zone 2, Chan 4 2 P> SLN 22 B Key #22: Key ID 65|| Key #22: Key ID 98
Zone 2, Chan 5 3 > SLN 23 | Key #23: Key ID 67| | Key #23: Key ID 99
Zone 3, Chan 1 4 —#> SLN24 | Key#24: Key ID 69 Key #24: Key ID 91
Zone 3, Chan 2 5 > SLN 25 | Key #25: Key ID 73 Key #25: Key ID 90
Algorithm ID Algorithm ID

More information on the PID @LN key management modes follows.

PID Mode - When this mode is selected, keys bxraded directly into a PID of 0-63
that corresponds to the PID programmeddach channel (if applicable). Since the
EFJohnson Technologies System ManagerAsaistant (SMA) does not support PID
mode: PID mode can be used only wheyskare loaded using the Motorola KVL-3000
or KVL-3000 Plus keyloader.

SLN Mode - The SLN mode must be selected when either OTAR (Over-The-Air-
Rekeying) or the EFJohnson Technologies System Management Assistant (PDA
keyloader) is used. It can also be usedTAR is not used. SLN mode is digital
encryption, and can also be used withulith the Motorola KVL-300 Plus. With this
mode, keys are loaded into a SLN (Storageation Number), typically from 0-4095.
The Keys Table must then be programrteetink channel PID$o a specific SLN.

The use of this type of indirect linking allows keysets and key IDs to bgetan

through OTAR while keeping the mapping from the channel or talkgroup the same. For
example, as shown in Figure 11.1, PID 4 selects SLN 24 which selects k24 slo

both keysets. This slot contains Key ID 69 in Keyset 1 and Key ID 91 in KeySeat\2.

one keyset is active at a time. The actugld®osen between these two to transmit with
will depend on which keyset is active, Keyset 1 or Keyset?2.
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11.2.3 Maintaining Keys in Memory

The radio may need to be connected to ateoh®ower source to preserve the encryption
keys in memory. The programming of the Infinite Key Retention parameter detsiimine
keys are permanently stored in memoryerased soon after power is removed.

When Infinite Key Retention isnabled, keys are storedrniremory and are not lost when
power is removed. If it is disabled, theyanaintained only untthe storage capacitance
discharges. With ES Series Rarte models, storage cajtacs maintain the supply
voltage (and encryption keys) for approximately 30 seconds without powerdapplie
Therefore, when changing the battery, make $oi reattach another within 30 seconds.

11.2.4 Encryption Key Select

Note This feature is available on P25 trunking and conventional channels.

When multiple encryption keys are prograed (see preceding infoation), the Key
Select option button can be programmedllimiaselection of another key for the current
channel. This feature changes the PID (hardiaration) of the key, and the change is
permanent (cycling power or selecting a difg channel does not reselect the original
key). Therefore, to switch back to the am@l key, it must be manually reselected.
Proceed as follows to select a key:

1 Press the Key Select button or select that menu parameter.

2 Press the Up/Down buttons to displag tresired key and then press tf@x (Select)
button to select it. Press the Key Select bugigain to return the display to normal
operation.

11.2.5 Encryption Key Erase

A Key Erase menu item can be programmed that allows the user to permanently erase all
stored keys. If OTAR TEK and KEK keys arer&d, all keys of both types are erased.

This function can be used to ensure that unauthorized encrypted calls can no longer be
placed or received by a radio.

11.2.6 Encryption Icon Operation

Basically, the encryption iccE_ is on contimsty whenever a secure call is received or
transmitted. Other operation is as follows:
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» When a secure call is received on a digiteannel in either the secure or clear mode,
this icon flashes.

* When a clear call is receivenh a digital channel in thre@cure mode, this icon is on
continuously.

» An option can be programmed to sound a heleenever a secure call is received on a
clear channel.

11.3 Clear / Secure Strapping

Note

11-6

11.3.1 Transmit Mode Options

The following transmit options are alable when encryption is selected:

“Clear” - All calls are in the clear mode unless responding to a secure call. If the
response is then made within the gdlee, it occurs inthe secure mode.

“Secure” - All calls are made in the selected secure mode.

“Switched” - The mode is selected by the&@¥Secure button. When the clear mode is
selected by this button and a secure cakdgived, or vice versgpu will hear a beep.
Press the programmed option buttorchange to the appropriate mode.

If the channel has been strapped “Clear” and the option button selects the “Secure” mode
on power up and a transmission is attempi@ehsmitting is disabled. Likewise, if the

channel is strapped “Secure” and the optiottdmuselects the “Clear” mode on power up

and a transmission is attemghtehe transmitter is disabled.

The radio can be programmed to igntire “Clear” or “Secure” button setting. These
preceding indications then do not occur &ragismissions always occur in the strapped
mode.

If all channels/talkgroups are strapped dlea secure and no Clear/Secure option button
or menu parameter is programmed, thisgraeter must always be selected (see
following).

If the Clear/Secure button or menu parameter are not programmed, the radio is always in
the last known state (usually Clear) and themisvay to change it. For example, if the

last known state is Clear and this parametaptsselected, it is never possible to transmit

a Secure message on a channel sad®ecure. An error tone sounds.
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11.3.2 Analog Receive Mode Options

The following receive options can be pragraed with conventionaperation. With
SMARTNET/SmartZone and P25 Trunked opematiencrypted calls are received if the
proper key is programmed.

No Autodetect- Only signals coded like the transmit signals are received.

Proper Key Autodetect- (Analog Channels)Vhen this featurés disabled and a
message is received with the wrong key, the audio unmutegaabléd (encrypted)
audio is heard. However, if this occurgtwthis feature enabled, the audio remains
muted.

11.3.3 Talkgroup Encryption Override

Conventional digital (P25), Smartnet/Smartzone and P25 Trunking encryptiquirsty &g
programmed on a “per talkgroup” basis. However conventional digital and P25unki
talkgroup encryption strapping can be overriddara “per channel” basis.Therefore, if
desired on Conventional Digital and P25 Trunking channels, encryption can be
programmed differently forazh channel. Conventionalalog channel encryption is
always programmed on a per-channel basis.

11.4 Over-The-Air Rekeying (OTAR)

Over-The Air-Rekeying (OTAR) is the procedssending encryption keys and related key
management messages over-the-air to speaiflios. The advantage of OTAR is that it
allows these keys to be quickly and convettjenpdated when necesgatt is no longer
necessary to periodically travel to the radio location or bring the radio into a maintenance
facility to load new keys.

The actual OTAR rekeying functions grerformed by a Key Management Facility
(KMF) that sends Key Management MessagddM) to the radios. These messages are
themselves encrypted using an encryption Radios must be OTAR-compatible and
programmed for OTARor this type of rekeying to occur.

Note The RSl is enabled in the KMF and must be assigned to the radio by praggamm
OTAR is available only on P25 conventional and trunked channels, and ombgtam

DES-OFB and AES keys. It is not used®MARTNET/SmartZone channels or to load
DES keys.

ES Series Models II/11l Portable Radio Operating Manual 11-7



Secure Communication (Encryption)

11.4.1 Motorola Third-Party RNC Registration

The 51xx ES portable supports Motorola dynadata registration. However, if desired,
the radio can be programmed to perform MOT 3rd Party data registration instead of
dynamic registration on the OTAR andtB@arameters page. If MOT 3rd Party
registration is selected, the radio musntenually registered on the Motorola RNC
Console by entering the following command:

LCRD 03 06 00 1234 7F xx xx xx OA OA 00 07 00 yy
Where, “xx xx xx" is the hex value oféDigital Unit ID progammed. Refer to the

console documentation for the value of “yy"use “00”. This registration needs to be
done only once.

11.4.2 Programming By Keyloader

The following are the minimum pameters that need to peogrammed in the radio to
perform OTAR. It is not neasary to program a TEK to perform OTAR. If the radio does
not contain a TEK, the KMF itiates a warm start sequence in which a temporary TEK is
transferred to the radio to perform the key transfer.

UKEK - This key normally has SLN (CKR) 61440 and Key ID 62880 (F5A0 hex).
Create a key (either AES or DES type apureed) and download it to the radio. AES
UKEKSs typically use an SLN of 61442 and a Key ID of 62880 (0xF5A0).

Unit RSI - This is normally initially the samas the P25 Unit ID and is set by
programming.

KMF RSI - This RSI is normally 9,999,999 and should not need to be loaded since it
defaults to this number.

MNP (Message Number Period) - Load gireper message number period into the
radio (typically 1000).

Verify that the above information was propestpred in the radio by viewing it using the
keyloader.

11.5 Radio OTAR Capabilities

The OTAR capabilities of the SEM equipped ES Series portable are as follows.

» Keysets
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- Upto three keysets are used and it is assumed all three are always present. Keyset IDs
1 and 2 are for TEKs and only one is active at a time. Keyset ID 255 is for KEKs and
is considered active all the time.

- Each keyset can have up to 128 keys. However, 16 or less are normally used.

11.5.1 OTAR Option Buttons

The following additional optiobuttons can be programmeidtinthe ES Series portable to
control OTAR functions. They are alsoafiable as 5100 ES menu parameters unless
noted otherwise.

Change Keyset Toggles the active keyset between Keyset 1 and Keyset 2. The new
active keyset is briefly displayed aneéthnormal operation resumes. When the

5100 ES menu is used, the current active dkigsindicated by an asterisk. To change
to the other keyset, highlight it and press tR@>button.

Clear/Secure Select This enables and disablescgyption regardless of whether
OTAR is used. Refer to Seatid 1.3 for more information.

Erase Keys- Erases all TEK and KEK keys contained in the radio.

Key Select- This allows a different key to tselected for the current channel or group
(conventional channels only). ReferSection 11.2.4 fomore information.

11.5.2 Additional Functions Selectable by 5100 ES Menu

To select a parameter, highlight it and preBg><

Rekey- Performs the same function as tBTAR Rekey Request option button
described in the preceding section. (Can be option button or menu parameter.)

Need KEK - Sends a request for a new KeycBption Key (KEK). Upon receiving
this message, the KMF marks the radio gsiing service. Onégme this function may
be selected is if thradio dumps it keys.

Identify - (Not supported in Motorola's BZrunking OTAR.) Sends a message which
tells the KMF that the radio i@n the air. Currently, thkMF will usually either echo

the message back to the radraespond with a No Servi¢g@VM. This function can be
used to test communication without infigy the rekeying that occurs with the
preceding “Rekey” function.

Erase Keys- Erases all keys in the radio the same as the Erase Keys option button
described in the preceding section. (Can be option button or menu parameter.)
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Advances in digital communitian allow for new data features and services using the
radio link. This section discusses data featareb services avaliée for portable ES
radios.

12.1 P25 Trunking Features

P25 Trunking supports data service on & P&unking system using an EFJohnson
Technologies radio and a portable compukle radio communicates with the computer
over the P25 Mobile Data Peripheral (MDP) Interface, which uses an RS232 hardware
interface at 9600 bits/s. The followingopocols are supported across the interface:

» Point To Point Protocol (PPP)
* Internet Protocol (IP)
» Universal Datagram Protocol (UDP)

» Transmission Control Protocol (TCP)

The radio must be programmed for data operations on the Trunked IV & D system

12.1.1 Interface Connection

The radio connects from its MDP Interfacdlie RS232 COM port of the computer using
the P25 Mobile Data Peripheral (MDP) Irftce cable. The radio Accessory Connector
(side port) functions as the MDinterface connection point.
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Note Since the radio uses the side port for the MDP Interface, a “Data Biduldton must be
programmed to enable the PPP interface.

12.1.2 Context Activation

For the radio to access data service on a tngnkystem, it must be a valid user on the
system and it must be affiliated to an RF site. Once this is accomplished, the radio must
request data services from the trunked system through the process of context activation; a
data registration of the radio with the system. Context activation is initiated from the radio.
In an EFJohnson Technologies radio, condekitvation is automaticlyl initiated when the

user selects a P25 trunking system with eitteda registration enabled or OTAR enabled.
During a context activation, the radio attemotsccess a packet data channel (PDCH) at
the site and send it its request for dataises. If the context activation is successful, the
radio will receive a response containing a IP address. This IP address will be used by the
radio as a source IP address for all inbodath messages sent, and is used by the host
application as the destination IP addressafboutbound data essages. If for some

reason the context activation fails, the radio nilt be allowed to use data services on the
trunked system. If a PPP link is establdibetween the portable computer and radio
without the radio context activated, any datansmitted by the computer to the radio is
ignored.

12.1.3 PPP Link Establishment

To begin data transmissions from an appigcarunning on a portable computer, a data
connection must first be established betwde computer and the radio (with data
capability enabled). This is accomplisheddgating a new network connection using the
Microsoft Windows Operating System.

Note The following screen shotseaderived from Windows XP.

The network connection screen can be accessedgh the control panel. Click the create
a new connection link.
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1 Using the Control Panel, access thavidgk Connection screen (Figure 12.1).

Figure 12.1 Network Connection Screen

2 Click Create a new connection lifkhe New Connection Wizard screen appears
(Figure 12.2).

3 Click Next The Network Connection Type screen appears (Figure 12.3).
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Figure 12.2 New Connection Wizard Screen
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Figure 12.3 Network Connection Type Screen
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4 SelectSet up an advanced connectitimen clickNext The Advanced Connection
Options screen appears (Figure 12.4)

Figure 12.4 Advanced Connection Options Screen

5 SelectConnect directly to another computénen clickNext The Host or Guest screen
appears (Figure 12.5).

6 SelectGuestthen clickNext The Connection Name screen appears (Figure 12.6).
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Figure 12.5 Host or Guest Screen

Figure 12.6 Connection Name Screen
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7 In theComputer Namé&ame, type the name for the connection. Then dliekt The
Select a Device screen appears (Figure 12.7).

Figure 12.7 Select a Device Screen

8 From theSelect a devicpull-down list, select the comunications port to use to
connect the cable from the radamthe computer. Then clidkext TheConnection
Availability screen appears (Figure 12.8).

9 Under theCreate this connection faptions, selecAnyone’s usdhen clickNext The
Completing New Connection Wizard screen appears (Figure 12.9).
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Figure 12.8 Connection Availability

Figure 12.9 Completing New ConioacWizard Screen
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10Click Finish. The new connection is establisHadd should be in the network
connection folder). The Connect Radicreen appears (Figure 12.10).

Figure 12.1@onnect Radio Screen

11Click Properties The Radio Properties screen appears (Figure 12.11).

12Under theGeneraltab, clickConfigure Verify that the commdunations port selected
in Step 8 is selected in tiszlect a devicpull-down list.
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Figure 12.1Radio Properties Screen: General Tab

13Click OK. TheModem Configuratiorscreen appears (Figure 12.12).
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Figure 12.12Modem Configuration Screen

14From theMaximum Speedull-down list, selec®60Q Leave all other options
unchecked, and clickK. The Radio Properties screen returns (Figure 12.13).
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Figure 12.1Radio Properties Screen: Options Tab

15Under theOptionstab, ensure that the box fBrompt for name and password
certificate, etcis unchecked. Then select tNetworkingtab (Figure 12.14).

16Under theNetworkingtab, ensure that the following boxes are unchecked:

File and printer sharig for Microsoft Networks

Intel Wireless Connection Agent

Deterministic Network Enhancer

Client for Microsoft Networks
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Figure 12.1Radio Properties Screen: Networking Tab

17Ensure that the box fénternet Protocol (TCP/IPjs checked. Then click
PropertiesThe Internet Protocol (TCP/IP) Properties screen appears (Figure 12.15).
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Figure 12.1%nternet Protocol (TCP/IP) Properties Screen

18SelectObtain an IP address automaticalihen clickAdvancedThe Advanced TCP/
IP Settings screen appears (Figure 12.16).
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Figure 12.1@&\dvanced TCP/IP Settings Screen

19Ensure that the box fadse default gateway on remote netwisrkinchecked. Then
click OK. The Internet Protocol (TCP/IP) Pegties screen returns (Figure 12.17).
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Figure 12.1Tnternet Protocol (TCP/IP) Properties Screen

20Click OK. The Radio Propertiesreen returns (Figure 12.18).

21Click Cancel. The configuration of the caation between the radio and the portable
computer is complete.
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Figure 12.1&adio Properties Screen: Networking Tab

12.1.3.1 Connection and Testing

To connect the computer and radio and test the connection perfommsttiaetions in the
following paragraphs.

12.1.3.1.1 Connection

To connect the computer and radio, rightlcho the network icon. The Connecting Radio
window (Figure 12.19) appears, amnains until the amection is made.
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Figure 12.1%Radio Connection Window

12.1.3.1.2 PPP Link Test

Further verification that the link is worlg correctly can be made by “pinging” the
subscriber radio from the mobile computer:

1 Activate the Command Prompt screen from fltcessories pull-down list of the Start
menu (see Figure 12.20).

Figure 12.2@ommand Prompt Screen: Sending “Ping”

2 At the prompt, typeing followed by the IP address ofgmadio. In the above example
the IP address 128.1.0.3 s used, and the complete epingi$28.1.0.3

3 Check for one or more replies to the “pirag in the example of Figure 12.21. This
indicates that the connection is working correctly.
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Figure 12.2Command Prompt Screen: Replies to Successful “Ping”
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This section describes how to obtain authediservice for the ESeries portable radio.

13.1 Product Warranty

The warranty statement for tregjuipment is available from your product supplier or
from:

Warranty Department
EFJohnson Technologies
1440 Corporate Drive
Irving, TX 75038-2401

This information may also be requested from the Warranty Department by phone at the
numbers listed in Section 13.4. The WarydDepartment may also be contacted for
warranty service reports, claim forms, oyaher questions concerning warranties or
warranty service.

13.2 Online Registration

EFJohnson Technologies offers greater convenience through online productywarran
registration. Registering EFJohnson Techgms products onlinallows customers to
receive warranty service and field service notices more quickly.
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To register EFJohnson Techngies products online, visit
www.EFJohnsonTechnologies.cddtick the link forService and Suppagrthen follow the
instructions for Warranty Registration.

13.3 Telephone Technical Support

Technical support personnel can help resatamy issues over the telephone, such as
display, volume, software, programming. RBleaefer to Section 13.4 for information to
contact the Customer Service Department.

13.4 Factory Customer Service

13-2

The EFJohnson Technologies Customer Serlziepartment providesistomer assistance
on technical problems and the availability of local and factory repair facilities. Regula
customer service hours are 8:00 a.m. - 5:00 p.m. Central Time, Monday- Friday. A
technical support subscriptionrgiee is available or support can be purchased on an as-
needed basis. The Customer Service Depamt can be reached using the following
telephone numbers:

Toll-Free: (800) 328-3911 (all except Multi-Net)
(800) 295-1773 (Multi-Net only)

Fax: (972)819-0639

E-Mail: customerservice@efji.com

When your call is answered at EFJohnsechihologies, you will hear a brief message
informing you of numbers that can be entered to reach various departmestsuifivier
may be entered during or after the messejeg a tone-type telephone. If you have a
pulse-type telephone, wait until the messadmished and an operator will come on the
line to assist you. When you enter some nusitenother number requested to further
categorize the type afformation you need.

You may also contact the Customer Sexvepartment by mail. Please include all
information that maye helpful in solving your pblem. The mailing address is as
follows:

Customer Service Department
EFJohnson Technologies
1440 Corporate Drive

Irving, TX 75038-2401
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13.5 Returns for Repairs

Before returning equipment for repair,ntact the EFJohnson @lenologies Customer
Service Department as described in the priageskction. They may be able to suggest a
solution to the problem, makingtoen of the equipment unnecessary.

Repair service is normally available thgbulocal authorized EFJohnson Technologies
land mobile radio service cengelf local service is not avable, the equipment can be
returned to the EFJohnsonchmologies repair depotifoepair. However, before
returning equipment, contact the Customer Service Department Repair Depot for the
correct Ship To” address.

Be sure to fill out a Factory Repair Request Form #271 for each unit to be repaired,
whether it is in or out of warranty. Yiacan obtain it in any of three ways:

» Download it from the EFJohnson Technologi®sb site’s Servic& Support” section.

» Call the EFJohnson Technologies Custo®ervice Department and request it. See
Section 13.4.

* Request it when you send a unit in for repair.

Clearly describe the difficulty experiencedtie space provided and also note any prior
physical damage to the equipment. Includs tbrm in the shippig container with each
unit. Your telephone number and contaaheaare important as there are times when the
technicians may have specific questions tlegidito be answered to completely identify
and repair a problem.

When returning equipment forpair, it is also recommended that you use a PO number or
some other reference number on your papekin case you need to call the repair lab
about your unit. These numben® referenced on the reparder and make it easier and
faster to locate your unit in the lab.

Return Authorization (RA) numbers are necessary unless you have been given one by
the Field Service Department. RA numbers aqeired for exchange units or if the Field
Service Department wants to be aware ofexiie problem. If you have been given an

RA number, reference this number on the Factory Repair Request Form sent with the unit.
The repair lab will then contact the Field8ee Department when the unit arrives. For
additional information on factgrservice, the Depot Servi@epartment can be contacted

at the following e-mail address:

depotrepair@efji.com
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13.6 Replacement Parts

Replacement parts can be ordered dirdotign the Service Parts Department. To order
parts by phone, dial the toll-free numbedascribed in Sectiob3.4. When ordering,
please supply the part number and quantity of each part or@téohnson Technologies
dealers also need to give their accoumhber. If there is uncertainty about the part
number, include the designator (C512,dsample) and the model number of the
equipment the part is from.

You may also send your order by mail or fike mailing address is as follows and the fax
number is shown in Section 13.4.

Service Parts Department
EFJohnson Technologies
1440 Corporate Drive
Irving, TX 75038-2401

13.7 Internet Home Page

EFJohnson Technologies has a site on the World Wide Web that can be accessed for
information on the conmgny about such things as produstgstems, and regulations. The
address is

http://www.EFJohnsonTechnologies.com
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